N\
e No.JV-17017/48/2-Prov.] -
e Ministry of Home Affairs ¢
L7 . Prov.1 :
% ,~/ 0-

40 s New Delhi the 6™ Oct.,2004

-

To

The DGs: Assam Rifles/BSF/CISF/CRPFAT BP/NSG/SSBBPRE&D

Subject; Finalization of ORs/Specifications Communication and other Security
_Equipments. -

The Sub-Group censtitted by MHA vide Memorandum No.
[V IV.17017/18/2001-Prov.] dated 5-7-2002 for jaying down QRs/specifications of
various itemsfequipments has since submitted its recommendations in respect ol
[ollowing communication and security equipments:

[€)] Fax Encrypter :
(ii)  Freguency hopping HF/VHF scts )
{iiiy  Digital hand held mobile/static VHE/UHF Radio
{iv) Wideband surveillance receiver (VHFAUHE Analog}
(v}  Wideband surveillance receiver {HF Analog)
(vi) Wideband surveillance recover (HF/VHF/UHF Analog and
digital)
(vii) Light Vehicle based Direction finder v
(viii) Portable Direction finder _-
{ix) Discote, Parabolic Dish Antenna
(x)  High altitude Parachute Penelration System(HAPPS}
(xi) BombData Centre Equipment
i. TED Response Vehicle
ii. Explosive Test Kit
iii. PBIKIt
(xii) »Telescopic Manipulator
(xiii)~ Waterman ship Equipment
Uiv~ Deep search Mine/Metal Detector.
(xvyv Digital HY Transceiver
{xvi).” Satellite Phone (Hand Held)

2. These recommendations have been accepted by MHA. The éRs-ﬁnalizcd by
the Sub-Group and accepted by MHA in respect of the equipments ar¢ enclosed
herewith

kR Llenceforth, all the CPMFs should procure the above items required by them to
meet iheir operational needs strictly as per the laid down QRs/specifications.

Yours faithfully,

]_ﬁ‘y_ .
(Alok Mukliopadhyay )
Under Secretary(Prov.])



QRy/SPECIFICATI ON FOR FAX ENQYPTEH

1. Usar Wﬁmﬂmﬂﬂﬁsquaﬁh&vemquﬁmmmmn attodnable:
-fcauuesasﬁnumbyCPMF.

. Itm:ybEpouiblnodedgumeequipmmaccmdinglywmsquaﬁmﬁve
wquh-em«t(QR)h\nnmberofwws.lnmktw(ﬂvemnimbmeﬁtfmmthehtcsn
mmmhﬂmmawﬁhmmmmmdndm_aﬁerm&wﬁnm
maximmun wse should bemadeofhmtwchnkll_ssmcl ing such usable iechuiques ar
becmhnwnduingﬂsepuiodofdepbymmm,hwiewofﬂ:ephmmm[
progress which is taking place in the ficld of Elevtronics and Televommunicatior.

* techmiques, hhpﬂbhmmmmmyhmmmmpmdumion

phmorevmbefme_modswbpmﬂis-mlewd.lnmwofm the equipmen:
dovelopei above cmfmpmdewiupmtmdpostpmdwﬁmhnpmmem. designing

3. Fax Encryptet isqnappﬁqtlémitmﬂwmdard(}3mdﬁ4facsimﬂe
oquipnmnhitpmvidesuﬂnmmehupﬁes.ncmhyforﬂlefacsinﬂedamummimd
which is ctherwise susceptible to interception in pablc elcphone netwark. The
i i and it effectively provides total socwrity o
dmmuguemacmuﬂlemlethﬁm.Alatgemnnberofksysmeswredmdmckt:y
fnrﬁmmskmisselccwdmmdioﬂ? and randomty by the equipment.

Equlpment Configuration:

4. Themnpieceeqlipmmlwiﬂbecmwwdbemmthefnequipmtmd
the telephonc line. Encrypted Massages sent from other fax equipment are decrypial ¥
the decrypted message is received astomatically:

5 C

should be lmdﬁpfocmmbasdmumdmhymgasepnumprmmmodﬂn
fmmwtim.Thsusastumldbeablnwanmﬂycmﬁgmeﬂpequipmmifmwﬁr-un
‘modes of operation..

M—M‘—s

6. Interface: The equipment should be compatible with modulation ystme
as specified in CCITT T-4 recommendations. A RS 232~ C port shoulid bo available fra



interfacing the equipment to & PC or FILLAUN for down Joading of keys. A real firos
clock sheuld be built in to the squipment.

7. Manzgement . It should be able to store large aumber keys are stored and th:
koy for the scssion should be sclected automatically by the equipment during 1.
transmission or reccption. Thege should be a option to provide the user to select cither
FILLGUN or PC s the load equipment to Joad keys itito the systens. The system shuwisl
generale automatic goneration of unique keys for overy iwansmitted memsage.

8 Mmﬁmwahoﬂdb.écmuofﬂmmdhplayduwghtl-&
built - in LCT module and key pad or the front panel. The user should be able to sasi v
configure the cquipment foe various modes of operation.

9. Erase Cipher keys. There should be an oplion to crass all the key informatic s
data in the sysiom. There should be a provision to ensure that unless new keys pertaining
to the dale , are loaded the system wilf not sond or receive any secibre Eacsiinile msssag:.
Sufﬁcimtmﬁmnhouldbehﬂthmmmlhatmifﬂweqnipmtbudedwiﬂ
live keys falls in to enemy hands shaukt not be in a position to find out the algorithm « ¢
10 road the keys. A facility fix emergency destruction of circuit should also be provide:!.

10. Secrecy ; High grade inbuilt secrecy with crack resistivity of minirmum -
grade should provided, The system should be SAG approved. Un aathorized perscn
should have no access to the system. Both sofiware an well as hardware megaurs shall b
adopted, Password access to the ecorecy codes should be provided with v
ideatificats

11, _SETUP: Following menu driven software sctup should he made available.
a) RS 232 Intorface.
b) Fax Machinc Info.

¢} Cipher Setting, .
@  Lioe Inteeface.
)  System Setup.
p  Restors Sctup.

Fax Save Sctup.



12 Crypiography Charsctoristicy,

a) KayGemrathyclslmgih > 1,000,000 Year.
b) Koy Divorsity > 107
<) Koy Management ' ;. Offiime System based on
) Smart Card.
13. FAX Machine Interface; Standard G3 protocol two wirs half duplex, 300,
9600 bpe V.Z1/ V.27 17V .29 termination. .

4. Line Interface:

a) “Impedencs : S0/600 Olun

b) Output Level 1-3to-15 dbm

] Ringer Outpat : 500 RMS minimum

d)  Ring detect : 30 VRMS (min)

¢) Band : Compaiible with modulation
; Specification in CCITT T-4

ve, 9600, 7200.
V2T ter 4300, 2400

15.  PowerSupplv

a) Supply Voltage : 220V AC ( Nominal ) 50 Hz1_ 3 Hz,
24VDC
b Power Dissipation. : Max 1.5 Amp

16. Imterface:  RS8232C portshould be available for interfacing the
oqn'qmlmlm_ll’qumlBUNﬁwdownbadingleyn.

17. MAMThmcbck(RTC)shoukiahobebﬁktwmmteuw
mﬁudmmmmmuompuﬁblewiﬂlﬂmpaﬂgenﬂ'aﬁm Faz

18. Copstruction : The equipment should be modular in construction, and shoukl
not necd special installation, or operator intervention for reception and mansmission i
facsimile messages.



. PartlV .
PHYSICAL AND ENVIRONMENTAL CHARACTERISTICS.

19.  Sige and Weight:

a) wxDzH 1200 % 100 x 300 mpns,
b) Weight : Not morc than 3.5 Eg.

20. Euvironmental specifications:
a) Op temp range : 0 wHC . -
b) Storage 110 e 55 C
<) MQTMMMMMWGMML;&!QM'
madychwmiomdewiceqptnditlperfmmmcemﬂdmtbeaﬁcdedb}'
glecumicenvimnmuinwhichili.sexpectodwm

d) [Noise Tevel: Opﬂaﬁngmiuelswishmldbehsuman’mdl}.

¢  Msan Time between faflure (MTBF); ~ MTBF not loso than 8000
working hour.

f  Mean Time To Repals (MITR}: MTTR should not be morc than
30 nunutes.

) Diagnostics: A built-in diagnostic routme should be provided which
all machine fonctions, A scli-tost diagnostic is desirable. Remotc diagmesticn
is also preferred.

2L Safety Messure ;. Enoushsmcofﬂ:eaﬂpowimfémmmsafegw!
mmammmmmmwmwmm
od,opulcctmdmvﬁ&ﬂd‘pdﬂiﬂahuﬂldh&cﬂﬁedfm,pmhﬁimmthﬂhesid:
agahﬂuﬂdmwwhagcmhepwided.

Two scts of special maintenance, tools if any will b3

22, Test Equipment:

' gwidedwilhlheaquipml.
23. MmmﬁmmmmWﬂmwwm
supplier. : ’
: ) Tech Specification.

%)  Uscr hand book.

c) Design Specification.

4 Acceasorics list for cach role.

€) Technical manual.



f)  Component list.
) Priced component list.
h) Recommenided list of

bl Camied sparcs.
i) Spaufw%mnhmhmoemdovuham

)] Recomumendod List of tools.
i) Packing Specifications.
b} Recommended complets cqpt achedule ;

24, Indication  All positive indication should be on green colour and negati e

indication in red color.
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