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PROOPOSAL FOR INTEGRATION OF VOICE / DATA COMMUNICATION OVER

WIDE AREA NETWORK FOR BSF

1. INTRODLCTION

The Border Security Force intends to upgrade its existing Voice/data network which caters 1o
messaging and collaboration environment and will address its varions requirements mentioned in

the subsequent sections. BSF proposes to expand the existing voice/data network to cover

approximately 100 additional BSF establishments across the country down te the battalion level.
The WAN Infrastructure should support applications including “INTRANET PRAHARI", GIS
applications and integration with existing radio NWs.

2, CURRENT INFRASTRUCTURE

~ Current Network setup is based on 64 Kbps leased line.

The hierarchy of connected estabhishments is s follows:
a)  Center site-Delhi Headquarter
b)  Remote site - Frontier Headquarter locations

The current Advance Messaging System is based on Microsofi Windows 2003 & Microsoft
Live Communication Server 2005 which takes care of data as well as voice. The routers at 10}
Locations are provided with FXO cards which integrate to the EPABX so that existing hardware can
be utilized.

Microsoft operations management 2008 is provided so that the server at each location can be
monitored for performance and operations. The proposed system should be based on windows and
should use the present infrastructure which is MS Exchange, MOM, SMS and LCS. Active directory
is being used for centralized authentication and authorization,

3. CURRENT ISSUES
BSF desires to extend the current infrastructure (Phase I) to other locations in Phase [1.

Each Frontier location connecting to at least 4-5 sectors.
Lach Sector connecting to the at least 4-5 Battalions
Some of the establishment {Frontier/ Sector/Battalions) are
Co-located.
Major Training Institutions will a]so be connected to Central Site of the Force.
4. BROAD REQUIRMENTS
I End to end connectivity for Voice. data and video (video up-to Frontiers/Major Training
Institurions only.)
II. End to end security on the service provider madia.
lII.  Converged solution for Voice, Data and Video {wherever bandwidth permits).
5. REQUIRED NETWORK INFRASTRUCTURE
Latest hardware/software fully capable to integrate with the existing setup is desirable.
Lease line media’ MPLS back bone if feasible, be planned to configure the NW. Competen

Govt body approved secrecy is desited 1o ensure security of information through service
provider madia.

{a] HQrs to Frontier/ Training Instituticns connectivity is required to be upgraded 1o 2
Mbps leased ling/ MPLS  frem  the existing 64 Khps leased tine.

{b) HQus to Major Training Institutions connectivity is required 1o 2 MBPS {eased lines
MFPLS.

{C) The connectivity between Frontier, Sectors and the barttalion will be 128 and 64 Kbps
leased line / MPLS respectively,
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NOTE: The Routers, Switches and other hard ware component / structure available ~ader R

the Phase-T be properly utilized during up gradstion.
6. LAYOUT FOR UP GRADATION
Hierarchical structure of the organization is as under:

4 - TIER HIERARCHY OF BSF PROPOSED NETWORK

’_ Existing Dzlhi HQ Site ‘

2 Mbps LL/MPLS

¥
ADG HQrs / Frontier HQrs/ Trg Institutions. \

512 Kbps LL/MPLS [upgradeable to
2 Mbps}

¥

‘ Sector HQrs J

256 Kbps LL/MPLS (up gradable to
256 Kbps under N*64 Cenfiguration)

'

Battaiions

POINT TC POINT LEASE LINE /MPLS CONNECTIVITY

COMPONENTS OF THE SOLUTION

7. NETWCGRK TOPOLOGY

NW diagram is enclosed at Fig 1.0. As indicated, Wide Arca NW has four hierarchical levels

HQ BSF at Delhi, ADG HQrs/ Frontier HQrs! Trg Insts, Sector HOrs and Battalion Hrs.

Since, a number of locations have more than one collocated HQ/Battalion, one media
e

connectivity be planned to support such collocated HQrs/Baualions.
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~ 8. MEDIA
Lease Line/ MPLS media is proposed to be used for extension of WAN down 0 Barttalion.

Link encryptors at both ends of the serviee provider media would ensure end to end secrecy on
the Wide Arca Network for voice, data and video.

9, DATA COMMUNICATION

a) MESSAGING AND COLLABORATION

The main aim of setling up of the advanced messaging solution is to extend high speed
data circuit connecting down to Sector HQrs and Battalions 0 as to integraie all the
static Jocation into one network. The planned system should be robust, scalable.
reliable, open standard. Secure and allow for on line monitoring,

b) CERTIFICATION

Digital certification server will be incorporated at HOrs New Delhi which will issue
private and public key for all the messaging node / user across the country and manage
authentication / secrecy of service messages. The certificate authority should be hased on
windows server2003 R2 and should seamlessly integrate with active directory.

¢) CENTRALIZED DIRECTORY SERVICES

AD/LDAF complaint centralized directory services be incorporated.

d) INSTANT MESSAGING

Instant Messaging capability be made available to facilitate chat for online users by using windows
live communication server (already existing).

e) FTP (File Transfer Protocol

The system must be capable 1o provide a direct mechanism of doing file transter using the industry
standard file transfer protocol.

9. SECURITY

Following be provided to ensure security
= Intrusion detection
s Fire wall transparency
= Swrong user authentication
»  End to end secrecy on service provider media

10. HARDWARE REQUIREMENT

PROPOSED HARDWARE/ SOFTWARE UP GRADATION IS AS UNDER

{Vender however is at liberty rto suggest advance solution if any. without |
compromising the basic network deliverables) :

P
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I} FORHEADOUARTER LOCATION NEW DELHI

;‘:' Product Name Specification
03 |
1. Router I As attached in Annexure "A”
2. L3 Switch ' As attached in Annexure “D”
L3 . Firewall Appliances e s artached in Annexure "E”
4. ¢ Call Manager As attached in Annexure "F”
°5, i Modem Atftached in Annexure “G”
) Exchange server with O8 /Domain |
. controf  server with O8/Cerification - . } .
6- Server with OS/MOM Server with 0%/ - As attached in Annexure. "H
LCS Server H
1. Network Management Svstem fg??ttached in Amexure "K &
8. 2KVA UPS As aftached In Annexure "L |
9. Printer As attached in Armexure “M”
10. VC End Point Ag attached in Annexure “N”
11 MCU As attached in Annexure 0"
12, Link Encrypior . As artached in Annexure “P !

Note: BSF wowld provide EI imtevface on EPABY a Delhi.

M) FOR OTHER LOCATIONS (FRONTIER / SECTOR ¢ BATALLION)

Sl No. | Product Name ____| Hardware Specification
1. Router with Volce Gateway As attached in Annexure "A &
T2 Layer 2 switch As attached in Annexure "C
P 3 Leased Line Modems 256/517 and 2 | Specification aitached in
Mbps {as required) Amnexure G,
4. i Additional domain controd | Agattached in Annexure "H
. +Exchange Server. .
5. pC Specification attached in
Annexure “T,
6. 2 KVA UPS For Servers, Rouwer, | Asattached in annexure “L”
Switch, Modems.
7 600 WA UPS For PC As attached in annexure VL7
8 Printer As attached in annexure "M
U VU End Point B Appendix N’ (For Frontiers
only)
[ 10 Link Encryplor As attached in Annexurg T
il © Cat 5 cable box (of 303 m)f As per requirement
Cat 5 data ifo with surface mount
box/
24 port jack panel/19™ Rack. |

Note: BSF would provide E interface on EPABX.

)
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ANNEXURE ‘A

GENERAL SPECIFICATIONS FOR ROUTERS

Tt supports minimum of following configuration

1.1 Router supports management protocol: SNMP viAaZiva, CLI { Telnet/console), TFTP update
and configured file management.

2.3 All necessary cable { WAN/LAN) to be supplied aiong with the router.

3.} Router has statefull firewall and 3 DES capability technologies to support the access control
strategy based on source & destination IP protecol port & time parameters.

Technical specifications:

[ One console port |

| » The router should support USB |

(®  Wire-speed performance for concurrent services such as security and voice , and
advanced services to multiple TI/ELXDSL WAN rates

Shall Support tunneling protocals like 1Psec and encryption mechanisms like DES.

3DES, AES (128 and 236 Bit).

¢ The router should have hardware bused encryption to support 3DES/AES and
also the routing, Firewall, NAT. QOS., ACL’s services together.

« Router has support for the following rouiing/WAN protocols:
o PPP/MLPFP
o HDLC

+ Routing protocols support like RIP.OSPF, BGP, VRRP/HSRP. 802.1g , GRE.

ACL’s and NAT

Shall support the followings

» The router supports statefull packet inspection supporting H.323, SIP and other
application level gateway support

s  Decfense against major "DDOS attacks with policy based NAT/TAT

e Extensive and customizable logging options

+ The Statefull firewall supports IPSEC pass through
Voice traffic optimization with features like LFI, ¢RTP

s Non-Stop forwarding for fast re-convergence of routing protocals

s boot options like booting from TFTP server, Network node

+ multiple storage of multiple images and configurations

o link aggregation using LACT as per IELE 802.3ad

VRRP or equivalent -

1Pvé features

R1Png and OSPFv3 for JPv6

QoS- Classification and Marking! Policy based routing, IP Precedence, DSCP,

QoS-Congestion Management: WRED. Priority queuing. Class based weighted
fair quening

Qo8-Traffic Conditioning: Committed Access Rate/Rate limiting :

Link efficiency mechanisms: cRTP, LF}, MLPPP |

« nulti-level of access ; i

e SNMPv3 authentication J
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AAA support using Radius andior TACACS

PAP and CHAP authentication for P-te-P links

Do§ prevention through TCP [ntercept

DDoS protestion

[P Access list to limit Telnet and SNAP access 1o router

= Multiple privilege level authentication for consote'and telnet access

Time based ACLs for controlled forwarding based on time of day for offices

« TEEE 802.1x suppert for MAC address authentication

e Should have extensive support for SLA monitoring for metrics like delay,

latency, jiter, packet loss, and M3

»  Provides QoS features like traffic prioritizalion, differentiated services, and
committed access rate. QoS Support. RSVE WFQMRED (Muld-level Random
sarly deteclion). .

i+ Router snpports for QoS features for defining the QoS policies. Support for Low
Latency Queuing, Layer 2 and Layer 3 CoS/DSCP,

+ Authentication, Accounting and Authorization SErvices with
RADIUS/LDAP/X. 509 :

a Has SNMP monitoring and alers, Telnet for management and remote
management capabilities with enctyption.

» Shall support Secure Sheil

"o Shall support Out of band management through Consale and external modem for

remote management

PP Multicast Traffic forwarding

Multicast routing pretocols support : IGMPy1.v2 (RFC 2236). PIM-8M (RFC2362)
and PIM-DM. Multicast VLAN Registration, DVMRP,

The router supports_simplified setup with GUT based management
Clectrical Power: 200-240 VAC, 50 Hz B
Mainterance and Serviceability: Main components of ronter like motherboard, 10
board, power supplies and an tray should be field replaceable

Cables and accessories: All accessories ncluding data cables, connectors, etc 1o be
previded

Shall be 19” Rack Mountable

Support for HF/VHF /UUHF Radio interoperability and integration with VSAT
connectivity Is tequired. Future imtegration will be the responsibility of vender /
imegrator. For which he has to quote the required hardware/ module including
' appropriate server as optional.

%
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~ ADDITIONAL ROUTER CONFIGURATION FOR CENTER SITE

1} Router supports at least minimum sixteen speed synchronous ports (supporting the data rate
up to 2 Mbps), 2 ports E1 voice and two 10/100/1000 Mbps high speed Ethernet potts.

2) Shoubd have power supply redundancy. A single power supply should be able to SUpport a
fully foaded chassis. '

3) Two similar capacity Rougers are to be provided at HQ, one for connecting all Frontiers
Routers in east and other for connecting afl Frontiers Routers in west.

4} The Router should have ar least 2 free slots for future ExXpansion.

Technical Parameters:

[ Router for HQrs

Redundant Power Supply (RPS)

+ Shall support at least 400,000pps forwarding performance
*  Shall support minitnum of 64M5 flash and 256MB RAM

® The router supports min of 2000 IPSEC tunnels
* Routing prowocols like RIP verl (RFC1058)&2 (RFC 1722 and 1723), OSPF ver2
(RFC2328), OSPF on demand (RFC1793), BGP4 (RECI1771), IS-IS
{RFC 1185}
MD-5 route authentication for RIP, OSPF, 18-1S and BGP
*  Shall support voice call proceasing Jocally in the event of the WAN link failure or
IF Telephony commurication system failure. ]
Shall support for V.33, EL, E3, (3,70, R$232 WAN interfaces, GE as per IEEE
8023z and 802.3ab VSAT FXOFXS.E] Veice, EEM '
Port requirenients © V.35 ports- 16 Wos. 2 Nos- 10/100/1000 Mbps Ethernet ports- i
One Console Port and 2Xe! voice ;

Note: - Synchronous port will be reduced 10 the actual need for MPLS hackbone

o

-ﬁ\ﬂ\\ﬁb
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ADDL ROUTER CONFIGURATION FOR FRONTIERS/TRG [NSTITUTI(l: 5
{t supports minimum of following configuration:

1.} Router has at least eight high speed synchronous ports (supporting the data rate up to 2
Mbps) scalable ta twelve. E1 Vaice and nwo 10/100/1000 Mbps high speed Fihernet ports.

The Router should have at least 2 five slots for future expansion

Technical Parameters

i Reuter for Frontier
i Redundant Power Supply (RP5}
- »  Shall support at least 200.,000pps forwarding performance
- »  Shall support minimum of 64ME {lash and 256MB RAM
« The router supports min of 1000 TPSEC wnnels
+  Routing protocols like RIP ver] (RFC10383&2 (RFC 1722 and 1723), QOSPF ver2
’ (RFC2328), OSPF on demand (RFCI1793), BGP4 (RFCIT71), IS-15:
(RFC1195) S
*  MD-5 route authentication for RIP. OSPF. 15-18 and BGP
¢ Shall suppert Voice call processing iocallv m the event of WAN hnk / IP
Telephony communication system failure. L
Supports  for  ISDN, V.33, El WAN  imterfaces. TEEE  802.3ah,
VSAT.FXOFXSE&M, El Voice N
Port requirements : V.35 ports- 8§ Nos. 2 Nos- 1010071000 Mbps Ethernet potts- One
Console Port, E1 veice and redundamt power supply

Note: - Synchronous port will be reduced to the actual need for MPLS backbone

Jio-
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ADDITIONAL ROUTER CONFIGURATION FOR SECTORS

it supports omnimunt of following ean figuration:

1) Router has at least six high speed synchrenous ports (supporting the data rate up to 2 Mbps).
E1 voice and two | (10071000 Mbps high speed Ethernet ports.

2.} The Rawter should have at least 2 ffee slots for future expansion.

Technical Parameters

———— e ———

| Router for Sectors |

| E1 woice |
| « Shall support at least 130.000pps forwarding performance l
s Shall support minimum of 64MB flash and 256MB RAM 4

e The router supports min of 1000 IPSEC tunnels

» Routing protocols like RIP verl (RFC1058)&2 (RFC 1722 and 17233, OSPF ver?‘
| {RFC2328), OSPT on demand {RFC1793)

e MD-5 route authentication for RIP, OSPF |
| » Shall support Voice call processing locally in the event of WAN link / IP Telephony
‘ communication sysiem failwe. !

TSupport for ISDN, V.35, EI WAN interfaces. TEEE 802.3ab. VSAT.FXOFXSE&M. B |

Voice
"Port requirements; V.35 ports- 6 Nos. 2 Nos- 101001000 Mbps Ethernet ports- One ConsolT"
Pot. E1 Voice and redundant powsr supply

Note: - Synchronous port will be reducad to the actual need for MPLS backbone
e

-

It e
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ADDL ROUTER CONFIGURATION FOR BATTALIONS —

I supports minimum of following configuration;

1.} Router has at least two high speed synchranous ports {supporting the data rate up tn 2 Mbpst.

2 ports FXO and two 10/100 Mbps high speed Ethemet ports.
2.3 The Router should have at least 2 free slotz for future expansion.

Technical Parameter:-

[ Router for Battalions
~ One high-speed synchronous ports
| Two ports EXO

+ Shall support at least 110,000pps forwarding performance
 Shall support minimum of 64MB flash and |28MB RAM. maximum of 128MR flash and.
384MB RAM

.o _The router supports min of 1000 PSEC tunnels

e Rouling protocols like RIP verl (RFCI0SRI&2 (RFC 1722 and 1723). OSPF verl
{RFC2328), OSPF on demand (RFCI793)

«  MD-5 roule authentication for RIP, OSPF .

e Shall support Voice call processing locally in the event of WAN link / IP Telephony
commurnication system Tailure.

| Has support for ISDN, V.35, E1 WAN interfaces. IEEE 802.3ab. VSAT, FXO.FXS.E&M. E1
Voice

Port requirements. V.35 poris- 2 Nos., 2 Nos- 10-11)i} Fast Ethernet ports- One Console Por &
- 2 ports FXO

Nete: - Synchronous port will be reduced 1o the actuat need for MPLS backbone

b
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SPECIFICATIONS FOR YOICE GATEWAY FEATURE AS A PART OF ROUTERS

The voice gatew iy system at all sites should meet the following specifications

2
{

The voice gateway system should support E1, FXS, FXO and E&M interfaces.
When a voice pateway router loses contact with the primary IP Telephony System, the
gateway should register with the next available IP Telephony System.

The software on the system must have online software reconfiguration support to enswre that
changes made (o a gateway configuration take place with immediate effect.

The system should be eapable of booting from a remote node where the image is present.

The voice galeway should be capable ic have removable flash storage for storing software
image for high-availability reasons.

The system should be delivered in such a configuration so that all available channels or

timeslots can be used simultaneously for either incoming or outgeing calls using G.7I1 or
(G.729a/b CODECs.

The gateway system should allow the usage of D8P resources by an El interface which is not
residing on the common interface module.

Should support H.323 version 4, SIP or MGCP signaling protocois.
Should support G.711, G.729 and G.729a'h CODECs.

Should support T.37 Stere and Forward Fax and T.38 Fax Relay.
Should be abie to provide call history or records.

The system should support transceding functionality between various CODECs {G.711 to
(.729) 10 enable communication between various systems.

Should suppart VoIP transport across any layer 1 and layer 2 media.

Should support following signaling types on the El interface — PRI, R2. PRI Q.Sig, CAS for
connecting to PSTN/PBX.

Should suppon echo cancellation feature x5 per ITU G168

Should provide Silence suppression and veice activity detection service to ensure bandwidth
is used only if someone is speaking.

Should provide comfort noise generation 1o provide comfort feeling to the phone user that the
connection is being maintained, even when no voice packets are being transmitted as VAD is
in action,

Should support hot-line featute so that one pre-defined destination phone should start ringing
moment a user picks up an extension configured for hot line.

Should support automatically busing out o desired voice trunk line PBX when the direet LAN
connection to the system is down.

The gateway should support Direct Inward Dialing (DID) feature
Should support caller ID and DTMF feanure.

Should suppaozt Call Admission Centrol feature to ensure proper SLA 1o the user.
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Should support bunt groups across interfaces within the same interface module ™ multiple ~
interface modules to ensure calls are forwarded automatically to the first available line.

Should support CODEC negotiamtion feawure for most efficient usage of bandwidth with
desired voice quality.

Should support VoIP media encryption through Secured RTP (SRTP) as per IETF RFC 3711
for securing VolP calls.

Should support H.235 gateway security protocol

Should support compression of VolP packet headers using compressed Real Time protocol as
per IETF RFC 2508

Should support [P Precedence and DSCP for VolP packet classification & marking
Should have QoS support to offer very low latency and jitter to critical voice waffic

Should support pelicing and shaping for delivering the appropriate QoS (o applications as
wel] ag for securing the voice gateway from threats

Should support Resource Reservation Protocol {(RSVP) as per REC 2205

Should support Network Time Protocol (NTT) as per RFC 1305 for time synchronization ol
the svstem with the rest of the network.

/‘.90\%
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ANNEXURE 'C*

SPECIFICATION FOR 24 PORT MANAGED LAYER-2 SWITCH

P/ L P L Te T T LS T LSRR R S

L

The switch should have 24 nos of 10/100BaseTX interfaces and 2 nos of uplink consisting of
1000BaseT interfaces.

All of the above 26 interfaces should be activated simultaneously.

The switch should bave 8CGbps switching and forwarding rate of 6.5Mpps using H4-byte
packet size for non blocking performance.

The switch should support for minimum 8.000 MAC addresses

Support IEEE 802.1Q VLAN and §02.1d STP; [EEE 802.1s and $02.1w for spanning tree
enhancenients

Should link aggregation to increase the performance of the switch.
It should be possible to have the VLAN configuration done centrally. To achieve it, the
switch should have the fearure that enables addition, deletion, and modification of VLANs

for all swilches in the LAN by just configuring this switch only.

The foliowing standard compliance is required on the swiich - 802.1x; 802.1x user
anthentication with VLAN assigrnent, port security & guest VLAN; 802.1x accounting.

Should support local and central management.

Support for port based security o prevent unauthorized stations from accessing 1he
switch by restricting the number of MAC addresses allowed tc access the port as well as by
statically configuring the MAC address

Support for AAA, RADIUS.

Should Support SNMPvI, SNMPv2c, SNMPv3, Console, RMON, CLI, Remote Monitoring
Should support Secured Shell (S5H) for secured access to the switch

Should support IEEE 802.1p ¢lass of service (CoS)

Should support traffic classification & marking.

Supports 4 Groups of RMON,

Should suppoert per-port broadeast, multicast and unicast storm control to prevent faulty and
stations sending broadeast/ multicastunicast, which can degrade overall network

performance.

Should support redundant power supply.

188w
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ANNEXIRE *D*

SFECIFICATION FOR 48 PORT MANAGED LAYER-3 SWITCH

The switch should have 48 nos of 10/100:10( Base TX interfaces and configurable 4 Lot
pluggable GBIC/SFP Support for HMOBaseSX, LX & ZX interfaces.

All of the above 52 interfaces should be activated simullanecusty .

The switch should have 90Gbps switching and fomrwarding rate of 70Mpps using 64-bvte
packet size for non blocking perforrnance.

The switch should suppert for minimum 32.000 MAC addresses

Support [EEE B(2.1Q¢ VLAN and 8(2.1d STP: IEEE 802.1% and §02.)w for spanning tree
enhancements

Should link aggregation to increage the performance of the swilch,

The switch should support deteciion of uni-directional fiber links to avoid network
performance disruption.

Should have redundant power supply.

It should be possible to have the VLAN configuration done centrally. To achieve it, the
switch should have the feature that enables addition, deletion. and modification of VLANs
for all switches in the LAN by just configuring this switeh only.

Should ACLs on all ports The ACL parameters may be any combination of source and
destination IP or subnet, protocol type (TCPAIDEPAIP ete). source and destination port.

The following standard compliance iz required on the switch - 802.1x; 802.1x user
authentication with VLAN assignment, port security & guest VLAN: 802.1x accounting.
Should support DHCT snooping to provide security by filtering untrusted DHCP messages
and by building and maintaining a DHCP sneoping binding table. :
Should support implementation of control configuration on the switch io ensun: SNMP
access only to the SNMP manager or the NS workstation through access lists.

Should support configuning access lists to restrict telnet or S5H access,

Should suppert per port broadcast, inulticast and unicast storm control to prevent faulty end
stations from degrading overall system performance.

Support for port based security to prevent unauthorized stations from accessing the
switch by restricting the number of MAC addresses allowed to access the port as well ag by
statically configuring the MAC address

Support for AAA, RADIUS and TACACS as per RFC 1492.

Should Support SNMPv1, SNMPv2Ze, SNMPv3, Console, RMON., CLI, Remote Munttoring
Should support Secured Shell (SS5H) for secured access ta the switch

Should support IEEE 802.1p class of service (Co8) and Differentiated Services Code Poimt
{D3CP) for QoS policies

Should support traffic classification & marking.

supports 4 Groups of RMON

ey
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ANNEXURE ‘F*

FIREWALL SPECIFICATIONS

Key Specifications

The appliance based security platform should be simultaneously capable of providing firewall
and [PSec & SEL VPN

It should be a single chassis solution.

Should support both AC and DC power supply option.

The security appliance should have at least 4 nos of 10/100/1000BaseTX interfaces and shall
support additional 4 nos of 10/100/1000BaseTX or 1000BaseSX or 1000Base LX interfaces
Should have a 10/100BaseTx intetface for cut-of-band management purpose.

The platfonn should be based on real time. secure, embedded operating system

The appliance should bhave in-built support for IPSec VPNs with DES, 3DES. AES (128 &
256bit} encryption.

Shall support at Jeast 40 virtual firewall solution, every firewall context should have its own
management and syslogging.

Should have USB ports.

High Availability Requirements

The solution should have twa appliances in failover mode with no single point of failure or
session loss in an event of the primary platform failure

Should provide active-active as well as active-standby configuration for firewall failover.

Should support LAN based failover optien to support geographic separation of the appliance
within the campus for higher avallability.

Should support asymmetric routing topologies so that waffic flows can enter through primary
appliance and exit through the secondary appliance if need arise.

On power up the platform should use built-in system monitoring & diagnastics before going
online to detect fajlure of hardware.

The platforin should support stateful failover to prevent session losses for firewall operation.

IXE keepalive should be supported that allows the devices to detect a dead remote peer for 1PSec
redundancy.

The software on the platform should support online software reconfiguration to ensure that
changes made 1o a platform configuration take place with immediate effect.

1t should be possible to upgrade the softwar: of the applianee without disrupting the services.

Performance Requirements

Should support unlimited users for firewall services,

The security appliance should support firewall throughput of at least 600Mbps

Should support a IPSec 3DES and AES throughput of at Jeast 300Mbps

Should support at least 500 IPSec and SSL VPN peers in the delivered confignration, The
number of such VPN peers should be scalable upto at least 2000 for both [PSec and SSL.

Should support at least 275,000 concurrent sessions. New session creation support should be at
least 20,000 sessions per second

The security appliance should support at least 100 Virtual LANs.

The security appliance should have at least 1GB of RAM. 64 MB Flash and maximum of 512
MB Compaci Flash,

Feature Requirements

CE>

;’(/
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= Should support RIP Version 2, and OSPF routing protocols.
¢ Should support MD5 based authentication for both RIP and OSPF
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Should support DHCP server & DHCP Relav Agent functionality —~

The platform should support for Static & Dyvnamic Network Address Translation and alse
Port Address Translation

Should support NAT Transparcncy

Should support AES 128, 192 ancl 256 bit key sizes

The appliance should support VLAN and 80210 Tagging

Should have IFvé networking feature. Should support dual stack of TPv4 and 1Pv6,

Should support IPv6 ACL 1o impiement security policies for IPv6 walfic.

Should support laver 2 transparent firewall mode where both side of the firewall shoutd
belong to the same [P subnet. While the firewall is working in laver 2 transparent mode. it
should still provide laver 2-7 security services and should protect the system from network
layer attacks. .

Should sopport access control based on layer 2 ether tvpe field to enabe security
implementations at layer 2.

Should support [P Multicast through IGMTP and PIM 10 suppoit secure real-time multicast
application which will have to pass through the firewall,

The firewall will have to provide QoS service to ensure guaranteed bandwidth. delay and
Jitter for real-time and mission critical raffic like volce over other non-mission critical traftic,
Should support dynamic downloading and enforcement of ACLs on a per-user basis once the
user is authenticated with the appliance.

Should provide application inspection services for applications like HTTP, FTP. SNMP.
DNE, SMTP, NFS, LDAP etc.

The security appliance should be able to protect the port-80 misuse to block applications such
as Instant Messaging like yahoo iressenger. MSN messenger etc.

Should be able o block popular peer-to-peer applications like Kaaza.

Should be able to inspect HTTP and FTP traffic when these are deployed using nun-standard
ports i.e. when HTTP iz not using port TCP/80 and FTP is not using port TCP/21.

Should support the following HTTP security services - RFC compliance. protocol ancmaly
detection, protocol state tracking, MIME tvpe validation, Uniform Resource [denzifier (URD
length enforcement

Should support the following FTP security services - protocol ancmaly detection, protocal
state tracking, NAT and PAT support, and dynamic port opening & closing. The appliance
should have the capability to enforee what operatons users and groups can pe:“form within
FTP sessions.

Should support IPv6 application inspection for HTTP, FTP.

Should support application inspection of following type of multimedia traffic - H.323 version
3and 4, SIP. MGCP, RTSP, TAPT and JTAPL

Should support the following E.323 security services — H.323 +3 & v4 with Direct Call
Signaling and Gatekeeper Router Control Signaling, NAT & PAT support for H.323 services.
Should support the following SIP security services — ability to secures both UDP and TCP
based SIP enviroruments, NAT & PAT based address (ranstation support for SIP phones.
Should support inspection of H 323 and SIP voice traffic that has besn fragmented.

Should support TCP stream reassembly and analysis, TCP traffic normalization, flag and
option checking. TCF packet checksurm verification services.

Should be able to protect “ARP spoofing™ attacks at layer 2 by ARP inspection to prevent
malicious users from impersonating other hosts.

Should support HTTP, HTTPS and FTP filtering. Should support Java and Active-x filtering.
Should support time based access list o control the usage of application and resources hased
on time parameters.

Should support site-to-site and remote access IPSee VPN & SSL VPN, The bhldder should
provide VPN client with unlimited user license along with every security appliance for all
sites.

The firewall should supports SNMP 1. Ve and V3.
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«  Remote network access to the firewalls only possible through the secure aceess,

«  Firewalls shouid manageable from a ceniralized Solaris/Windows administration station

¢ The firewall adminisiration station is capable of pushing firewall security policies and
configurations to individual ot multiple firewalls through a secure. encrypled connection t©

the firewall administration interfaces
«  The firewall shall provide a Grapiuca! User Interface (GU1) and a Command Line Interface
(CLI} for making changes 10 the firewall rules set. Access to the fircwalls via the GUI er the

LI must be through an encrypted channel

Multimedia support
e  Mlicrosoft NerShow, White Pine CU-Seehle, RealNetworks Real Audio. H.323. STP, RTSP
application inspection support.

i
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SPECIFICATIONS FOR CALL MANAGER

The [P Tciephcmny commusication system should be an integrated telephony solution for Analog &
1P Phones, gateways over TP architecture and should be scalable to support upte 1000 users.

+ The IP Telephony communication system at the HQ should suppert redundant solution
capahle of providing 1:1{server 1o server) redundancy to all [P phones in the network. This
would ensure reduction in downitime for the end devices/phones. The bidder should provide
a detailed description of the call flow of their system.

s+ If the primary appliance{si of the TP Telephony system {ails, all end points (IF and analog
phones) should automatically register themselves with the backup appliance(s) of the TP
Telephony System without any manual intervention.

» No existing calls should be dropped during the switchover mentioned in the above point of
the link is alive between them (2 sites on calll.

= The telephony user shall not do anythingfany eonfiguration {no mastual intervention} to
revert 10 the active server {Tom the failed server,

= Should support for fax communication alse across for sending the printed documents. All
the offices should have provision for one analog port for Fax machine conneetivity,

s The IP Telephony solution must ensure that per call bandwidth consumed ever the WAN 13
not more than 14Kbps on E1 links. The bidder should provide a detailed description of the
mechanisms deployed w achieve the desired per eall bandwidth.

+ Should provide the directory of all users of the region so that the users can search the using
their [P Phones on the directory by first name or last name and can make calls 1o them.

« The users should be able to configure their own settings for their phone like speed dials,
call forward settings ete through web interface without the intervention of the administrator.

» Should provide Secure IITTP (HTTPS) support for management interface and user
interface through which user changes his own settings.

+ Should support configuration of an authorization code that has to be entered by user prior
extending a call to a specific route pattern for enhanced security and to prevent tall frauds.
The CDR should capture the details of the authorization code usage.

» Should provide QoS statistics on a per call if needed.

- « The IP telephony selution should have CODEC support for G.711 @@ 64kbps, G.7I9A/B i

Skbps. The compression codecs will be tequired for efficient utilization of the bandwidth
l resgurces.

Administrative Features:
o (Call detail records :
s CDR Analysis and Reporting Tools
= (entralized, replicated configuration database. distributed Web based inanagement
Configurable Call Forward Display
Database automated change notification
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» Date and time display

+ Liphtweight Directory Access Protocul (LDAP) Version 3 directory interface to selected

vendor's LDAP ditectories
i. Active Directory
il. Netscape Directory Server
+ Debug information to commen syslog file

conference bridge resource, YolP gateway resource

Dialed Number Analyzer (DNA}
Dialed number translation table {inbound and outbound translation}
Dialed nwmber identification servies

L'ser Features

Ahbreviated [Hal

Answer and answer release

Barge

Callback busy, no reply to station

Call connection

Call coverage

Call forward—-all (off net and on net}

Call forward—busy

Cal] forward—no answer

Call hold and retrieve

Call Join

Call park and pickup

Call pickup group-universal

(all status per line (state, duration, number}
Call waiting and retrieve (with configurable audible alerting}
Calling Line ldentitication

Calling Line Tdentification Restriction call by call
Calling party name identification

Conference Barue

Conference List and Drop any part}

Direct inward dial (DID)

Direct outward dial (DOD})

Directory dial fram phone—corperate, personial
Direclories—missed, placed. received calls list stored on selected IP phones
Dhstinctive rings

Distinctive ring per phone

Drop last conference party (ad-hoc conferences)
Fxtension mobility support

Hands-free, speakerphone

Immediate Tivert to voicemail

Last numbers redial

Malicious Call 1D and Trace

IP Phone

e Six imeractive/programmable soft keys.
» High~guality duplex speakerphone. handset, and headset.
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The display should provide featurss such as date and titme, calling party name, cafliyg party —

number, and digits dialed

Select background images

Unique ringer sounds

The corporate directory misgration with the Lightweight Directory Access Protocal Version
3 (LDAP3) standard directory. )

Configuration should be done either automatically or manually set up for Dynumic Host
Contro} Protocal (DHCP

Internal 2-port 10/100BaseT Ethernet switch

Phone must have a large, high-resolution display with a min size of (320 x 220}

G.711p and G.72%a audie compression codecs differentiated services code point (NSCP) and
§02.1Qp standards.

IEEE 803.af PoE, option of locally powering with a power supply

Support for digital certificates. device authentication, and encryption.

Comfort-noise generation and voic: activity detection (VAD) programming suppotl.

Should support SIP or SCCP Signaling Proocol.
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TECHNICAL SPECIFICATION OF G.SHDSI. MODEM

Modem Suppaorts ;

o Software Download Firmware

¢ Remote Dawnload Firmware

o Multi-color LED indicators

« Each unit can be set 1o be either master or slave

G .SHDSL LINE INTERFACE

» Full duplex with adaptive eclho cancellation 16PAM line coding

s Unconditioned 19-26 AWG twisted pair

e supports [TU-T G.991.2

» Line type: 2 wire (single pair). twisted copper wire. 0.5 mm dia; upgradeable to 4-wire
» Connector; RJ 45

Router Interface
» Number of Ports 1
Physical Interface 104100 Base-T
+ Connector R145
+ Supported Rouling,
s Protocol RIP-1, RIP-II
¢ Data Rate N x 64 Kbps up to E1 capacity, 15,000 frames per second
s Supported Pratocols TCP/P, PPP, HDLC
+ PPP

Clock: xDISI. looped. Internal,
Console Port

» Connector DB9S at fronl panel
¢ FElectrical R8232 interface {DCE)
« Protocol Menu driven VT-100 terminal

System Configuration Parameters (All in non-volatile memory)
» Active Configuration Current working configuration

» Default Configuration  Manufacture default configuration

Diagmosties Test: l.oop back test

Front Panel
+ Keypad 4 keys:
« LCD panel
s LED Indicators
Electrical specifications:
230V AC +/- 10% 50 Hz +/~ 5%

-

e
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TECHNICAL SPECIFICATION OF 2 MBPS MODEM

Modem supports:

+ Software Download Firmware

« Remote Download Firmware

+ Multi-color LED indicators

& Each unit can be set to be either master or slave

G .SHDSL LINE INTERFACE
« Line Code 16/32-TCPAM, full duplex with adaptive echo cancellation
e Blecirical Unconditioned 19-26 AWG twisted pair { MODEM SHOULD SUPPORT 2 WIRE
AS WELL 4 WIRE)-
» Connector RJ45 -

El Interface

« Line Rate 2.048 Mbps + 50 PPM Framing [TU G704
¢ Line Code HDB3 Connector BNC/RI48C
¢ Input Signal ITU G.703 OQutput Signal 1T} G.703

DTE Interface

+ Data Port Single DTE

# Data Rate 1 x 64 Kbps (up to line rate)

+ Connector M34 connector for V.33 interface.
Clock: xDSI. looped. Internal,
Console Port

+ Connector DB9S at front panel -

+ Electrical R§232 interface (DCE)

» Protocol Menu driven VT-100 terniinal

System Configuration Pay ters {All in non-volatile memory)

» Active Configuration Current working configuration
s Default Configueation Manufacture default configuration

Diagnostics Test: Loop back test

Front Panel
« Keypad 4 keys
» LCD panel.
» LED Indicators

Physical/Flectrical
« 230V AC+- 10% and 48 V DC +/-5%
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TECHNICAL SPECIFICATION OF 64/138 KBPS MODEM

Features:

» Up to 9.0KM distance over inconditionad 24 AWG wires.
¢ High Speed DTE interface up to 128 Kbps synchroneus.

Line Interface

* Type Full duplex with adaptive echo cancellation
* Line Coding 2B1(}

* Line Type Unconditioned twisted pair 19-26 AWG
» Surge Protection Meets FCC Part 68 Subpart 1

» Connector RJ48

DTE Interface {¥.35)

= Number of Part |
* Data Rate 64 and 128 Kbps svnchronous
* Connector M34

Co-directional Interface

» Interface ITU G.703 64 Kbps co-directional interface

e Connector 1 20ohm, R148

* Line Distance Up 1o 500 meters

& 300 Mir. Standrad

» Loop back DTE Payload Loop back. DTE to Line Loop back
» Clock source Internal, Line. or DTE

Diagnostics Test
* Loopbacks Near Payload Loopback and DTE to DTE Loophack

Electrical

» Power 100-240 VAC

}D
]
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HIGH END SERVER SPECTFICATION
HOQFrontier
HARDWARE

Processor : One Intel Xeon Processer MP at 3.00 GHz.8MB

Cache Memory : 8-MB Integrated Level 3 cache (per processor)

Upgradability: Upgradable to quad processing

Chipset : Intel® E8500 chipser

Memory Protection: Hot-Plug RATD Memory Hot-Plug Mirrored Memory .Online Spare Memory

Memory: 4 GB PC2-3200R MHz Registered ECC SDRAM DIMM Memory. Maximum upgradable
w48 GB

157 Col Monitor

Network Controller: Embedded Dual Port FCI-X 10/ 100/1000T Gigahit network adapter

PCI Expansion Slots: Min 5 nos. of PCI 64 hit 100 Mhz PCT — X slots. Min 4 nas. of PCI express
slots.

Storage Controllers: Integrated Duzal Channel Wide Ulira3 SCSI Adapter

Storage: Diskerte Drives : 1.44 MB Slimline Drive, Optical Drive :DVD-ROM Drive

Hard Drives: 2 nos of 72GB 15k rpm HDD with the capability of duplexing on a split backplane
with DVD R/W drive

Internal Storage Type: Min & Nos of Duplexed Hot Plug drive bays (4+4)

lnterfaces: Parallel-1, Serial-1, Front USB Port-1.Rear LJSR Ports-2 Network RJ-45-2,
External SCSI-1

Graphics: Integrated AT! RAGE XL Video Controller with §MB Viden MMemory

Form Factor: Tower or Rack (6U) WITH Rack nmeunting kit

Industry Standard Compliance: ACPI 2.9 Compliant. PCI 2.2 Compliant. 'XE Support

WOL Support, Physical Address Extension {(PAE) Support. FCC / UL Standards Compliant.

The server should have been audited / benchmarked by transaction processing couneil
{www.tpeore) for performance.

+  Advanced ECC Memory to detect and correct dbit memory errors that oceur within a single
DRAM chip on a DIMM in combination with indusiry standard ECC DIMMS,
Hot Plug Mirmrored Memory
PCI-X Hot Plug Technology
Two 600W Hot Plug Power Supply
Six Hot Plug Systemn Fans

Manageability

Intelligent Manageability

Virtual Text Remote Console

Virlwal Power Button Control

Hardware Based Remote Management

Autlomatic Server Recovery-2

Integrated Management Log (IML)

Oft-Line Backup Processor capability

Dynamic sector repairing and drive parameter tracking
Redundant/adaptive load balancing NTC Support

Loy
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Remote Manageabiliry

Hardware based. Operating Svstem Independent Remote Management controller card, having
Integrated Management Log & Support for muhiple user accounts with customizable access
privileges with SSL level security and provide Virtual graphical Text Remote Console , Virtual
Power Button & media Contro) . Remote Insight Board, Remote supervisory adaptor from TBM
ete. :

Management Software:

Server OEM Browser based Management Software for Monitoring, Managing and Configuring
Servers. The management should support Query based monitoring of the server components.
Suppart for heterogeneous operating environnients - Microsoft Windows 2000, Microsoft

Windows NT. (%u_eries and rasks enable the creation of customized views of devices and events and

self-updating polling, notificatior an§ confrol tasks. Provides comprehensive fault/performance

menagement and roblist system software version control and distributioh.

ghe Management software should also support Integration with Microsoft Systems Management
erver, ete,

Performance Analysis Software
The sofiware should be able to anal vze and gralilpirftall ; disglﬁy performances of CPUs & Mcr?ory at
N 1)

a grven time and over a penod of time as we should be capa lle o generate reports of these

pefformances in order to determine performance hettlenecks and trouble shooting.

SOFTWARE

OPFERATING SYSTEM : WINDOWSE 2005 B2 WITH SA

DIRECTORY SERVICES : ACTIVE DIRECTORY

MESSAGING 5YSTEM : EXCHANGE 2003 WITH SA

SYSTEM MANAGEMENT  : SYSTEM MANAGEMENT SERVER WITH SA

MANAGEMENT : MICROSOFT OPERATION MANAGER WITH SA

COMMUNICATION : M8 LIVE COMMUNICATION SERVER WITH SA
&

COLABARATION

PKl : WIODOWS 2003 R2 BASED

DATA BASE : SOL SERVER 2005 WITH SA

NOTE: - Appropriate Software would be provided 1o engineer / configure the service.,

b
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LOW END SERVER SPECTFICATION {Sector/Battalions)

o Intel Xeon processor at 3.4GHz with 2MDB cache, 800MHz FSB and server class chipset such as
E7520 .

s 2 GB of 400MHz FCC DDR SDRAM expandable o min 12 GB

o [ua) channel Ultra-320 SCST controller

» At least 4 nos 64-bit PCL-X slots distributed on at least 2 nos PCL-X buses with no zimbedded
devices en these buses for best perfonmance

» At least 2 nos 64-bit PCl-express slots for high performance

= 3 nosof 72GB 15k rpm HDD with the capability of duplexing on a split backplane

s 2% Gigabit network card

15" Col Monitar

Dual channel RAID controller with 64 VB cache for RAID 5

Redundant power supply of at least 600W each

Redundant fan sub-systems

Manageability software

Management Safiware should be 2 Browscr based Interface from the OEM vender iself snd

should not be a third party management toel,

e Capability of doing Asset Tracking including Serial Numbers of the server and server sub-
components is required.

s  Should be capable of Change management and version control for System Software including
system hardware drivers, ROM updates and patches

a  Shonld be capable of integrating by means of agents into NMS such as HP Openview. CA
Unicentre and Tivoli.

+ Should be capable of managing al! vendor devices including desktops. servers ete and also third
party devices from the same interface

« Redundant ROM, ROM based Setup Facility, Remote Flash ROM

« Automatic Server Recovery 2, Advanced Server Management feature

»  Pre-failure glert AND Warranty for Processor. Memory and Hard disks.
Support for PXE boot & WOL. .
Dedicated Ethernet Port for Hardware based. OS Independent 5L encrypied out of band remote
management.

» Backup DAT device with capacity of 36:72GB with capacity for booting off the tape device in
case of a disaster

» Operating system — Windows 2003 R or higher.

* & 4« 2

Standards

The vendor should produce documentation that the yerver is listed on the website of the pm(’
council..

The server shoufd comply to FCC /UL standards
08 certification

The vendor should produce documentation ihaf the server is listed on the website of the respective
(25 vendor.

Windows 2000, 2003, Netware, Linux { Red Hat Fnt 3.0)

e
Kay

<
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PERSONAL COMPUTER SPECIFICATION

8. No. | Feature Detailed Spevification
1 Processor . lntel Comnroe E&6300
) : 1.86GHz. 4MB L2 Cache, 1066 MHz FSB or above
2 Chipset Intel 963 Senies Chipset
3 Motherboard OEM or Intel mother board
4 . Memory 512 MB DDRZ SDRAM @& 533 MHe
; Expandabla to 4 GB
5 Floppy Dnive Na Floppy Drive
[ Hard Disk Drive 160 GB SATA-Il (3GBps transfer rate) SMART III
7200 rpm with pre failure Alert
7 Optical Drive 48332X Combo CD-RW/DVD-ROM Drive
8 Graphics Integrared {on board) Intel GMA 850
a Audio Integrated {orn board) High Definition Audio controller
Cwith internal speaker
10 Ethernet . Imtegrated {ou-board) 10410041004 controller
11 Bays 3 or more
Iz Slots ;4 or more i
13 Ports 1 Parallel. 1 Serial, 8 USB (Ver 2.0) with at least 2 ports
in froml, rewr ports - VGA, Speaker, Microphone,
Headphone. 2 PS/2 ports , one RJ45 network port
14 Form Facior Small Form Factor / Microtower :
15 Power Supply 250 Walts {(Swge protecied)
16 Momtor 17" Color with minimum 1283 x 1024 @ 60Hz
" resolution with FCC, UL, MPR II/TCO and Win XF
certification, Energy Star compliance. |
o {Same make as PC) '
17 Keyvhoard P52 104 keys keyboard (Same make as PC)
18§ Mouse P82 2 Button Omptical Seroll Mouse
(Microsoft or OEM)
19 Qperating Systemn Pre installed Microsoft Windows XF Pro 5P2 with
05 CD, documentation CD with each PC
20 Drivers for different | Drivers should be freely available on OEM's web site
Crperating systems
21 Security 1 Remavable media boot contrel
2. Serial, Parallel & USB Interface Control
£ Power-On Password
4. Setup Password
32 Compliance And | For OEM : IS0 %001:2000
Certification  to  be | For PC : FCC, UL ,Win XP and Linux certification
submitted For Monitor : Energy Star compliance, UL, FCC
MPR IVTCO and Win XP certification
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NETWORK MANAGEMENT SYSTEM (NME) SPECIFICATION

. Network Management

1.2, Network Managemert Station (One at each regional center}, setup as collection station.
1.3 Central Management station should act as backup of the regional management station,
.14, Filiering of events that are passed between collection station and master station should be
possible.
1.1.5. Data synchronization between collaction station and master station should be based on hours
scheduled by adnuinistrator
1.1.6. Fach regional center shall have full control of the network management station in their
location,
1.1.7. NMS shall provide secured windosws based consoles as well as secured web-based vonsoles.
1.t.8. The NMS shall provide tight imtepration of fault and configuration functions of clement
managers like Cisco Works 2000, Nortel Optivity, Entragys manager.
1.1.9. The selution should provide for future scalability of the whole system without mapor
architectural changes. Therefore the rystem should support distributed hierarchical architecture
1.1.10. Polling intervals should be configurable on a need basis through a GUI tool, 1o ensure. that
key sysiems are monitored as frequently as necessary. Where there are severe bandwidth
problems, it should be possible for poll intervals 1o be changed to reduce network trathic,
1.1.11. The system shal] support discriminated palling. whereby certain critical imterface of routers
or switches may be polled more frequently that others.

I
1.1.1. Network Management Server {One at Central Location), setup as Master station.
1
1
1

1.2. Essential Requirements:
1.2.1. NMS should have the ability to correlate events across the entire spectrunt of infrastructure

companents that support our eritical applications—routers. switched provided by heterogensous
vendors.
1.2.2. NMS architecture should be object-oriented, open, distributed, scalable, and multi-platform
and open to third party integration.
1.2.3. The framework should be sensitive and be aware of the impact of management traffic on the
network amd provide mechanisms to limit use of network resources. )
1.2.4, NMS should support ODBC Compliant database and interfuces to popular databases like
SQL2005 Oracle, Ms.
1.2.5. NMS should guickly identify the impact of infrastructure failures (Identification of root cause
of the problen) and manage the application services from business perspective.
6. The NMS should provide a robus: event coTrelation engine.
7. System should be able to generate web-based reports.
8. NMS should support monttoring / managing of SNMP v, v2c based devices.
9. NMS shall provide fault and performance management for multi-vendor TCP/P networks.
10. The product should support dynamic object collections and auto discovery, The topology of
the entire Network should be available in a single map.
1.2.11. NMS should provide accurate discovery of laver 3 and heterogeneous laver 2 switched
networks for Ethernet and ATM, LANs and W ANs,

1.2
1.2
.2
1.2
1.2

1.2.12. The NMS should be able to discover redundant and 1SDN Backup Links with praper color
status propagation for complete network visualization,

[.2.13. Product should be able to update router configuration changes like re-indexing of ports,
addition / deletion of ports on Network Map with each polling eyele withowt rediscovery of
complete network / individual device.
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1.2 Tte prodect shouid havz web browser interface with user name and Prasword
Authenticavon. It should be possible 1o view topology maps, events, repurts ew. in full
graphical format using standard web browser that support Java interfaces.

1.2.1%. The product should support advanced (iltering, to eliminate exiraneous data / alarms.

2.16. The NMS shall support automatic evenl comrelation, in order to reduce events oceurring nt
such a large network, on events arising duz to any of the following, Frame Relay, Cisco HSKP
state. Pair Wise events ( ex: link up/down} Chassis, Intermittent status, Node interface, Mulitiple
reboot, De-duplication, Physical address mismatch, Authentication failure, Connector down.
Scheduled maintenance.

17. The NMS should provide information regarding capacity utilization and eor statistics for

WAN links.

[.2.18. The NMS should trigger automated actions based on incoming events / traps

1.2.19. The NMS should be capable of fegin avthentication to restrict / enable aceess 1o the manager.

1.2.20, NM8's event corrclation shall be built-in, tightly coupled with NMS’s event sub-system and

should be able to suppress events for key systems/devices that are down for Toutine
niaintenance.

1.2.21. NMS shall have out of the box touls for building MIB Application used for testing devices an
multiple MIB parameters. Data Collection should be possible on MIB Expressions usiog
specific formulas like Utilization of Links in Kilo Bits Per Second, Mega Bits Per Second.

i3

as configured in the routers. Ex: 64 kbps Jink from Safdetjung to Datacenter

1.2.23. NMS shall provide internal built-in database as well as compatibility to Oracle or MSL SQL
Database. ln the regional cemters the NMS shall be deployed with the inbuilt database,

1.2.24. NMS shall be configurable to suppress events for key systemsdevices that are down lor
routine maintznance of planned outage.

1.2.25. NMS shall support correlation of layer 2 switched informartion in connector-down circuil,
inchuding trunks and meshes. )

1.2.26. NMS should provide custom visual roapping of layer 2 and 3 devices. connectivity and
relationships

1.2.27. NMS should ship with out-of-the-box correlators o enhance toot-cause analysis and to
significantty reduce the number of events operater receives.

1,228 NMS should provide inbuilt Correlation Composer Graphical User Interface (GUI3, which
enables users to tailor the event correlation behavior of the correlators that are shipped with
product. Ne need of any special programming knowledge should be required.

1.3. Route Management

1.3.1.1.  NMS Shall maximizes network avatlability and customer satisfaction by rapidly
identifying and diagnosing IP routing faults,

1.3.1.2.  Itshall detect and isolate the root cause of layer 3 nerwork instabilities and anomalies

1.3.1.3. it shall verify and alerts on changes to routing redundancy, preventing costly service

outages

1.3 14, It shall momitor the routing protocols that direct the flow of traffic througheut the
nctwork, and construct the routers” view of the network, compute and display changes in
routes and Lopology n real Hine.

1315, It shall support the major service provider nerwosks, monitoring multiple BGP
connections (o peer and cuslomer networks, while analyzing full Internet routes.

1.3.1.6. Tt shall displav detailed data ahowt routing events—such as link status. Tk metries ané
new prefixes to diagnose and troubleshowst problems.

1317, It shall allow the eperators to select a high-level view of the nerwork topology showing
the status of all routers and finks, foeus in on a specific area of the network, or view only
specific typas of routers, sucl as backbone ronters.

e C el
vj\_' Pape 25 of 41

@:.b "




1318, Selecting any source/destination pair shall highlight the active route between thepedes. o
allowing operators to focus their iitention or relevant devices and links when Liigosing
probiems,

[.3.2. It shal concurrently menijtor and analyze coniplex 1P networks that may have mubiple

rauting protocols (OSPF, IS-1S, BGP) and may span multiple autonomous systems,

2. XNetwork Performance Management

2.1.1. Performance management system should be centralized in headquarters.

2.1.2. Performance for Networks must 1mopitor a wide range of network protocols and devices,
Monitored elements include the foliowing. frame relay, LAN/WAN management information
base Il (MIB-N) interfaces asynchronous transfer mode (ATM), MPLS routers deviee
resources—CPU, memory, and buffers op devices.

21.3. Diagnose performance problems using recent and historical data.

2.1.4, Must identify over- and under-utilized links

215, Must identify how device resources are affecting network performance.

216, document current network performance for internal use and customer service evel

agreements {(SLA)Y

2.1.7. Must provide intelligent insight into Q0S and provide inputs ta the QQS team

2.1.8. Performance for Networks must deliver repurts based on IT SL.A tetms. The repons should
costomnize easily, shall be provisioned to, sort data by site (offshore or onshore) or intsmal
department. Further, login security should Jimit the information a usey can see. such as specific
customer data or depariment data,

9. The following performance reports should be aroduced

8.1, Execulive Summary report that gives an overal] view of a group of elements, showing

volume and other important metrics for the technology being viewed,

2192 Capacity Planning report that provides & view of under- and over-utjlized elemants.

2.1.%3. Forccast Report that focuses on resources that are projected 1o become over-utiized in 90
days.

2

194, Hot Spot. quick view, and top ten reports that identify elements of possible concern by
exceptions, degree of change, and other criteria
1950 Service Level report that shows the elements with the worst availability and worst
response time—the two leading mewics used o mongiar SLAs.
L.10. 1t should be possible to put logo on reports and arrange or change tables and graphs 1o mee
staff requirements

-2
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1IPS SPECIFICATION

SPECIFICATION FOR LINE INTERACTIVE UPS SYSTEM

ANNEXLRE®

Specification . Requirements
Capacity 600 VA
Technology i PWM using MOSFET
! MAINS MODE
AC Input Voliape 140V 10 260V
Frequency 47 tp 53 Hz ]

AC Output voltage

200V 1o 250V (with AVR)

. Input Frequency

Svnchronize to mains frequency

. INVERTER MODE -
1 Output Voltage 230V £ 5%
' Output Frequency S0 Hz £ 03 Hz

Voltage Regulation

8% for entire battery range

Lower Power Factor

0.8

Over load capacity

110% for 106 Minutes.

Load capacity

600 VANMKVA/ LS KVA

Inverter efficiency

85% with full load rated capacity on computer load

Transfer time

< 6 s,

Batler type

SMF

Back up time

30 Minutes

Recharge ime

8 hours 1o 90% charged after full discharged

Battery Make

CSBTANASONIC/EXIDE/YUASA

Ceold start YES

General compatibie . YES .

No  load shutdown | YES

autenatical iy

PROTECTION Short circuit. DC underfover voltage

Certification

ISC 500§ & 14001

Safety Certification

| IEC /! EMC Safety Certification

R8-232 C Interface computer interface.

Input filters for Line Noise and Spikes

" Indications

Battery low,

Mains presence. main mode, battery charging, UPS mode. |

Z-
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SPECIFICATION FOR LINE INTERACTIVE UPS SYSTEM

Specification Requirements
LCapecity 2KVA N
Technolopy PWM using MOSFET

MAINS MODE

AC Input Voltage

140V ta 260V

Frequency

47 to 53 Hz

AC Quiput voltage

200V 10 250V ( with AYR )

Input Frequency

Synchromze to mains frequency

INVERTER MODE

Output Voltage

A3V + 5%

Outpat Frequency

S0Hz £+ 051z

! Woltage Regulation

8% for entire battery range

: Lower Power Factor

0.8

. Over load capacity

110% for 10 Minutes,

Luad capacity

1 2EvaA

“Inverter efficiency

" Transfer time

85% _with fill load rated capacity on computer load
< 6 ms.

Batter tvpe

- SMF

Back up time

30 Minutes

Recharpe fime

8 hours to 80" charged afier full discharged

Battery Make

Cold start

YES

(eneral compatible

YES

No load shutdown
automatically

YES

Protection

Short cireait. DC under/over voltage

Certification

SISO 8001 & 4001

Salely Cerbfication

i IEC / EMC Safety Certification

RS8-232 C Interface computer interface.

Input filters for Line Noise and Spikes

Indications

Mains presence, main mode, battery charging, UPS maode,

Battery low,

L

Page 32 of 11

I e M -

b



DOT MATRIX PRINTER SPECIFICATION

300 cps @ Draft 12 epi

360 cps (@ High Speed Draft 12 cpi

200 KB Input Buffer

6000 POH - MTBF

Metallic Side Frames

Flat Tractors in the Printer

Original + 3 eopy capability with (+.32 paper thickness
Print Head Life: 200 million dots per pin

Hindi language printing capability as text

NG S

f.(,\ﬁ‘} &Y
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ANMPRE N ~

TECHNICAL SPECIFICATIONS FOR MULTI POINT
VIDEQ CONFERENCING UNIT

MCU should be of open standards and should support atl end points manufactured by different
manufacturers,

MCU should suppart 10/100 ethernet, 1STIN PRI, IP-¥PN networks eic.

The MCU should have the resources to be able to connect minjmum 4 sites over IP @ 2 mbps

R

with 30 fps. The MCU should support ISDN, 1P and Internet endpeints in the same conference.

The MCU should be supplied with the required hardware and software that will alfow at least
22 locations in a single conference. The system shall provide real time proup Video-
confsrencing facility for video and/or audio and/or graphic presentation. The MCU should be
able to adpust-itself for the participants coming on varying speed such as 128 kbps 1o 2 mhps.
The system should be able to connect on TP at 2 Mhps bandwidth,

Application based Quality of Services reacting to packet loss. jiter. latency and Nerwork
congestion (Dynamic bandwidth allocation and [P precedence). There should be no appreciable
change in voice or video or graphics between point-lo-point and multi-point.

Should have a powerful management system to provide the power und flexibility required for
both jocal and remote access and suppon. Management system should allow Administrator to
controliconfigure/view the conference. Administrator to be able 10 move participanis between
ths lavouts of o conference or create sub-conferences for privale conversations.. MCU should
pravide the power o the Administrator sefectively drop endpoints that may not be authorized to
participate on the conference,

MCU! should be equipped with a GUI or web based console ior management  aind
administration. The administrator should be able to schedule and manage conferences in various
contbinations. :

Open standards & interoperability:

The system should allow for avdio. vides and sraphics transeoding at different frame rates, at
different speed of connectivity with different resolutions. The system  should perrmit
compatibility between different audio and video coding algorithms. The systern should allow
various network protocols conmectivin with one another. It should provide facilitics for
endpoints from different makes to participate and at different transfer rate & conference
reliability. Should comply with the TTU Standards on Video Conferencing. The vendor shouid
provide all necessary support to integrate end-poinis of any other make, in case of need.

M1 shoutd be a non-PC hardware based. multi point conferencing unit.
PC / Software baséd!Windows based MCU is not acceptable,
kt should have the following features -
ITU standards : H.323 version 4.0, SIP standards compliant

Video coding : H.261, H.263, H.263+, H.263++, H.264
Resolution: QCIF,CIF, 4CIF, VGA, SV GA. XGA
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H.281 far end camera control
Audio coding support : G.728, G. 711, (1.722. (3.722. ] standards
Audio transcoding support : G.711. G722, 5.723, G.728 in the same conference

Network interface : Should have standard nterface of 10/100 Mbps Ethernet (IF)
| Bandwidth supported : Up to 24 sites at 2 n sps over IP networks

Video Display modes :
Support for voice activated and continuous presence {CPY mode conferences (CP conferences
should not be software switched )

- Support for H.264 in CP mode conference with all 22 sites

- Sapport for video transcoding on all ports, with no limit on the no. of video
algorithms

- Support for up te minimum 20 video layouts

- Suppart for continaous presence of 16 users on one sereen

- Support for picture-in-picture

- Dynamic CP layout adjustment (MCU will choose for you the best video layout according to
the number of participants in your confererice). MCU should be able 1o adjust CP layout every
time a participant joias in or drops out, with no empty window

- Support lecture mode and auto-rolling (aute-rolling time is configurable)

- Support change from any CP mode to any CP mode or CP mode to voics activated mode in an
ongoing conference

- Activate speaker frame — locate the speaker in a CP layout (configurable option, and color of
Irarne can be conligurable)

- Auto blow up of speaker (participant video will be enlarged from small quadrant to big quadrant
when speaking)

Conference speed capabilities :

- Support for both symmetric and asymmetyic continuous presence mode conference

- Support for mixed rate conferences — all 22 sites connected at different speeds in the same
conference along with transcoding

- There should be no limitation on the number of speeds at which sites can connect imto ane
conference

-appiication based Quality of Services reacting to packel loss, Jitter, latency and Network
songestion (Dypamic bandwidth atlocation and 1P precedence). There should be no appreciable
change in voice or video or graphics between point-to-point and multi-peint,

Other conference features ;

- Suppurt minimum of 12 simultaneous CF conferences

- Full integration with Microsoft Office Live Communications Server { LCS ) allowing multi
point veice and video with Windows Messenger

- Support for H.235 Encryption {AES and DES).

- No loss in port capacity in an encrypred call up 10 768 kbps
- Suppott text overlay for participant name display and also borders for active and displayed
participant speaker Operator assistance available through using a GUI
Local View for Child Conference
Allows operator in a cascaded conference 1o monitor its local conference, while local
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participanis view the Master conference -
Intuitive and easy to use centralized webh management
- Support for ISDN fatlback for backup rowe when problem/overflow on the 1P tink and if the 1P
handwidth is not available the call should made through the gateway and from the gateway to an
P on & different zone.
- The MCU should have the capability of supporting / integrating wizh other parties Video
Conferencing Network. '

Broadcast Mode:
All sites view the pre-assigned broadcaster
All sites should be muted centrally

Prescntation mode

A single endpoint does 5 broadeast both video and live graphies PC presentation t ail the
endpoints,

End points must be allowed to raise questionséspeak and accordingly image is to be switched.

Dual streaming support (dual video) using ITU-H.239 standards - support display both
channels (data and video) of the presenter on the single CT Jayout screen. suppott lecture
mode and CP change

Support cascading/clustering Support full web-hased system configuration atd conference
control

IP based back-plane

Should have capahility to connect to internal system
Support for ITU standards based packet loss compensation algorithm

Password protection
Web hased Conference scheduling soctware supporting the following functionality -
Microsoft Outlook integration
Browser and Cutlook based scheduling
E-mail notification to atiendees of date, time and topic of conference
{onference templates for personalized and easy scheduling
Seamless conference control on ome scresn — dynamically add new participants.
disconnect or reconnest endpoints, change screen layouts. extend conferences ete
- Ad hoc and scheduled meetings support
- Ability to pre-define conference layout, user position
External Gatekeeper for H.323 end points (VC/VoIP), registering with all endpoinis with
names and alias numbers and should aperate in multiple IP zones. handwidth managemant.
Should support the following features:
Standards supported : H323 v4
Support for up to 50 users in the network at any point of (ime
Support for-alias name, e.164 and 1P address registration for H.323 users
Support TP address transtation, user can make call using &.1 64 number
Monitors current number of on-call users
Moniters current number of onlive users
Monitors current used bandwidth
Support for bandwidth management - the gatekeeper must allow for the operator
jnitiate a cail regardiess of the end point used and independently of the availability of a
bridge
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Simplitied dial plan

lnter-zeme bandwidth management

Advanced PBY capabilities — H.450 call forwarding and transter

Complete CDR for billing and accounting

Conference line and group hunting services

Simple fault monitoring

Third-party call control enabling instant initiation of multipoint conferences on-demand
Central configuration & management for multi-gatekeeper network.

Provide gatekeeper zone and neighbor gatekeeper features, for future expansion
Support call transter and call forward functions

Provide web-based management interface with H.341 support that allows third party
custemization

Registration restrictions - define rules for specifying the length of the e.164 alias, the

alias prefix and the range of IP addresses with which the gatekeeper allows an endpoint

10 Tepister

Windows based OS required

Network Management software supporting the following functionality :

-~

L

Network status updates — MCU elements. call, bandwidth, end point informatien. error
status

Conference View — MCU conirolling the conference, conference 1D, conference type.
video and bandwidth settings. number of participants — including the current ne., the
nurmber reserved and the no. of local participants

Centralised log managerment — for network and element type levels, log files for MCLU
elements and pateways. (hat do not maintain their own log files '

__Should support SNMP based monitoring.
|-

L
L[4 wh
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TECHNICA]L SPECIFICATIONS FOR GROUP CONFERENCING SYSTIM -
CODEC & CAMERA DETACHABLE

T R T ______"__“__‘__“T—‘__‘__
| Description Requirements
rds

Video  Conferencing | ITU supported standards ’ _‘I
H

Protocols .320
| "33
H.239 |
_H.320 (ISDN) Should suppont for ISDN — PRI netwark at later stage o ]
H.323 (IP) Should have Fthernet 1P interface up to 4 Mbps bandwidth o
|_ —f— Should suppod SIP protoco! - ______]
|T¥ame Rate 15 fps (frames per second) @ 56K bps up to 1 78 Kbps |

- . 30 Ips (frames per second) @ 256K bps un 1o 2 Mbps
Network features _ IP QoS: IP recedence/Diffsery, NAT, Packet loss recovery method
Video Standards [H261 H263 - |
H263++ .
H.264, MPE( 4
| IShnuld support PAL standard . o
|_\T‘deo Inpui PTZ (Pan Tilt Zoom} Camera ‘
| Minimum 1 no $-Videg ¢ composite for Auxiliary Video Input ar |
_ Document camera . .
l—\’ideo Curput Main Monitor S-Video/cornposite —|
| | Dual Monitor S-Videa/Composite |
(— | XGA / RGB output in codec for comnecting projector/PC monjtar
Audio Standards Gl ]

| G722
| | G722
G.728
| lG723.1 |
_ —|MPEGaasc -
Resolution | QCIF, FCIF ;
I CIF |
ACIF 704 % 576 pixels for still images _]
| Audio Input | Table Top mic input |

2x Composite mput

2% external mic input - phono type
— | Should have suppont for additiona) microphone L
| The micraphone for the best sound quality and 360 degrees Omni |
directional coverage
1 Composite (RCA) line level for main Audio ﬂ
| Audio Output | 1 Composite (RCAY line level (mixed audio out) for recording |

Urpose ;
Features Full duplex dynamic echo-cancellation |

Alttomatic gain control :
Automatic noise suppression L ]

Microphone

|
Z
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™ | PTZ Camera | Detachable from CODEC T T T
‘ | With mintmum of 240 degree Field of View ‘
Minimum 10X zogm h
Auto focus |
‘ Automatic white balance
Minimum 3 camera presets
| Far end Camera control
Ethernet!  Internet | Su pport for TCP/TP

| Intranet , .
Connectivity 10/ 106 Mbps port (tull duplex)
Should be possible 1o configure port speed and mode

h |
; Multipoint  calling | End point should be capable of multipeint calling of minimum of’

|
-

| capability | four (1+4) remote sites over IP @ 512 kbps per site

" (Capability for | MCU Compatibility H.243

Upgradation at 5 Compatible with analog and mobile netwerks

Continuous presence video i
 Should be able to display the site name during the call !
Should be possible to start the multipoint call from a point to point |
i | session. withou creating the conference before 1
; Uiser Interfaces | Supports AMX or Creston touch paneis |
| Handheld Remote cantrol and Wek access mode '

Security ‘ Built-in encryption support for Video Call with AES Encryption |

later date)

|
- H.235, H233, H.234
L | '

i Management & | Should be possible to access /manage the unit from a PC via LAW‘
| Cther Features network :

i ‘ Password protection for web access mode

Should be able 10 see the calls record via web access mode in
HTML. format
Should be possible to contro! the camera from web access interface
‘ Shouid be possible to stream out video from CODEC during point |
| to point or multipoint session :
| Should be possibiz 10 record a video session without using an |

external device like VCR or PC. System Should have built in

‘ recording faciliry |

Other mandatory reguirements

The Group Conferencing System quoted should be vpgradeabte for malt point capability as
specified above without changing any of the components / model ’
P —

o _
H:(a\'q }II L.A-;p
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PTZ Camera Detachable friom CODEC

With minimum of 240 degree Field of View
Minimwn 10X zoon

I Auo focus

Antomatic white balance

Minimum 3 camera presets

Far end Camera contro!

Ethernet!  Internet/ | Support for TCP/IP

g‘:::ém N }0/ 100 Mbps port {full duplex)

) Should be possible o cenfigure port speed and mode |
Multipoint  calling | End peint should be capable of multipoint calling of minimum of .
i capability four (1+4) remnote sites over IP @ 512 kbps per site
{Capability for MCU Compatibility H.243
Upgradation at a | Compatible with analog and mobile networks
Iater dane) Continuous presence video
Should be able to display the site name during the call
Should be possible to start the multipoint call from a point to point
session. without creating the conference before

User Interfaces Supports AMX or Creston touch panels
i Handheld Remte control and Web access mode =
Security Built-in encrvption support for Video Call with AES Encryption

H.235, H.233 H.234

Management & | Should he possible to access /manage the unit from a PC via LAN
Oher Fearures | network

Password protection for web aceess mode

Should be able 1w see the calls record via web access mode in
HTML format

' Should be possible 1o control the camera trom web access interface
Shouid be possible to stream out video from CODEC during point
to point or multipeint session

Should be possible to record a video session without using an
external device Jike YCR or PC. System Should have built in
: recording facility

Oher mandatory requirements

The Group Conferencing System guoted should be upgradeable for multi point capability as
specified above without changing sny of the components / model

C})
et
g vy
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ANNEX; ~it'? o~

TECHNICAL SPECIFICATION LINK ENCRYPTOR

Requirements

Should be indigenously developed. field proven.

The link encryptor so provided must have cover time for a period of 1 year for providing secrecy as
required by the department. The same be approved by the competent bedy authorized by the
Gove of India,

» Should work with data rates from 64Kbps up 10 2mbps (64. 128, 256, 384, 448, 512, 768,
1024 and 2048 Kbps) to encryptidecrypt for both voice and data in full duplex and
synchronous operation.

»  Should have Separate keys in transmit and receive directions.

s« Should have Crypto data loading and code setting through Memory/Smart card.

» Should support password protection for crypto data loading and storage.

+ Should have Keys loaded in flash memory.,

* Should suppert automatic changing of kevs at prescribe selectable times as well as manual
changing,

# Reading/Changing by accident of stored or set codes should not be possible.

s Should have visval indication to indicate healthy and failure conditions.

Technical Specifications:

Crack resishivity : 1 vear

Scheme ! Self svnchronizing

Data rate ; 6471287256/ 3847448/ 512 ToB/ 1024 &
2048k bp=

Type of application Link encryplicn

Signaling : In seclre mode as a part of hulk data

Traffic : In secure mioxle

Interface : Input -V .35

Outpu-Y. 35 or G.703

%&\ﬂ” -
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~ .~
. Key management

Packaging

Power supply 230V AC

Memory Card based

19" rack mountable

Note- Vendegr should also mention about encryplor o be used for MPLS backbone. This should
also e clarified that the same encryptor used with leased line configuration be also used for

MPLS or otherwise.
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