
GOVERNMENT OF INDIA
(Ministry of Home Affairsf
DIRDCTORATE GENERAL

CENTRAL RESERVE POLICE FORCE

(B-@ Tele/Fax:o ll'26109038)

No. B.V-7l 2O2l-22-C (IT-QRs) Dated' the .,-MaY'2O22

To

1. DIG (Comn), ITBP

Block No. 2, CGO ComPlex

Lodhi Road, New Delhi-O3

3. DIG (Comn), SSB

East Block-V, R.K Puram

New- Delhi-66

5

2. DIG (Comn), NSG

Meharam Nagar

Palam, New Delhi-37

4. AIG (Comn), CISF

Block No. 13, CGO, ComPlex

Lodhi Road, New Delhi-O3

Subject:

DIG(Prov),BSF6'LiaisonOffice'AssamRifle
Block No. 10, CGo Complex Room No-171, North Block, MHA

Lodhi Road, New Delhi-03 New Delhi -O1

Regarding approved ORs TDs of "IT Infrastnrcture EquiPments''

Encl:(ApprovedQRs&TDsof"ITlnfrastructureEquipments")

o
{Sunil Kr Singh,

Please find enclosed QRs/TDs of "IT Infrastructure Equipments" as

Annexure-"A" duly appro.red by the competent authority is forwarded herewith for

further .r."."""ry" 
""tifrr. 

In aforesaid eRs/TDs total 15 items and list is given as

below:-
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ORs/TDs of Laver 2 Switch 24 Ports Non PoE

Console Port

Switching Capacity -Non

Blocking

Throughput

Operating System

Dedicated Stacking
Port/ Slot (from day one)

Stacking Bandwidth Minimum
80Gbps

Trial Directives

BOO will check
practically and verify
with OEM technical
brochure.

BOO will check
practically with
software console and
verify with OEM
technical brochure.

Firm will submit
OEM certificate.

v ,AGT,
L--4-

lg-av

Specifications Values

Managed

Non PoE

Type of Switch

24Number of 1G Copper Ports

2

0

Number of 10G Copper
Ports

No. of 1 G SFP Port (Uplink)

Supported

2No. of l0 G SFP+ Port
(Uplink)

Redundant Power supply
(from day one)

Supportcd

Available

Available

Minimum
128 Gbps

Minimum
95Mpps

"!

Technolory

BOO will check
practically with
software console and
verify with OEM
technical brochure.

/4-

a"t-d"



Trial DirectivesValuesSpecifrcations

Firm will submit OEM
certihcate.

Static,RIPv 1 /v2,RIPng,
OSPF, Routed Access,
VRRP v2lv3, ECMP,
IGMP v1lv2lv3, MLD
vl lv2

Basic Layer-3
Protocol

Firm will submit OEM
certificate.

uRPF, Port Securit5r,

16K MAC, SSL, SSH,
broadcast, unicast and
multicast storm
control, ARP, 802.1x,
ARP Spoofing
Prevention, IPv6
DHCPV6 Guard, ARP

Spoofing Prevention

Security Feature

CLI, SNMP vllv2lv3,
TffP, Syslog, SMON,
DHCP Server,
RMONvI/ v2, WebUI,
LLDP/LLDP-MED,

Management
Protocol

Firm will submit OEM

certificate.

QoS: WRR, 802.1Qbb
Priority-based Flow,
802.lp CoS DSCP, SRR

scheduling

QoS

-5'C to +45'COperating
Temperature

Firm will submit lab test
certificate of Govt. lab or
NABL or ILAC accredited
laboratoriesOperating

Humidity
(RHX%)

Upto 95%

{

,'4,
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Spcclflcrtlonl Vduce

Yes

As per user requirement

Singh, AC) (Sonare Pratik C, AC)
BSFCRPI.'

lVikas

Trlel Dlrcctlvc.

Firm will submit
OEM certificate.

lh6 Ready
from day one
and dully
certified

On site OEM
warTanty

Afi-

,wN
(K.Saha, AEstDirector) Oc. xamresrr r#art

(wo/R MathewT.George) (Manpal
Assam Rifles

DCPW NSC

\
(s.D dra awall
DIG(M. CRPF IG(Comn), CRPF

A

) (Sunil Kr Singh)
DC(Comn),CRPF

{Arjun Sineh, AC)
SSB

J
(Dr.M.M.Go'sal,SSO}

BPR&DCISF

P
t1 lA-.-"'

(Syed Mohd llusnain)
IG(Comn&lT),CRPF

lZulfiquar Hasan),lPS
SDG(OPS),CRPF

o A

(Kuldiep Singh, IPS)

DG, CRPF

-3-



'Ilpe of Switch

DirectivesValueSpeciflcations

BOO will check
practically with
software console
and verify with
OEM technical
brochure.

Managed / Web
Managed

PoE+

24Number of 1G

Copper Ports

Technolory

2Number of 10G

Copper Ports

0No. of 1 G SFP Port
(uplink)

2No. of 10 G SFP+

Port (Uplink)

Multi-Gigabit
Support

Yes

YesRedundant Power
suppiy
(from day one)

AvailableConsole Port

BOO will check
practically and
verify with OEM
technical brochure.

128 Gbps or moreSwitching Capacity -

Non Blocking

95 Mpps or moreThroughput OO will check
cticaily with

software console
verify with

technicalEM
rochure

AvailableOperating System

*y
J

dD---

QRs/TDs of Laver 2 Access Switch 24 Ports lPoE+l

YW
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Value Trial DirectivesSpecifications

Basic Layer-3
Protocol

Static. RIPvI

/v2,RIPng,OSPF, Routed
Access, VRRP v2/v3,
ECMP, IGMP vllv2lv3,
MLD vl/v2, 8K static routes
and up to 256 IP interfaces

SSH,SSL,IEEE 802.1X
Web-based authentication,
STP BPDU Guard and Root
Guard ,DHCP Snooping IP

Source Guard Dynamic ARP

Inspection IP/MAC/port
binding, RADIUS/TACACS+
Port security Storm control
ACLs.

Security Feature

Web user interface-
(HTTP/HTTPS)
SNMP versions 1, 2c, and 3
with support for traps, and
SNMP v3), RMON

Management
Protocol

will submit
EM certificate

8 hardware queues Strict
priority and weighted
Round-Robin (WRR) Port
based; 802.1p VLAN priority
based lPv4 lv6 IP
precedence/ToS/DSCP
based DiffServ; classification
and remarking .A.CLs

Operating
Temperature
Range (Degree C)

-5'C to 45'C Firm will submit lab
test certificate oI
Govt. lab or NABL
or ILAC accredited
laboratories.Operating

Humidity (RHX%)

95% RH

BOO will verify
OEM technical
brochure.

YesIPv6 Ready from
day one and dully
certified

.t

Qos

.r*y {\ry
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Value

paf Singh, AC)
CRPF

,J#**,
SSB

(Sonare Pratik C, AC)
BSF

a,

(WO/RM. Mathew T.George)
Assam Rifles

(M

(K.Saha, A*$. Director) (TC. Kamlesh
DCPW NSG

v 'l
(s.
DIG(IT), CRPF

#,', CISF
) (Sunil Kr Singh)
DC(Comn),CRPF

(Dr.M.M.Gosal,SSO)
BPR&D

l€'- P
1

(Comn), CRPF
(Syed Mohd Husnain)

IG(Comn&IT),CRPF

ro

(Zulfrquar Hasan),IPS
SDG(OPS),CRPF

A ed Not A

(Kuldiep ,IPS)
DG, CRPF

Trial DirectivesSpecificatlons

BOO will verify
OEM technical
brochure.

PoE Power Budget
( watt )

as per user requirement

Firm will submit
OEM certificate.

As per user requirement

oo
on Site OEM
Warranty

-!-f



Value
ctives

Specilication

ManagedTlpe of Switch

Non PoDTechnologr

48Number of lG Copper
Ports

2Number of 1OG CoPPer

Ports

0No. of 1 G SFP Port(Uplink)

2No. of 10 c SFp+ port

(Uplink)

NoMulti-Gigabit Support

YcsRedundant Power suPPlY

( from day one)

AvailableConsole Port

Minimum 176 GbpsSwitching Capacity -Non

Blocking

Minimum 130 MppsThroughput

AvailableOperating System

Not ApplicableDedicated Stacking
Port/Slot ( from day one)

OO will

ctically
th
ftware
nsole and

erify with

chnical
rochure.

heck

EM

Not ApplicableStacking Bandwidth
(Gbps)

QRs/TDs ofLaver 2 Access Switch 48 Ports

{."9 AW
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DirectivesValueSpecification

Static. RIPvI /v2,RIPng,OSPF,
Routed Access, VRRP v2lv3,
ECMP, IGMP vllv2/v3, MLD
vl I v2, 8K static routes and uP to

256 IP interfaces

Basic Layer-
3 Protocol

IEEE 802.lX ,Web-based
authentication, STP BPDU Guard
and Root Guard, DHCP SnooPing,

SSH, SSL, IP Source Guard,
Dynamic ARP InsPection,
IPlMAC/port binding,
RADIUS/TACACS+, Port securitY,

Storm control, ACLs.

Security
Feature

Web user interface-
(HTTP/HTTPS), SNMP versions 1,

2c, and 3 with support for traPs,

and SNMP v3 User-based SecuritY
Model (USM), RMON

Management
Protocol

Firm will
submit OEM
certificate.

8 hardware queues, Strict PrioritY
and Weighted Round-Robin
(WRR), Port based; 802.lP VLAN

priority based; lPv4 lv6 IP

precedence/ToS/ DSCP based;

Diffserv; classification and
remarking ACLs

Operating
Temperature
Range

rm will submit

ovt. lab
ABL or ILAC

boratories.

b
rtihcate

ccredited

test
of
or

Operating
Humidity
(RH)(%)

irm will submit
EM certificate.

YesIPv6 Ready
from day one
and dully
certified

**N
..--!-9-.-'\

,4,

Qos

-g'Q 16 +45'C

pto 95%

Y
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(Manpal Singh, AC)
CRPF

(Sonare Pratik C, AC)
BSF

(WO/RM. Mathew T.George)
Assam Rifles

(S.D
DrG(rT), CRPF

/l
(Arjun Singh, AC)

SSB

(Dr.M.M.Gosal,SSO)
BPR&D

(Zulfrquar Hasan),IPS
SDG(OPS),CRPF

v

--.}-\-^,.sClw

(K.Saha, Assf.Directorl (TC. Kamlesh )(v
DCPW NSG

,w* "Vxd\qr*
CISF

) (Sunil Kr Singh)
DC(Comn),CRPF

(v
\ { A 1

Agr
n), CRPF

Wl'' (Syed Mohd Husnain)
IG(Comn&IT),CRPF

,"r{oA / Not Approved
v

(Kuldie ingh, IPS)

DG, CRPF

lr'-Vdue DlrectivesSpeclflcation

On Site OEM
Warranty

As per user requirement

o n EM certificate.
will submit



OO will check
ractically and
erify with OEM

hnical
rochure.

Values Trial DirectivesSpeciflcation

Maximum Number of Access

/ Downlink Ports
24 BOO will check

practically with
software console
and verify with
OtrM technical
brochure.

Type of Switch Non PoE

Number of
Base-T Ports

1O/ 10O/ 1000 24

Number
Ports

of Multi-Gigabit As per user
requirement

NumberoflGBaseTPorts
(uplink)

As per user
requirement

Number of 1 G SFP / Base X
Port (Uplink)

As per user
requirement

Number of 10 G Base T Port
(Uplink)

As per user
requirement

Number of 10 G SFP+ Port
(Uplink)

Minimum 2

As per user
requirement

Number of 1OO G QSFP 28
Port (Uplink)

As per user
requirement

Management Port (RJ 45/RS
232luSBl

Yes

RAM Minimum 1024
MB

Minimum 1O24

MB
Flash Memorv

V

ORs/TDs of Laver 3 Access Switch 24 Ports

Number of40 G QSFP+ Port
(uplink)

Y
,w&



Specification Values Trial Directives

9K MTU Supported (Minimum) Yes

Console Port Yes

Redundant Power supply

Redundant Power Supply Type Internal

Redundant Power Supply (Hot
Swappable)

Yes

Redundant Fan Yes

1Number of Open slot for
additional Interface Card

Operating System Yes

Dedicated Stacking Yes

Stacking Bandwidth Minimum
80Gbps

Switching Capacity I
Forwarding Bandwidth (Non

Blocking I Ltr.e Rate /Wired
Speed) 2x (Numbers of access
ports + Number of Uplink
Ports)

Minimum
128Gbps

Minimum 95
Mpps

Throughput I
Performance

Forwarding

802.1Q
VLAN,LAG

Layer 2 Protocols

Minimum 512Number of VLAN Supported

Number of VLAN IDs
Supported

Minimum
4000

Number of IPV4 Routes Minimum
1600

BOO will check
practically with
software console
and verify with
OEM technical
brochure.

Yes

t-^,a}L qfi
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Trial DirectivesValuesSpecification

Number of Mac
Address SuPPorted

Basic Layer-3
Protocol from daY 1

Advance Layer-3
Protocol from daY 1

Premium LaYer-3

Protocol from daY 1

Securit5z Feature

Management
Protocol

RA Guard, DHCP

Snooping, DYnamic
ARP

Inspection,ACL,802. lx
,RADIUS/ TACACS,

Port Security, BPDU

Guard, VRF Lite,

IGMP snooping

EM technical
rochure.

Minimum
32K

Static Routing, RIPv1,

RIPv2,BGP,
OSPFv2,OSPFv3,RIPng

OSPFv2,OSPFv3,PBR,
BGP,BGP4,IS.IS,PIM-
SM,PIM.SSM

BGP,IS-IS,PIM.
SM,PIM-SSM,VRF LitC

GUI,CLI,Telnet,TFTP,,
SNMPvI,SNMPv2/
V2C,SNMPv3,NTP,Ope
nflow
1.3,RMON,SSHV2

802.lp,SP,Queues Per
port, WRED/ WTD,

Shaping, Policing /
Rate Limiting

OO will check
ractically with
ftware console
d verify with

1

technicalEM
rochure.

OO will check
ractically with
ftware console
d verify with

Dimension / Form
Factor ( 1U)

{\N

Number of IPV6
Routes

Minimum 5000

QoS
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aI Singh, AC) (Sonare Pratik C, AC) (tujun AC)
CRPF BSF SSB

I
(wo/RM T.George) (M p

Assam Rilles

a\r*9k
(K.Saha, AsstDirector) (TC. Kamlesh

v
Kiq".r)(v DC) (Sunil Kr Singh)

DC(Comn),CRPF

a,

(Dr.M. .Gosa.l,SSO)
BPR&DDCPW

(S.D
DIG(IT), CRPF

ra
G(Comn), CRPF

(Syed Mohd Husnain)
IG(Comn&IT),CRPF

(Zulfrquar Hasan),IPS
SDG(OPS),CRPF

NSG CISF

\ I

ved Not A

(Kuldiep gh,lPS)

Trial DlrectivesValuestlon

O will check practically
th software console and
rify with OEM technical

rochure.

NDPP or EAL2
or ISO or
equivalent

Certification

BOO will verify OEM
technical brochure.

7MTBF (Year)

-5'C to 45'COperating
Temperature

Firm will submit lab test
certificate of Govt. lab or
NABL or ILAC accredited
laboratories.95 (o/oRH)Operating Humidity

Firm will submit OEM
certificate.

YesIPv6 Ready from day 1

Firm will submit OEM
cate.

As per user
requiremen

On Site
Warranty

OEM

A

DG, CRPF

n

1 1r'.



Trial DirectivesValueSpecification

Non Chassis Based'Ilpe of Core Switch

0No. of Interface Slots

0No. of MPU/SUP/Fabrtc
Slots
(With redundancy)

2No. of Power supply (with
redundancy)

4No. of FAN Tray

24No. of 1G/ 1OG SFP+ Port

0No. of 1O00 base-T Ports

YesSupport for 40G QSFP+
Port

As per user
requirement

Number of 40G QSFP+
Port

YesSupport for 100G QSFP+
Port

As per uscr
requirement

Number of 10O G QSFP+
Port

BOO will check
practically with
software console
and verify with
OEM technical
brochure.

AvailableConsole Port

Available

NoSupport for virtuai
Chassis

Firm wiil submit
OEM certificate.

GbpsMinimum 20Switching Capacity

-"rA (

QRs/TDs of Laver 3 Core Switch 24 Ports

Modular OS

AG,P.ry



-2-

I Trial DirectivesValueSpecification

Firm will submit
OEM certificate.

Minimum 1O00 MppsThroughput

will submi
EM certificate.

MPLS,BGP6,VXLAN,OSP, PIMAdvance
Layer-3
Protocol

irm will submi
EM certificate.

ACL,RADIUS/ TACACS, POTt

Security, BPDU Guard, IGM, CoPP,

DNAT, RAGua

Security
Feature

SSHv2, RADIUS, GUI,CLI, Telnet,

TmP,SNMP v1, v2lv2c,SNMP v3,

NTP,RMON, SSHv2

Management
Protocol

irm will submi
EM certificate.

QoS

BOO will check
practically and
verify with OEM
technical brochure.

1Dimension /
Form
Factor(RU)

BOO \Mill check
practically with
software console
and verify with
OEM technical
brochure.

260 WattWattage

O' to 45"COperating
Temperature

950kOperating
Humidity (RH)

( A Afu

-L,l

t

ECN,SCHEDULING,PIM-SM,
802.1p,Queues per Port, Sflow,

SNTP,Shapincg, Policing/Rate
Limiting

Firm will submit
lab test certificate
of Govt. lab or
NABL OT ILAC
accredited
laboratories.

**
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al Singh, AC)
CRPF

(Sonare Pratik C, AC)
BSF

) (sunil Kr Singh)

(Arjun Singh, AC)
SSB

(Dr.M.M.Gosal,SSO)
BPR&D

(wo/RM ewT .George)
Assam Rilles

(K.Saha, AtstDirector) (TC. Kamlesh
DCPW NSG

\
v1

(s.D.P dev) ndra

CISF DC(Comn),CRPF

\qZ
Kd\qrar) (Vikas

)
{

l1 lt^----
A{rawal)

DIG(IT), CRPF IG(Comn), CRPF
(Syed Mohd Husnain)

IG(Comn&IT),CRPF

Not A roved

(Zulfrquar Hasan),IPS
SDG(OPS),CRPF

A ed

(Kuldiep lngh,IPS)

DG, CRPF

Trial DirectivesSpeclllcation Value

IPv6 Ready Yes Firm will submit
OEM certificate.

As per user require

KI c
t

_a1

On site OEM
warranty

._l/

)
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Trial DirectivesValuesSpecification

48Maximum Number of Access

/ Downlink Ports

Non PoE'I\,pe of Switch

Number of 1O/ 1O0/ 1000
Base-T Ports

48

As per
requirement

userNumber of l G Base T Ports
(uplink)

As per
requirement

userNumber of I G SFP / Base X
Port (Uplink)

Number of 10 G Base T Port
(Uplink)

As per
requirement

USCT

Number of 10 G SFP+ Port
(Uplink)

Minimum 4

Number of4O G QSFP+ Port
(Uplink)

As per
requirement

user

BOO will check
practically with
software console
and verify with
OEM technical
brochure.

Number of 100 G QSFP 28
Port (Uplink)

As per user
requirement

YcsManagement Port (RJ 45lRS
232luSB\

RAM Minimum 1O24 Mb

Minimum i 024 MbFlash Memory

9K MTU Supported (Minimum) Ycs

Console Port Yes

A

QRs/TDs of Laver 3 Access Switch 48 Ports

BOO will check
practically and
verify with OEM
technical
brochure.
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Trial DirectivesValuesSpecification

As per
requirement

userRedundant Power supply

Not applicableRedundant Power Supply Type

Redundant Power Supply (Hot
Swappable)

As per
requirement

user

As per
requirement

uscrRedundant Fan

As per
requirement

userRedundant Fan (Hot
Swappable)

Number of Open slot for
additional I nterface Card

As per
requirement

user

Firm will submit
OEM certificate.

Operating System Yes BOO will check
practically with
software console
and verify with
OEM technical
brochure.

Dedicated Stacking Yes

Stacking Bandwidth Minimum 80 Gbps

Switching Capacity I
Forwarding Bandwidth (Non

Blocking I Line Rate /Wired
Speed) 2x (Numbers of access
ports + Number of Uplink
Ports)

Minimum 176 Gbps

Throughput I
Performance

Forwarding Minimum 13OMpps

802.1Q VLANLaver 2 Protocols

Minimum 1024Number of VLAN Supported

Numbcr of VLAN IDs

/\
Supported

Minimum 4000

Firm
submit
certificate.

will
OEM

1/* .b W
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Specification Values Trial Directives

Number of IPV4 Routes Minimum 16000

Number of IPV6 Routes Minimum 5000

Number of Mac Address
Supported

Minimum 32K

Basic Layer-3 Protocol from
day 1

Advance Layer-3 Protocol
from day 1

OSPFv2,PBR,PIM-SM

Premium
from day 1

Laver-3 Protocol MPLS,BGP,BGP4,IS-IS,IS-
ISv6,PIM-SM,PIM-
SSM,VRF LitC

Securitv Feature DHCP Snooping, Dynamic
ARP
Inspection,802. Ix,RADIU
S/ TACACS

Management Protocol GUI,CLI,Telnet,TF"|P,,SN
MPvl,SNMPv2/
V2C,SNMPV3,NTP,RMON,
SSHv2,Single IP
Management

8O2.lp,SP,Queues per
port, Shaping, Policing /
Rate Limiting, Strict
Priority Queuing or Low
Latency Queueing

QoS

PoE Power Budget (Watt) As per user requirement

Dimension
(RU)

/ Form Factor 1

NDPP or EAI-2 or ISO or
equivalent

Firm
submit
certificate

will
OEM

Certification

-1#* dt

Static
Routing,RIPv 1,RIPv2,OSP
Fv2

t)@
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al Singh, AC)
CRPF

f(t'-'--'
wdI)

qfr-
(WO/RM. Mathew T.George)

Assam Rilles

(K.Saha, A SstDirector) (TC. Kamlesh
DCPW NSG

\
(S.D (Zulfiquar Hasan),IPS

SDG(OPS),CRPF
(Syed Mohd Husnain)

IG(Comn&IT),CRPF

Not A roved

(M (Sonare Pratik C, AC)
BSF

(Arjun Singh, AC)
SSB

(Dr.M.M.Gosal,SSO)
BPR&D

(Vika ry
CISF

) (Sunil Kr Singh)
DC(Comn),CRPF

\)

E)-
DIG(IT), CRPF

t4
a Agra

Comn), CRPF

A ved

dev)

(Kuldi Singh,IPS)

Valuee DirectivesSpecification

BOO will check OEM
technical brochure

Mean Time
Failure MTBF

Between 7 year

-5'C to 45"COperating Temperature

Upto95%

Firm will submit lab
test certilicate of
Govt. lab or NABL or
ILAC accredited
laboratories.

Operating Humidity
(%RH)

BOO will check OEM
technical brochure.

IPv6 Ready from day I Yes

As
req

per user
nt

Firm will submit
OEM certifrcate.

On Site OEM Warranty

DG, CRPF



Indicate Processor
number with Make

Model

better

f,r",
bkective
I

Values
s

Generic node HCI
(Consisting both
Compute and
Storage)

Type of HCI offcrcd

Minimum 40Total usable Cores available
(After installation of HCI

software resources required for
solution) in the offered solution

Minimum 8Total usable Storage in TB
available without using De-

duplication, Compression (after
installation of HCI software
resources required for solution)
in the offered solution

Minimum 5 l2 (illTotal usable RAM in GB

available (after installation of
HCI software resources required
for solution) in the offered
solution

2Types of data copies across
Cluster available in the offered
solution

Number of Nodes offered in HCI
Cluster

Minimum 2

2Number of Sockets offered pcr
Node

Minimum 2ONumber of Cores per Sockets

Number of populated Processor
per Node

2

Intel Skylake/
Xeon or better
series or equivalent
AMD.(As per user
requirement)

Type of Processor offered in the
system

OO will check
tically with
sole software

d verify with
technicalEM

hure.

-'>i;v'|' a<,

Y v

ORs/TDs of HCI Servers

Specification

Minimum 3.2 GHz,
24.75 M cache or

4,%
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VaIues Trial DirectivesSpecification

SSD DrivesType of storage media offered
with the solution

Minimum 9.6 TBTota] Storage capacity (RAW)

offered per node

Storage capacity offered per
node with SSD drives

Minimum 9.6 TB

Storage Scalability per node
with SSD drives

Minimum 9.6 TB

RAM Capacity (Raw) offered
per node

Minimum 512 GB

RAM scalability per node Minimum 1536 cB

No of cache drives per node userAs per
requirement

Cache offered per node in GB userAs per
requirement

Cache scalability per node in
GB

As per
requirement

user

Minimum 4

BOO will check
practically with
console software
and verify with
OEM technical
brochure.

-** /Lw(

^r-^..f<'fl-x-*

Number of Network ports per
node



-3-

Values Trial DirectivesSpecilication

Minimum 10 GbpsThroughput Per Network port

SFP+Type of Network port

SFP+

BOO wil check
practically with
console software
and verify w"ith
OEM technical
brochure.

Uplink Connectivity for HCI
Solution

2Number of L2 Switches to be
offered for Interconnection all
the Network Ports in the
Cluster

Indicate Switch Model number
with Make

L2 Switch L2

1O GbpsThroughput Available per port

Minimum 16Number of Available Ports for
10 Gbps throughput per

Switch

Minimum 8Number of Enabled Ports for
10 Gbps throughput per
Switch

As per
requirement.

user

As per
requirement

user

As per
requirement.

user

Number of Enabled Ports for
25 Gbps throughput per

Switch

Number of Available Ports for
40 Gbps throughput per
Switch

equirement.
userS perNumber of Enabled Ports for

40 Gbps throughput per
Switch

OO will check
ractically with
onsole software
d verify with

technicaiEM
chure

Number of Available Ports for
100 Gbps throughput per
Switch

,/1

per
uirement.

user

J
qfi

HCI Interconnect Switches

Number of Available Ports for
25 Gbps throughput per
Switch

fr'*

+€
{
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DirectivesValuesSpecification

per user
irement. ractically with conso

ftware and verify wi

chwillo

EM
hure

Number of Enabled Ports for 100

Gbps throughput per Switch

Minimum
5000
better

or
IOPS delivered at 70:3O Read:

Write Ratio on 8K block size with
latency of Sms maximum for
each node

YesScalability: Any additional node/
storage/ RAM added to the
cluster to augment
compute/ storage/memory
capacities, the same performance
per node on upgraded node/
Storage / RAM

will submit OEM
cate.

quirement
per UserAdditional

parameter
performance

BOO will check
practically with console

software and verify with
OEM technical
brochure.

1. HCI have all the features of
offered industry standard
hypervisor
2. HCI have independently
scale storage and compute as

and when needed without any
downtime.
3. HCI have mechanism for
Metadata protection for all
offered nodes within the
cluster so as to provide high
availability ald no single
point of failure.
5. HCI supports thin
provisioning of both storage
entities and virtual machine
hard disks
6. HCI provides automatic
failover in case of hardware
failure.
7 VLAN for networking and
integrated VM IP"s

Management capabilities
8. HCI has security
compliance methodolory to
ensure highiy secure
environment.
9. HCI has data replication
with WAN optimization.

HCI Features I

o
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Values Trial DirectivesSpecification

HCI Features
,

1. HCI provides management through
a remote/On premise GUI console.
Also provides storage, compute &
hypervisor metrics on a per VM /Node
level as well as health and monitoring
of entire platform.
2. Platform support LDAP Active
Directory integration. The clients
installed on any major Operating
System.
3. Platform supports monitoring via
SNMPv3, email alerting via SMTP.
4. Capable of creating instant
snapshots of virtual machines and
maintaining multiple copies of
snapshots & clones
5. Capability to support native
VM/HCI level replication for installed
Hypervisor
6. Storage policy on individual VM will
provide enhanced performance and
flexibility to end user for better storage
management.

BOO will check
practically with
console software
and verify with
OEM technica-l
brochure.

HCI Peatures
3

1 Redundant components with no
single point of failure in the system
2. Single management tool supports
multiple clusters
3. Management tool is built into the
solution, scales with the cluster
4. HCI having built-in-security for data
5. IICI capable to sustain single power
supply failure.

BOO will check
practically with
console software
and verify with
OEM technical
brochure.

HCI Features
4

BOO will check
practically with
console software
and verify \Mith
OEM technical
brochure.

l. VM/Node-centric policy-based
management.
2. Fault tolerance and proactive high
availability.
3. Supports DRS, Distributed switch
4. Stretch cluster support
5. Management piatform provide out of
the box automation and orchestration
for appliance based operational tasks.
6. Automated disaster recovery.
7. Support for VM or APP consistent
snapshot/backup.
8. Application Lifecycle Manap:m\nt.

Lt^a
t

AGR
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Specification Values Trial Directives

HCi Features 5 l. Data at Rest Encryption.
2. Management tool is built into
the solution, sca.les with the
cluster, and does not require
separate hardware infrastructure.
3. Integrated/ Software based
Remote Data recovery/ Replication
solution.
4. Data Integrity Checks.
5. Management tool provides
visibility of network infrastructure.
6. Integrated management for
hyper converged infrastructure
and virtual environments with
Storage &
Compute / Storage/ Network/ Comp
ute.
7. Intelligent data distribution
across a,11 nodes and uniform
capacity utilization across all
nodes at all time.

BOO will check
practically vrith
console software and
verify with oEM
technical brochure.

Additional
features of HCI

Backup functionality to be enabled
from day- 1 .

Any additional licenses/ Appliance
required to be quoted.

Encryption at VM level

Supports Yes

Supported
industry
protocols by
HCI

Yes

Firm will submit
OEM certificate.

HCI capability
to support
File/ Block
Services and
frle/block
replication
across clusters

As per user requirement.

Firm will submit OEM
certiflcate.

Inline data
Compression &
Reduplications
function
licenses

Unlimited

4
-rr

_,--);fuo--'
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Trial DirectivesValuesSpecification

BOO will
\Mith
technica.l
brochure.

verify
OEM

Minimum 16Number of nodes HCI
supports in same

cluster/deployment, such
that any node out of the
offered be able to use the
storage of all other nodes

Outside kernel"Hypervisor to be integrated
with SDS"

vSphere or
Hyper-V

HCI support

Bare Meta]"Bare-metal / Non Bare metal
type of virtualization
hypervisor"

As per user requirement"Integration with Third Party
FC Storage"

Minimum 5"The length of cable
connecting the Nodes to the
Switch (meters)"

Firm will submit
OEM certificate.

As per user requirementAdvance features of HCI

1. Updation for Patches

and Bug fixes for
software within support
period.
2. Up-gradation of
version software within
support period.
3. Service and support
from OEM within
support period.

The offered product have

support from OEM for
Firm will submit
OEM certificate.

Number of years upto which
support is available from
OEM for Updation (Patches

and Bug fixes) within support
period

(

HCI Generic Parameters

Generic Parameters

Minimum 3 years

-,--*'
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(S.D.
DIG(M, CRPF
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IG(Comn&IT),CRPF
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(Zulfrquar Hasan),IPS
SDG(OPS),CRPF

A d

(Kuldi ingh, IPS)

Trlel DlrectlvcsValueSpeclf,catloI

Minimum 3 yearsNumber of Years upto which
support is available from
OEM for Up gradation of
version within support
period

Minimum 3 years"Number of years of service
and support from OEM"

Firm will submit
OEM certifrcate.

AttachedIndicate
available
product

certifrcation
for the offered

DC, CRPF

t\n

u



Chassis

Specification

Processor T\rrbo
Frequency

Total Cachc (L l +1,2+L3)

Processor Description/
Number

Mothetboard

Chipset compatible with
CPU

Expansion Slots Gen 3
(PCIe xl)

Expansion Slots Gen 3
(PCIe x4)

Value

Intel Xeon series or
better or equivalcnt
AMD

Directives

BOO will check
with console
software and verify
with OEM
technical
brochure.

Intel C6OO or better
or equivalent AMD

As pcr
requirement

As per
requirement

LlSCT

1-lSCT

Expansion Slots Gen 3

(PCIe x8)

As per
requirement

uscr

uscr

!

Expansion Slots Gen 3 As per
requiremen

Processor

llackForm Factor

2Size (RU)

CISC(x86)Processor Architecture

Intel or AMD As per

user requirement.

418 I
20l2

12 116 l18 I
21 24 or better

Processor Make

Number of Cores pcr
Processor

Processor tsase Frequency 2.6 GHz or bettcr

3.6 GHz or better

Minimum 22 Mll or
better

() will chcck
ractically and
erify with OEM

nical brochure.

IIOO will chcck

ftware and verify
th OEM
hnical brochure.

ith console

(PCle 16

QnslIDq qtlcgE sgrvgl

d-t/



Trial DirectivesValueSpecification

7 or2
(As per
requirement)

user
Maximum number
Sockets available
Server

of
on

BOO will check
with console
software and verify
with OEM
technical
brochure.

7 or2
(As per user
requirement)

Maximum number of

Sockets populated with
Processors available on
Server

Co Processor / GPU

As per
requirement

userAvailability of
Processor / GPU

Co

As per
requirement

If Yes, Maximum
Number of Slots
available for Co-

Processor/ GPU

As per
requirement

userIf Yes, Maximum
Number of slots
populated with Co

processor/ GPU

BOO will check
with console
software and verify
with OEM
technical
brochure.

As per
requirement

userIf Yes, Co Processor

/ GPU Description

Memory

DDR4 SDRAM with
ECC or better

12 or moreTotal Number of DIMM

Slots available

'Ilpe of RAM

4 or more
(As per
requirement)

user

BOO will check
with console
software and verify
with OEM
technical
brochure.

Number of DIMM
populated with
SDRAM

Number of DIMM Slots
populated with DDR
NVRAM

Slots
DDR

4 or more
(As per
requirement)

user

---3-'5s'xJ''5
.-@u"'--

user

W



ValueSpecification

128 GB or More
As per

requirement
user

DDR SDRAM Size

As per
requirement

userDDR NVRAM Size (GB)

1024 GB or moreDDR SDRAM

upgradable upto using
spare DIMM Slots

BOO will check
with console

software and verifY
with OEM
technical
brochure.

As per
requirement

userDDR NVRAM

upgradable upto using
spare DIMM Slots (GB)

SATAType of Interface for
SSD

As per user
requirement

Type of SATA SSD

SATA SSD

Swappable

Hot

0.8Endurance for
SSD (DWPD

Writes Per Day) (X)

SATA
Drive

BTotal Number of Slots

available for SATA SSD

3 or more As per user
requirement

Number
Populated
SSD

Slot
SATA

of
with

960 GB or moreCapacity offered
SATA SSD

per

OO will check

oftware and verify

chnical brochure

consoleth

OEMith

2880 GB or moreTotal Capacity
with SATA SSD

Offered

t^
\1!-r"^^\.

Trial Directives

SSD Storage

Yes

(@ --4 aLP/
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Trial DirectivesValueSpecification

aNumber of Slots
populated with SAS SSD

BOO will check
with console
software and
verify with OEM
technical
brochure.Capacity Offered per SAS

SSD

RAID

5orAs
requirement

per userRAID 1eve1

8 or As per
requirement

u ser

12Gbps or As per user
requirement

BOO will check
with console
software and
verify with OEM
technical
brochure.

2 GB or As per user
requirement

RAID Controller Cache

Ports & Interfaces

1G,1OGNetwork Card Supported

4 or As per user
requirement

YesWhether Network
Interface Card Embedded

1x 1GNumber of Ports Per

Network Interface Card

Asset
Tracking

FeatureNetworking Interface Card
Features

OO will check
th console
ftware and verify
th OEM

echnical brochure.

YesServer
should
Feature

Network Ports
Support SR-IOV

( C,

960 GB or more

No of RAID Controller
Ports

Speed of RAID Controller
Ports

Number of Networking
Interface Cards (LAN)



F; DirectivesValueSpecification

Server network ports should
support DPDK and it should
deliver zero packet loss as Per
RFC 2544 and deliver 100% line
rate for all the packet sizes ovcr

64 Bytes, Vendor to submit latest
DPDK test report for the same

Number of Single port FC HBA
card

Number of Dual port FC HBA

card

Number of Quad port FC HBA
card

FC HBA Speed (Gbps)

vHBA Card Features Supported

Number of Ports per CNA card

CNA Port Speed (Gbps)

Length of LC-LC Cable per SFP+

Port (meter)

Length of LC-LC Cable per HBA
Port (meter)

Length of LC-LC Cable per CNA

Port (meter)

rochurc.

OO will check wi
softwnsole

technicaEM

re

As per user
requirement

As per user
requirement

As per user
requirement

As per user
requirement

As per user
requirement

As per user
requirement

As per user
requirement

As per user
requirement

As per user
requirement

As per user
requirement

As per user
requirement

user
ent

d verify

As per

-5-

Length of Twinax Breakout Cables
per Port (meter)

-Llr,zY1i.\

Ltc.v,,.2

Number of Converged Network
Adaptor (CNA)

Yes
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I DirectivesValue

Video Controller (suPPort VGA

or above resolution)

Keyboard Port

Mouse Port

DVD ROM (lnternal/ External)

USB Ports (version 2 or 3)

Total number of SPare

Availabie for Future
gradation (lnternal)

Bays
Up-

Yes

No

No

Yes

4

consolth
anoftware

rify with OE
chnical
rochure

or As
user

Minimum 3
per
requirement

or As
user

Minimum 3
per
requirement

OO will chec

Total number of SPare

Available for Future
gradation (Hot Pluggable)

Bays
Up-

Certifications

Windows, Red Hat
Linux,Suse
Linux,Ubuntu,Cent
OS

Certifications / Compliance (OS) Firm will submit
OEM certificate.

VMware, Red Hat
Virtualization

Certifi cation / ComPliance
(Virtualization / Cloud Platform)

Features

Remote
Management of
Server over LAN &
WAN with SSL

encryption through
gigabit
management port

Management Features- 1 u,i11 submit
EM certi{icate.

Platform
and h

inventory
status

Management Features-2

"/-4-

Specification

,\4
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irectives
ValueSpecification

Secure Boot
Firmware and
Bios Level
Security)

Security Features- 1

Secure/Automat
ic BIOS recovery

Security Features-2

YesServer scalability to be achieved within
the box & without adding nodes

ubmit
rtifica

will
OEM

te.

Yes

YcsRedundant Power SuPPIY

YcsHot Swappable (Redundant Power

Supply)

As per user
requirement

Power Supply Efficiency

As per user
requirement

Redundant Fan

As per user
requirement

Hot Swappable (Redundant Fan)

Firm will
submit oEM
certificate.

23O + /-t0o/ovACServer Main Supply

Benchmark

As per user
requirement

SPEC int rate-base 2017 for the product
(must be available on SPEC dot ORG

before evaluation)

Firm will
submit oEM
certificate

As per user
requirement

SPEC fp-rate-2Ol7 for the Product
(must be available on SPEC dot ORG

before evaluation)

r,,---9-\sr^ 'w-\
k@w,,. :>{4.
"4

support for high availability clustering
and virtualization

Generic

,Vry (rp&
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Specification Value Trial Directives

As per user
requirement

SPEC int_speed_base 2017
for the product (must be

available on SPEC dot ORG
before evaluation)

SPEC fp speed 2017 for the
product (must be available
on SPEC dot ORG before
evaluation)

As per user
requirement

rm will submit OEM
rtificate

Miscellaneous

Maximum power
consumption of the system
(Watts)

As per user
requirement

Firm will submit OEM
certificate

BIS Registration under CRS
of MeitY

Yes

Yes

Firm will submit BIS
registration certificate

Other
Available

Certilications UL,CE Firm will submit
certificate for UL,CE.

YesRoHS Compliance

a) Dry heat:test - for 16 hrs at 45 deg C as per
IS: 9000/pt-3/sec-5/ 1977 or equivalent

b) Cold test -for 4 hrs at 0 deg C as per IS:
9OOO lpt-2lsec-4 I 1977 or equivalent

Firm will submit
Central Government/
NABL/ILAC
accredited laboratory
certificate

c) Damp Heat Cyclic Test -for 2 cycles of 24
hrs at 4O deg C & 95% RH as per IS: 9OOO/pt-
5/ sec- 1/ 1981 or equivalent

/\

"r,N
-(

BIS Registration Number
Under CRS of MeitY and its
validity

f{-.'-t-r"'*r
--fficrF\-'
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0.}-

(wo/RM. athew T.George)
Assam Rifles

(s.D.P
DIG(IT), CRPF

(Manpal Singh, AC)
CRPF

(Sonare Pratik C, AC)
BSF

(Adu Singh, AC)
SSB

(Dr.M.M.Gosal,SSO)
BPR&D

M(K.Saha, A5gf,Director) (TC. Kamlesh )(v
NSG

\ I

CISF
) (Sunil Kr Singh)
DC(Comn),CRPF

1

(Comn), CRPF

A ed

(Syed Mohd Husnain)
IG(Comn&IT),CRPF

Not A roved

(Zulfrquar Hasan),IPS
SDG(OPS),CRPF

lt-'-"

(Kuldie , rPS)

Trial DirectivegValueSpeclflcatlon

Firm will submit
Central Government/
NABL/ILAC accredited
laboratory certificate

YesThe server has been checked for all
the parameters before conditioning,
After completion of the
environmental tests sequence, with a
recovery period of I to 2 hrs, the
server found to be functional

Warranty

As per
user
requirem
ent/)

Firm will submit OEM
certificate.

On Site OEM Warranty

DG, CRPF

o



DirectivesValuesSpecification

RackForm Factor

Size (RU)

Intel / AMDProcessor Make

2Maximum Number
sockets available
chipset

of
on

2Maximum Number of
sockets populated with
processor

16Number of cores per

Processor

Intel Xeon Gold 6130
(2.IOGHzl16-
corel22MBll25W) or
better or equivalent AMD

Processor Confi guration

Intel C62 1 or better or
equivaient AMD

Chipset compatible with
CPU

Expansion Slots Gen 3

(PCIe x1)
As per user requirement

As per user requirement

2Expansion Slots Gen 3

(PCIe x8)

2Expansion Slots Gen 3
(PCIe x 16)

DDR4Type of RAM

Minimum 128 GBRAM Size

RAM upgradable upto 3072 GB

24DIMM Slots

BOO will check
practically with
console software
and verify with
OEM technical
brochure.

NL SASTlpe of Hard Disk Drive

QRs/TDs of Storage Server

2

Expansion Slots Gen 3
(PCIe x4)
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Specification Trial Directives

Not Applicable

Number of Slots populated with
SSD Drive

0

Capacity offered per SSD Drive 3OO GB

Total number of slots available
for SAS drive

0

Number of Slots populated with
SAS Drive

0

Capacity offered per SAS Drive 0

SAS drive Speed (Hot plug or
better) (RPM)

10K

Total number of slots available
for NL SAS drive

24

Number of Slots populated with
NL SAS Drive

12

Capacity offered per NL SAS
Drive

2000 GB

NL SAS drive speed (hot plug or
better) (RPM)

10K

Total number of slots available
for SATA drive

0

Number of Slots populated with
SATA Drive

o

0

SATA drive speed (hot plug or
better)

7200 RPM or more
as per user
reguiremeyt^1

will check
cally with
le software
verify with

technical
ure.

oo
racti
onso

EM
roch

J
{W - -ai Lr c 't'" -

Values

Total number of slots available
for SSD drive

Capacity offered per SATA Drive

*'y
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Iriar
DirectivesValuesSpecification

24 TB or more or
As per user
requirement

Total Storage Capacity offered

2RAID Controller Cache (GB)

sl6RAID Level

Minimum BRAID Controller Ports @12
Gbps

YesVideo Controller (support VGA

or above resolution)

NoKeyboard

No

Minimum 24Bays (minimum 2 internal or
more hot plug)

4USB Ports (version 2 .O I 3.O)

YesCertifications, Compliance
support by Windows, Red Hat
or Novell

8X or betterDVD ROM (or better)

1G,1OGNetwork Card Supported

4x1G, 2x10G or As
per user
requirement

No of Network Ports

YesNetworking dual LAN

(1O I 1OO I 1O0O) network card

FC HBA Dual port card

OO will check
ractically with
nsoie software

nd verify with
EM technical
rochure.

As per
requirement

per user

user

t
As
requi

FC HBA Dual port card Speed

\) *
qC

Mouse
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ValuesSpecification

Screen blanking, hard
disk & system idle
mode in power on, set
up password, power

supply surge
protected

Power Management

YesRedundant Power SuPPIY

OO will check
ractically with
nsole software
d verify with

rochure.
technicalEM

YesRedundant Fan

OO will check
practically

23OV +l-t}o ,50HzServer Main Supply

500wMaximum Power
consumption of the system

YesServer scalability to be

achieved within the box &
without adding nodes

Firm will submi
BIS registratio
certificate.

YesBIS Registration under
CRS of Meity

Firm will submit
lab test certificate
of Govt. lab or
NABL OT ILAC

accredited
laboratories.

YesRoHS Compliance

Firm will submit
lab test certificate
of Govt. lab or
NABL OT ILAC

accredited
laboratories.

a. Dry heat test (For 16 hrs at a temperature of 45

degree C in accordance with IS: 9000/part-
3/ section-5 / 1977lor equivalent
b. Cold test(For 4 hrs at a temperature of 0 degree C

in accordance with IS: SOOO lpart-2lsection-
4l 1977 or equivalent
c. Damp Heat Cyclic Test ( For 2 cycles of 24 hrs at

a temperature of 40 degree C & 95% RH in
accordance with IS: 9O00/part-S/section-1/1981)
or equivalent

q,--\
<-5''--\'t

Trial Directives

Firm will submil
OEM certificate.

Firm will submit
OEM certificate.

/L -=<-\c-,|4k (w



Trial DlrectlvesEpeclflcation lrr,.u"
Note:- The server shall be checked for all the
parameters before conditioning, After completion
of the above environmental tests sequence, with
a recovery period of 1 to 2 hrs, the server shall
be functional

Firm will submit
OEM certificate.

On Site OEM Warranty s per user

-5-
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Trial DirectivesValueSpecification

NAS StorageStorage System Type

48 terabyte or more
As per user
requirement

Storage Capacity (TB)

BOO will check
practically with
console
software and
verify with OEM
technical
brochure.4Hardware Form Factor of

Storage System (RU)

Disks

SSD / NL-SASDisk T\rpe

6GbpsSpeed of dual ported disk
drive

Total Numbers of Drive Slots Minimum 16

t2

As per
requirement

userTotal no of drive
populated with SSD

slot

As per
requirement

userTotal no of drive
populated with SAS

slot

Total no of drive
populated with NL-SAS

slot 12 or more
As per
requirement

4000 GB or more
As per
requirement

user

user
Drive T\,pe Wise Storage
Capacity of System in GI3

OO will check
ractically with

ftu'areand
erifv with OEM

onsole

echnical
rochure.

YesAutomated Storage tiring
feature across the populated
Drives Vpes( in case of
multiple drive system)

.lp.
,y

QRs/TDs of Unified Storage Svstem and Normal StoraEe

Unified Storage Svstem

Number of Drive Slots
Populated with drives of
different type in the Storage
System

(t

Aq
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Trial DirectivesValueSpecification

YesAutomated Storage tiring
Software License Included

YesHot Spares

As per user
requirement

Number of Populated Disks Per
Hot Spare

YesProvision for additional Capacity

12 or more
As per user
requirement

If Yes, Number of Drive Slots
available to achieve additional
capacity

Connectivity & Ports

Type of Front end Ports

Number of Front end Ports

Speed of front end Ports

Minimum4xlG,
2x10G

Type of Back end Ports

2Number of Back end Ports

12GbpsSpeed of Back end ports

BOO will check
practically and
verify with
OEM technical
brochure.

2Number of Remote Replication
Ports (FC/ Ethernet)

Controllers

Number of Controllers/ VSD /
Node available in the storage

System on common back Plane
without using external
switch/ device OR without
common backplane using
switches

BOO will check
practically and
verify with
OEM technical
brochure.

o - 6,50,60
as per user

RAID Level Support

BOO will check
practically with
console software
and verify with
OEM technical
brochure.

USB

1

10Gbps

2

requireT6\

\W
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Trial DirectivesValueSpecification

As per
requirement

userActive-Active Controllers
Configured in HA

As per
requirement

userActive Stand by Controller
Configured in HA

GlobalCache Availability'lype

Total Configurable Cache

As defined by
user department

Wide Stripping or equivalent
feature

BOO will check
practically and
verify with OEM
technical brochure.

Minimum 255No of Snapshot Copies Per
Volume

Yes BOO will check
practically with
console software and
verify with OEM
technical brochure.

License for Snapshot
included

Data Replication

YesRemote Replication

YesRemote
included

Replication license

YesSynchronized
Support

Replication

YesSynchronous
license included

Replication

YesReplication

YesRcplication

BOO will check
practically with
console software and
verify with OEM
technical brochure.

No3-DC Zero Data Loss Support

Minimum 8 GB

Asynchronous
Support

Asynchronou s

license included

A\N
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Value Directives

If Yes, Supported Replication
Topologr for 3-DC Zero Data Loss

NA

Software
Level

'Ilpe of Data Compression

Type of Data Deduplication Software
Level

No Single point of Failure with
Non-Disruptive replacement of
Hardware

As per user
requirement

The Storage provide Non-disruptive
Firmware / Microcode upgrade

Yes

Firmware upgrade without any
controller reboot

As per user
requirement

Encryption Required Yes

\pe of Data at Rest Encryption Drive Based

Storage management software for
configuration and multi-
pathing(part of the supply).

Yes

Multi-pathing and load balancing
and fail over software (part of
supply) with license for
windows/ Linux servers or shall
support native multi pathing of
os.

Yes

SMB, NFS,
AFP, iSCSI
or FC

OO will check
ractically with
nsole software
d verify with

EM technical
rochure.

Protocols supported by the storage
system from day one

0"C to 45 "COperating Temperature

Storage Temperature 0'C to 45 "C

Operating Humidity (Rh) go.h

rm will submit
b test certificate
f Govt. 1ab or
ABL or ILAC

aboratory
ccredited

Specification

Storase Humidityff) 20 to 8Oo/o

\*y
-aN'

Al\@.
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Value Trial DirectivesSpecification

YesBIS Registration under CRS of
MeiTY

As per user
requirement

If Yes, BIS Registration No

under CRS of MeiTY otherwise
indicate N/A

As per user
requirement

submi
ertificate
irm will

BIS Registration Certificate
shall be furnished when
demanded by the buyer

YesStorage System is
with IPv6

compliant

10O0 Watt or
less

Standby power consumption of
System

Firm will submit
OEM certificate.

As per user
requirement

On Site OEM Warranty

StorageStorage System Tlpe

Storage Capacity (TB)

Dcsktop

BOO will check
practically and
verify with OEM
technical brochure.

Hardware Form Factor of
Storage System (RU)

Disks

SATA / SSD /
NL-SAS

Disk Type

As per user
requirement

Speed of dual ported disk drive
in Gbps

Minimum 6
(Depends upon
capacity) 

a

BOO will check
practically with
console software
and verify with
OEM technical
brochure.

Total Numbers of Drive Slots

G

6cr^-

Firm will submit BIS
registration
certificate.

Normal Storage

10 TB or more
(As per user
requirement)
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DirectivesValueSpecification

Number of Drive Slots

Populated with drives of
different type in the Storage

System

Total no of drive
populated with SSD

slot

Total no of drive slot

Total no of drive
populated with SAS

slot

Total no of drive slot
populated with NL-SAS/ SATA

Drive 'IYpe Wise Storage

Capacity of SYstem

Hot Spares

Number of Populated Disks
per Hot Spare

Provision for additional
Capacity

user

user

user

user

LlSCT

Ycs

user

Yes

user

rochure.

Minimum 2

As per
requirement

As per
requirement

As per

requirement

As per

requirement

Minimum 2

(As per

requirement)

400orB/6000TB/80o
OTB

As per
requirement

4Or
As per
requirement

OO will check
ctically with

onsole software
d verify with
EM technical

If Yes, Number of Drive Siots

available to achieve

additional capacitY

Connectivity & Ports

Type of Front end Ports

INumber of Front end Ports

10Speed of front end Ports in
Gbps

Minimum4xlG,2x
10G

rochure
hnical

check
and

OEM

OO will
actically
rifv with

'Ilpe of Back end Ports

Number of Back en Ports

populated with Flash Drive,

USB

2f\

\w



Trial DirectivesValueSpecification

2Speed of Back end ports in Gbps BOO will
practicaily
verify with
technical
brochure.

check
and

OEMAs per User
requirement

Number of Remote Replication
Ports( FC/ Ethernet)

Controllers

As per User
requirement

Number of Controllers/VSD/ Node

available in the storage System on

common back plane without using
external switch/device OR without
common backplale using switches

RAID Level Support

GlobalCache Availability'l\zPe

lGBTotal Configurable Cache

Software LevelTlpe of Data Compression

Software LevelType of Data Deduplication

YesThe Storage provide Non disruptive
Firmware / Microcode upgrade

YesEncryption Required

Drive basedTlpe of Data at Rest Encryption

YesStorage management software for
configuration and multi-
pathing(part of the supply).

YesMulti-pathing and load balancing
and fail over software (part of
supply) with license for
windows/ Linux servers or shall
support native multi pathing of OS.

OO will check
ractically with
onsole software
d verifv with
EM technical
rochure.

SMB,NFS

,iSCSI
Protocols Supported by the storage

system from day one

{

0 - 6,50,60

*4'
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(M Singh, AC)
CRPF

(WO/RM. Mathew T.George)
Assam Rifles

DCPW

(S.D.
DIG(M, CRPF

(Sonare Pratik C, AC)
BSF

a

(Arj Singh, AC)un
SSB

.M.Gosal,SSO)
BPR&D

2l).w7,
(K.Saha, AsstDirector) (TC. Kamlesh

v
K\mar) (Vikas ) (Sunil Kr Singh) (Dr

DC(Comn),CRPFNSG

\

CISF

0>glv-''
awAl)

ttw
(Zulfrqyuar Hasan), IPS

SDG(OPS),CRPF(Comn), CRPF

ed

(Syed Mohd Husnain)
IG(Comn&IT),CRPF

Not A roved

(Kuldie ngh, IPS)

DirectivesValueSpecification

Operating temperature

Storage temperature

Operating
(Rh)

Humidity

0'C to 45'C

0'C to 45"C

aoo/o

20 to 8Oo/o

cate of Govt. lab oI
irm will submit lab tes

ABL or ILAC accredit
boratories.

Storage Humidity (Rh)

rm will submit OEMYes
ertificate.

BIS Registration under
CRS of MeiTY

Yes
rtificate.

will submit OEStorage System
compliant with IPv6

ts

rm will submit oEM1000 W or less
ertificate.

Standby power
consumption of System

As per user
requiremen ertifrcate

will submit OEOn Site OEM Warranty

A

DG, CRPF



ORs /TDs of Blade Serversand Chassis for Blade Serve

for Blade Se rver

Value

r

C

Directives
Specilication

Rack Mount
Porm Factor

10
Size of Blade Server Chassis (RU)

Should suPPort 8 Full

Blades or 16 Half

Blades server

1n

Should have

redundant Modules

for Power SuPPIY'

Fans, and

Management Modules

Chassis ts

Interconnect
supplies, Fans

Modules

complete with

Modules, Power

& Management

N+N, N+1 redundancY

YesChassis Includes ail the

,i""""..i." so that it can be

*""","a on an Industry Standard

42U Rack

Chassis is fullY PoPulated with

Power SuPPlies RedundancY

Yes
Chassis is fullY PoPulated with

fans for cooling with adequate

redundancY built in for the enttre

enclosure & its comPonents

Support 4 NIC
(2x Min lG, 2x Min

10G) on each Blade

Chassis has required number of

redundant Ethernet

Switches/ Modules to Provide at

r.r=i ,*" numbers of Ports of 10

Gb/ s connectivitY, Server to

S.*.. .ot"-unication should be

in 1:1 non blocking

racticallY and

EM technical

willo
heck

withcrify

rochure.

ptional

userS per

uirement

Chassis has Redundant fiber

ch^.rn.l switch/ modules to

,.""ia. at least 2 numbers of 16

Lgl. nu.. channel connectivity to

the external SAN Storage' Server

io-S.*.. communication should

be in 1:1 non blocking

-,--<'----*"-z:/;'o^/'

Number of BaYs available

Chassis (Number)

{
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Specification Value Trial Directives

Chassis offered with redundant
converged
Switches/ modules/ Interconnect

As per user
requirement

Aggregated LAN Bandwidth Minimum
40Gbps

Aggregated SAN Bandwidth Minimum
32Gbps

In case the external / Internal
switches/modules are offered to provide
connectivit5z to SAN & LAN, the
intermediate interconnect modules
should provide 1:1 non blocking
architecture for server to server
communication

As per user
requirement

Chassis / Blade Architecture has
redundant Management Module to
provide single point of control for
intelligent management of the entire
consoie Access for all the Server Blades
from the Management Module

Redundant
Module for
Management

Report Thermal & Power Information on
per Server & per Enclosure basis

System remote management should
support browser based graphical remote
console along with Virtual Power button,
remote boot using USB/CD/DVD Drive
It should be capable of offering upgrade
of software and patches from a remote
client using Media/ image / folder; It
should have support for multifactor
authentication

Yes

BOO will check
practically and
verify with OEM
technical
brochure.

-aq
-.-,)

Yes

Y



Value
Specification

Yes
Server should
management
management Port

agent less
remote

supPort
using

Yes
The server should support monitorrng

and reco.ding changes in the server

t a.a*"ta anJsystem configuration

Yes
Remote console sharing upto 6 users

"i*"rir"."""ly 
during pre-oS and oS

*"ii-. oP.titiot', Console rePlaY -
-Co.t"ot. 

Replay captures and stores for

.""i., ,fr. cbnsole video during a

";;;'.'. 
last major fault or boot

sequence

Yes
Should provide remote firmware update

f"""1io""f i,y Should provide support

i;;^J;;; i."; graPhical remote console

Yes
GrouP Power

Capping

Control GrouP Power

Yes
Svstem should supPort embedded

.J.t"," support to transmit hardware

events directlY to OBM or an

"",ir".i^J 
P".tt'"t for automated

phone home suPPort

Yes
Software should support dashboard

;; i" quicklY scan the managed

;;";";" L ,""."t the overall health

."f-,ir. aro center It should provide an^

;i;;;;;; visual health summary of

the iesources user is authorized to

view

Yes
The SYstems Management

should Provide Role-based sec

software
urtty

OO will check

racticallY with
onsole software

with
technicalEM

hure.

d verifY

Yes
Management softwarc should support

i;;;;ii"" with popular virtualization

"i"ii..nl 
..r"nugi'"t't software Iike

IC*.., SCVMM and RedHat RHEV

**

*

-J-

Directives

Y ye
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Specification Value Trial Directives

YesShould help to proactively
identify out-of-date BIOS,
drivers, and Server Management
agents and enable the remote
update of system
software/ fi rmware components

The Server Management Software
should be of the same brand as
of the server supplier

Yes

BOO will check
practically with
console software
and verify with
OEM technical
brochure.

BIS Registration under CRS of
Meity

Yes

On Site OEM Warranty As per user
requirement

Firm will submit
BIS registration
certihcate.

Blade Server

Tlpe of Server Blade

Maximum Number of sockets
available on chipset

2

Maximum Number of sockets
populated with processor

2

Processor Make Intel or AMD

No. of Cores per Processor Minimum 16

Processor Configuration Intel Xeon
Gold 6130
(2.lOGHzll6c
orel22MBl12
5W) or better
Or equivalent
AMD

BOO will check
practically with
console software
and verify with
OEM technical
brochure.

*

!9+

{4-
1

\^+ w
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Specification Value Trial
Directives

Chipset compatible with CPU INTEL C621 or better
Or equivalent AMD

Number of PCI Express Slots
(Gen 3.0 or higher)

Minimum 2

RAM'Ilpe DDR4

RAM SIZE (GB) 128 or more As per
user requirement

RAM upgradable upto 2000 GB

16

SAS'Ilpe of Hard Disk

Hard disk drive Capacity (GB) Minimum 1200

10KHard disk drive RPM (hot plug or
better ) (RPM)

RAID Type rlsl6

RAID Controller Caches (GB) I

Connectivitv Ports FC + Ethernet

Dual Port Network
Bandwidth (Gbps)

Card Minimum l0 Gbps

FC HBA Dua[ port card Available

FC HBA Dual port card Speed Minimum 16Gbps

OS Certifications, Compliance;
support by Windows, Red Hat or
Novell.

Yes

BOO will
check
practically
with console
software and
verify with
OEM
technical
brochure.

x

DIMM Slots (Minimum)



(WO/RM. Mathew T.George)
Assam Rifles

DCPW

(s Pandey)
DIGUT), CRPF

-6-

(Manpal Singh, AC)
CRPF

NSG

(Sonare Pratik C, AC)
BSF

A
1n , AC)

SSB

(Zulhquar Hasan),IPS
SDG(OPS),CRPF

,,. .*S.*"r1 1tc. xamresn ffiy mu," Sunil Kr Singh) (Dr.M. .Gosal,SSO)
DC(Comn),CRPF BPR&DCI

\ t,
(Comn), CRPF

(Syed Mobd Husnain)
IG(Comn&IT),CRPF

Not A roved

a

ved

(Kuldie lng ,IPS)

Value DirectlvesSpecification

irm will submit BI
gistration certificate.

YesBIS Registration under
Compulsory Registration
Scheme of Meity

Yes Firm will submit lab tes
ertificate of Govt. lab o
ABL or ILAC accredite
boratories.

RoHS Compliance

OO vdll
ractically.

che)JQ + l- lOo/o,
50 Hz

Power Supply

10"c-40"cOperating Temperature
Range

will submit lab
st cerdficate of Govt.
b or NABL or ILAC

redited laboratories.85% RHOperating Humidity

irm will submit OE
ertificate.

On Site OEM Warranty
nt.

As
req

per user

A

DG, CRPF

1



Specification Value Trial Directives

Camera firpe

DOME IWZ I Box I
Bullet Camera
(As per user
requirement)

BOO wili check practically
and verify with OEM
technical brochure.

Tlpe of Camera
Housing

Yes BOO will check practically
with console software and
verify with OEM technical
brochure.

IP Camera

Image Sensor

CMOS or betterImage Sensor Type

Minimum 0.34 inch

Firm will submit OEM
certificate.

Firm will submit OEM
certificate.

Image Sensor Size

Camera Image
Sensing capacity
(Picture Mode)

Minimum
2MP

Firm will submit OEM
certificate.

Resolution Full I{D (1920 x
108o Pixel) @sol60
FPS or better

Firm will submit OEM
certificate.

Firm will submit OEM
certificate.

Day/Night Capable Yes

Minimum 50 mcter Firm will submit OEM
certificate.

IR illumination
Range

As per
requirement

u ser Firm will submit OEM
certificate.

Thermal Capability

Optics

Firm will submit OEM
petficate.

Lens Type Motorized Varifocal

$"r'x
_---'b2

QRs/TDs for IP Based CCTV Svstem
lCamera and CCTV Storaqel

-( W
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Specification Value Trial Directives

Focal Length(mm) Minimum 4.3-129
mm. P-Iris

Iris Control Yes

Focus Mode Auto, Zooming, One
Push, Manual

Firm will submit
OEM certificate.

Video

Minimum 25

Video Compression H.264, H.265, H.265,
MJPEG, MPEG4

Video Streaming Dual compressed
stream

Firm will submit
OEM certificate.

PAN/TiltlZoorln

Panning Range 0-360

Pan Speed (deg/ sec) Minimum 320

Tilt Range below
horizontal (deg)

Minimum 0-90

Tilt Range above
horizontal (deg)

Minimum 0-5

Tilt Speed (deg/ sec) Minimum 120

Optical Zoom Minimum 3OX

Digital Zoom Minimum 16X

Firm will submit
OEM certificate.

Audio

Audio Support Yes

Audio Compression G.726,G.722.t,

71

BOO will check
practically and
verify with OEM
technical brochure.

(

Frame Rate (fps)

- ^"'_'/-"'>

---S's
$'.e'-'

\%-
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Specification Value Trial Directives

Audio Streaming Two-Wav

Number of Audio Input
Channel

1

Number of Audio Output
Channel

1

External Microphone Support No

BOO will check
practically and
verify with OEM
technical brochure.

Alarm

Alarm Support Yes

Number of Alarm Digital Input 2

Number of Alarm Relay Output 1

Pre/ Post Alarm Buffer Yes

Firm will submit
OEM certificate.

Security

Multi Level User ID / Password Yes

Yes

Encrypted Data Transmission HTTPS
(ssL/rsL)

Firm will submit
OEM certificate.

Performance

Minimum Iliumination for
Capturing Color Image

0.5 iux or
better

Electronic Shutter Speed(sec) 1/50 to
1/ 10000

WDR (Wide Dynamic Range) 120 dB or
better

50-60 dB or
better

Auto Exposure Electronic
Level trol

Firm will submit
OEM certificate.

v

.l

IP Address Filtering

SNR (Signal to Noise Ratio)

" ,..rr"1

1ffi.,^'
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Specification Value Trial Directives

Features

White Balance (Indoor/
Outdoor/ Manual Selectable)

Yes

Auto Gain Control (On/Off
selectable)

Yes

Back Light Compensation Yes

Remote Administration (Remote
configuration and status using
web based tool)

Yes

Remote System Update Over
Network

Yes

PC Client (PC application client
with a channel recording feature
support)

Yes

Web Client (Viewer through HTTP

system configuration)
Yes

On Screen Display in English Yes

ONVIF Support Yes

Presets 100

Group Touring 9

Privacv Zones 24

Firm will
submit OEM
certificate.

Network and Interface

Supported Protocois 1Pv4 lv6,
TCP/IP, UDP,
RTP, RTSP,
HTTP, H'T"IPS,

ICMP, F"IP,
SMTP, DHCP,
PPPoE, UPnP,
IGMP SNMP,

I,-Qo

Firm will
submit OEM
certificate.

(

/dt

t\q-
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Value Trial DirectivesSpecification

IP Support Static, Dynamic

Signal Processing Digital Signal
Process

I Pv6 ready Yes

Wireless No

Firm will submit
OEM certificate.

Simultaneous
Connections

20

Storage

On Board SD Card
Support

Yes

SD Card Memory(GB) Minimum 128

BOO will
practically.

check

Housing

Installation Type Outdoor / Indoor BOO will
practically.

check

Material of the Housing
construction

Plastic / Metal BOO will check
practicaily and lirm
will submit OEM
certificate.

Protection IP 66

Vandal Resistant Housing

If Yes, IK rating IK 10 or
equivalent

Yes

Firm will submit lab
test certificate of
Govt. lab or NABL or
ILAC accredited
laboratories.

I.-irm will submit OI.IM

certificate.

Irirm will submit OEM
certificate.

Mounting bracket Pole Mounted BOO will
practically.

check

vt' "!
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Trial DirectivesValueSpecifrcation

Power Supply

24V DCPower Input BOO will
practically.

check

YesSuitable Adapter shall be

supplied to Make the
Equipment Work on 23O V
tlOo/o, 50 Hz

Environmental/ Certification

irm will submit lab
st certihcate of

. lab or NABL or
accreditedLAC

boratories.

-10"C to
50 "c

Operating Temperature Range

95 rm will submit 1ab

st certificate of
ovt. lab or NABL or

LAC accredited
boratories.

Relative Humidity Non
Condensing (o/o)

Yes Firm will submit
undertaking
certificate.

Availability of facility &
infrastructure for verification
of all parameters, features
and capability with seller.

Firm will submit lab
test certificate of
Govt. lab or NABL or
ILAC accredited
laboratories.

YesBIS Registration for safety
general requirements as per
IS f3252 (Part 1): latest

Warranty / Services

Firm will submit oEM
certificate.

As per user
requirement

Warranty

Firm will submit oEM
certificate.

YesSupply of compatible drivers
and software included

c4-* "!

(

--d
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Specification - CCTV Video Recorder

ValueSpecification

rm will submit OEM
ertificate.

Type
Device

of Recording

OO will check practically
d verify with OEM

cal brochure.

IP Camera Support Yes

Yes OO will check practically
d verify with OEM

chnical brochure.

mZ Camera control
Support

Housing construction Aluminum rm wiil submit OEM
ertificate.

Mounting Rack Mountcd OO will check practically
d verify with OEM
hnical brochure.

Rack
conliguration

Mount 2U l4u OO will check practically
nd verify with OEM
chnical brochure.

Capability
to Work
Makes
Cameras
support)

of Recorder
with Other
of CCTV

(oNVrF

Yes OO will verify with OEM
echnicai brochure

Video

Number of Video Input
Channels

Minimum 32 OO will check practically
d verifv with OEM

chnical brochure.

Minimum 64 OO will verify with OEM
ech brochure.

Minimum 2 OO will check practically
d verify with OEM

cal brochure.

Trial Directives

NVR

Number of IP based
Video input Channels
for HVR

Number of Video
Output Channels

.\

A&
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Value Trial DirectivesSpecification

HD/Full HD/
4K (3840 x

2r60)

O will check practically
d verifv with OEM

echnical brochure.

Recording Resolution

Supported
Compression Technique

H.264,H.265,MP
EG-
4,MJPEG,H.265
+ ,11.264+

rm will submit OEM
ertificate.

Maximum Number of
cameras to be viewed
on a single display

64 BOO will verify with OEM
technical brochure.

Total number
simultaneous
views

of
local

4 Boo will verify with OEM
technical brochure.

Simultaneous
Monitoring Connections
for A11 Cameras (Users
in Local Network for
Client Connection)

4 BOO will verify with OEM
technical brochure.

Recording Speed for all
channels

25 Fps BOO will verify with OEM
technical brochure.

Minimum Through put 512 Mbps BOO will verify with OEM
technical brochure.

Display Image Rate Real time per
channel

BOO will verify with OEM
technical brochure.

Audio

Audio Support Yes BOO will verify with OEM
technical brochure.

Audio Input I BOO will verify with OEM
technical brochure.

Audio Output 1 BOO will verify with OEM
technical brochure.

{

"l
4W
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Specification Value Trial Directives

Audio Compression G.726,G.7r1,G.722.
1,A-l-aw,U-
Law,MP2L2,AAC

OO will
EM

verify with
technical

rochure.

Minimum Number of
Simultaneous Channels
for Two-way Audio
Support

1 OO will
EM

verify with
technical

rochure

Security

'Ilpe of Encryption HTTPS
(SSL/TSL),HTTP
(ssL/rsL)

BOO will
OEM
brochure.

verify with
technical

Multi Level User ID /
Password

Yes BOO will
OEM
brochure.

verify with
technical

Alarm

Alarm Support Yes

Alarm Input 16

Alarm Output 4

Pre / Post Alarm Buffer Yes

Pre-Alarm Recording 30 second

Post-Alarm Recording 60 second

Video Content Analytics
(vcA)

Motion Detection

BOO will
OEM
brochure -

verify with
technical

Network protocols / Interface / Operating
system

Operating System
Supported

Windows, MAC,
Linux

BOO will
OEM
brochure.

verify with
technical

( AG\W



- to-

DirectivesValueSpecification

OO will check
ractically and verifY

th OEM technical
rochure.

UDP,SNMP,IGMP,
DHCP,RTP,RSTP,
HTTP,HTTPS,DNS,
DDNS,RTSP,RTCP,
NTP,UPNP,SMTP,
MP,ICMP,

QoS,TCP/lP (for

DVR)

Supported Network
Protocols

Ethernet, HDMI,
VGA, USB, RS 232,
RS-485

Supported Interface

lO I IOO I 1000 Base

TX
Physical Layer of
Ethernet

)Number of Ethernet
Ports

2Number of HDMI Ports

rochure.
EM

verify with
technical

O will

INumber of VGA Ports

As per user
Requirement

Number of CVBS Ports

4Number of USB Ports

Number of Serial Ports

ractically and verifY

th OEM technical
rochure.

checkwilloo

As per user
Requirement

Number of PoE Ports

Features

YesVideo Loop SupPort

YesVideo Recorder
supports recording on
NAS Directly

rochure.
EM

verifu with
technical

OO will

YesRemote Administration
(Remote Configuration
And Status Using Web

Based Tool)

W

2

I

.......<@
-z<v^ "-'
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DirectivesValueSpecification

System Update (Remote

System Update Over

Network Using Web Client)

PC Client (PC Application
Client With A Channel
Recording Feature

Support)

Web Client (Viewer through
HTTP system

conliguration)

On Screen Display (ln

English)

Drivers / Compatible
Software (Wherever

Applicable) Part Of SuPPIY

Recording schedule
support

Bandwidth Control

Camera Notification

Network transmission
Speed

Yes

Yes

Yes

Yes

Yes

Yes

Yes

rochure

O will verily with
EM technical

Spot (POP up
Window) on
Event,SMS,E-mail

Real time display

@ Dl resolution

640Mbps
B/W,RAID 10

Other features, if anY

Playback / View / Management

Date, Time, Event,

Log,Motion, Bookmarks
Search OO will check

d verify with OEM
ical brochure.

ractically
ftware

with
console

Forward, Backward
adjustable playbaci
speed, Full Screen, Next

PreviousCamera,
Camera,

Bookmarks

(\ Fq

6
\fi



Trial DirectivesValue

Multi Monitor
Video Window,
Map on two
monitors

Support,
Electronic

separate

Page preview

Group add, Delete, GrouP
management

Total Management

O will chec

ftware console an
rify with OE

chnical brochure.

ractically

Add, Edit, Delete,
Master account,
Specific account

Use
Use

Camera

Storage

SATAInternal Hard Drive Interface

INumber
(inclusive
supply)

Hard Disks
the scope of

of
in

Min 8 TBStorage Capacity of each Hard
Disk

Minimum 32 TBTotal Storage Capacity

64 TBInternal Storage Expandable
upto

8Number
supported

of Hard Disks

OO will check

ftware console and
erify with OEM
chnical brochure.

withractically

RAID 1ORedundancy Option

Power Supply

Power Input

YesSuitable Adapter to be Supplied
to Make the Equipment Work
on23OVrlO%,50H2

BOO will
practically.

check

As per User
regyilelent

Redundant Power Supply

"/

-12-

Specifrcatiou

230 t tooh,50Hz
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(WO/RM. Mathew T.George)
Assam Rilles
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(M Singh, AC)
CRPF

) (Vikas

(Sonare Pratik C, AC)
BSF

(Arjun , AC)
SSB

.M.Gosal,SSO)
BPR&D

/)

{*lk
,aw

CISF
) (Sunil I{r Singh) (Dr.
DC(Comn),CRPF

\ {
(S.D.
DIG(IT), CRPF

(v l4rrr.oMohd Husnain)
IG(Comn&IT),CRPF

ved Not A roved

(Kuldie ngh, IPS)

(Zulfiquar Hasan),IPS
SDG(OPS),CRPF), CRPF

Trial DlrectlvesValueSpcclllcation

Bnvlronme ntal / Certiflcatlon

- 10"C to 55 "COperating Temperature

95 o/oRelative Humidity
Condensing at 40 "C

Non

Yes

Firm will submit
lab test
certificate of
Govt. lab or
NABL oT ILAC
accredited
laboratories.

BIS Registration for safet5r
general requirements as per
IS: 13252 (Part 1): latest

Yes Firm will submit
undertaking.

Availability of facility and
infrastructure for verification
of all the parameters,
features and capability with
the Seller

Warranty / Services

EM cerLificate
rm will submiper userWarranty

A

DG, CRPF



Value Trail DirectivesSpecification

th
echnical

hure.

verify
OEM

OO willType NGFW/UTM

Form Factor (RU) Desktop/Table top / Rack
mountable

OO will check
ractically and
lso verify with
EM technical
rochure

BOO will check

practically with
console software

and verify with
OEM technical

brochure.

Features

Traffic handled

Layer 3 - Layer 4, NAT,VPN,
Application Visibility and
Control (AVC),

User Identity, Next Generation
Intrusion Prevention System
(lPS), Zero Day Protection /
Advance Malware protection,
Web Security Essentials / URL
Filtering, Gateway Antivirus

TCP,U DP, HT'|P/ TCP,TCP/ UDP

Packet Size Minimum lO24 KB

BOO will check
practically with
OEM technical
brochure.

Minimum 1O0O MbpsThroughput with all
features
enabled(Under Test
Condition)

Throughput (Real

World/Prod
Performance)
(As per user
requirement)

Minimum 100O Mbps

Concurrent
Session / Concurren
t Connection

Minimum 2M

New
session / Connection
per second

BOO will
with
technical
brochure.

verify
OEM

@-^''

Minimum 25K

ORs/TDs of Next Generation Firewall INGFWI / Universal Threat
Management (UTMI

(
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DirectivesValueSpecification

GE Copper O will verify

rochure.
nical

th OEM
'Ilpe of Interface Supported
Multi select

Number of GE Copper interface

Number of 1OG SFP+ interface

Number of QSFP+ 40 G interface

Number of GE Small Form-
Factor Pluggable (SFP) interface

Number ofQSFP28 100 G

interface

Number of col /WAN Ports

Number of Ipsec VPN Peers

supported (Site to Site)

user

user

uscr

user

uscr

user

Minimum 1OO0

O will check

erifv with OEM
ech brochure.

As per
requirement

As per
requirement

As per
requirement

As per
requirement

As per
requirement

As per
requirement

ctically and

Number of Ipsec VPN Peers

supported (Client to Site)

As per user
re quiremen t

Number of SSL VPN Peers

supported (Client to Site)

SSI)Tlpe of Storage Disk

Minimum 100 GB or
as per user
requirement

Storage Capacity

Single / Dual
(As per
requirement)

llSCT
Power Supplies

BOO will verify
with OEM
technical
brochure.

As per
requirement)

USCTHot swappable power supply

Y
(

Minimum 3000

W



f'*il DirectivesValueSpecification

Rcdundant Fan OO will verify with
EM technical

,{s per user requirement

As per user requirement rochure.Hot Swappable
(Redundant Fan)

check
with

console
th OEM
chure.

x86

cal bro

OO will
ctically

software
d verify wi

Tlpe of Processor

High Availability
Support

If Yes, High
Availability from
day 1

Interface
Expansion slots
supported

Firewall Policies -
License

Web Security Essentials

/ URL Filtering, IPS

License, Application
Visibility License, APT
(Advance Persistent
Threat) License (Anti
Malware Protection , C&
C attacks, Geo IP

Protection, Zero Day
Threat
Protection),Gateway
Antivirus(Features can be

defined by user
department)

Yes

Yes

Minimum 2

Yes

rochure.

OO will verify with
EM technical

Signature
supported

OO will verify with
EM technical

Min 5000

rochure.

At least should support
IP, URL, Domain

Security
Intelligence

/
b',...t'

( /a A4-

Details of the
Firewall Policies for
the Firewall
provided with the
License



lr,.uValue DirectivesSpeclfrcation

Common Criteria or
NDPP or NSS or EAL4
or Compliance to
Indian Cyber Security
Standards issued by
GoI.

ertificate.

submit
lab

lFirm will
foncerned

Certification

Operating Temperature 0"Cto45'C

90 %RH

irm will submit lab
est certificate of Govt

b or NABL or ILAC
ited laboratory.

Operating Humidity

IPv6 Ready from day I Yes

user
EM ce

As per
requirement

will submit
rtilicate.

On Site OEM Warranty

irrgFr.'

-4-

pal Singh, AC)
CRPF

) (Vikas

{tM
(Arjun Singh, AC)

SSB
(Sonare Fratik C, AC)

BSF

a ) (Sun
DC(Comn),CRPF

(w Mathew T.George) (M
Assam Rilles
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ORs/TDs of Network Video Manasement Software

Basic Information

Specification Value Directives

Software domain Network
Managcment
Soft'*'are

Video
System

Type of license I. l)erpetual

I . VMS software for local
monitoring
2. VMS software for
centralized monitoring
for multi-location
installation

rochurc.

Firm will submit OEM
rtificatc.

irm will submit OEM
rtificate.

OO will
EM

verify with
technical

verify with
technical

License Cost

I)eployme n t option

Per 
'l)evice(Camera) / Per

Concurrent User

l. On
devicc

sitc computc OO wilt
trM

NVMS Softwarc

rochure.

OO will check
ractically and verify
th OEM technical

rochure.

I OO will
EM
rochure.

v

verify with
technical

*N K
z'Z

Number
upto
Support
available
OEM

of Years
which

is
from

racticaily and verify
ith OFIM technical

brochure

will checkoo

="Q$''^-

'Ilpe of video
management
system software

Brief Description

il Chq
t--tr
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Value Trail
Directives

Specification

Generic
feature in the
offered
product

1 Video Management software is highly
scalable Enterprise level software & a
complete video surveillance solution. It is
scalable to required numbers of cameras
that can be added on a unit -by-unit basis.
2. Video Management software is licensed
&operate on open architecture & require no
proprietary IT hardware.
3. The Video Management software allow
video to be streamed on workstation monitor
or on a Video wal1.

4. The User with administrative rights to
create clients (users) & give access to the
software client application based on
predefined user access rights.
5. System allow the recording, live
monitoring, playback of archived video and
data simultaneously.
6. The VMS Video management system to be
seamlessly integrated with Face recognition
software and have the capability to receive
the alerts.
7. Management screen: Lock, unlock with
password support.

I . Several simultaneous live
connections of camera in network.
2. Configuration of monitoring situation (site
maps).
3. Programming of alarm-triggered
automatic events in various alarms
configuration.
4. System set up with limited operation
options for clearly dehned surveillance
tasks.
5. Programming of automatic recording
events on a network recorder.

picture

BOO will
veriff with
OEM
technical
brochure.

Software
provides

Generic Features

,)fl
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Specification Value Trail Directives

Type of Streaming l. Single Streaming.
2. Dual Streaming.
3. Multi-streaming.

Video compression
format supported by the
software in real time

1. H.264
2.MJPEG
3.H.265
4. MPEG-4

Frame rate
supported by
software (in fps)

range
the

Unlimited

Resolution 1. Full HD
2. Ultra HD
3. HD

Number of monitor for
displaying live video with
one server /workstation

> 1 (Defined by User
Department)

Number of level of users
and alarm prioritization
supported by the offered
product

> I (Defined by User
Department)

Number of cameras to be
replayed simultaneously
by the offered product

4 or More (As per
user requirement)

Compliance of standard
of the offered product

I . Global standards
ONVIF Profile 'S' for
the interface of
network video
product (ONVIF-
Open Network Video
Interface Forum).

security

--1

Cyber
Parameters

1. SSL/TLS
2. Complex
passwords
3. user lockout

I)igital
K1A

4.
Watermar

BOO will verify with
OEM technical
brochure.

49&
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Specification alue
ctives

CAMERA RELATED FEATURE

Camera
related
feature in
the offered
product rochure.

oo
erify
EM
hnical

wi1

wit
1. Camera's bit rate, frame rate and
resolution to be set independently from
other Cameras in the system and altering
these settings do not affect the recording
and display settings of other Cameras.
2. The software capable to provide
automatic search & discovery of
components of video surveillance system
on the network which can be network
Cameras.
3. The software capable to provide drag &
drop functions on the system & also for
set up of connection between Cameras
and monitors connected to one
workstation.
4. The Software capable of handling
Camera & alarm icons on area map &
area map to be configurable to pop up
upon the receipt of an alarm received
from a camera on the map. This can be
on the same or other monitors on the PC.

5. The Software enables the client to
dynamically create connections between
Cameras and clients and view live or
recorded video on monitors.
6. Software capable to provide the client
seamless operation of al1 cameras &
clients available in the system regardless
of the actual connection to different
network video recording servers.
7. Scalable licensing model supporting
unlimited cameras per server based on
the available hardware conliguration.
8. Camera License not tied to MAC
address of cameras.
9. Unrestricted camera replacement in
case of camera failure.

u@ Y W
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1. Video clips and image snapshots to be
stored with reports for documenting
events.
2. Alarms.
3. Incidents.
4. Operator logs.

,1

Specification Value Trail
Directives

The offered
product
capable to
allow

1. Live Display of Cameras.
2. Live Display of Camera sequences.
3. Control of PTZ Cameras.
4. Playback of archived video.
5. Retrieval of archived video.
6. Instant Replay of live Video.
7. Use of Site maps.
8. Configuration of System Settings.
9. Conliguration and programming of P

lT lZ Cameras, features like auto tours,
presets etc.
10. Digital PfZ Control.
11. Comport Joystick support.
12. Preset posiLion setup.
13. Preset position search.
14. Optical zoom in, Zoom out.
15. Digital zoom enable/disable.
16. Full screen view enable/disable.
17. Camera connect/ disconnect.

BOO will
verify with
OEM
technical
brochure.

Software
capable to
record video
on

1. Inbuilt hard disks on the server.
2. Direct attached storage boxes attached
to the servers.
3. Network attached storage.
4. Storage area network.

Software
capable
select
recording
based on

to
l. Time at which recording was activated.
2. Duration of recording.
3. Operator activated recording.
4. Event activated recording.
5. Scheduled recording.
6. Camera.
7. Date.

Option
available in
the offered
product for
reporting
utility for
tracking for

\

BOO will
verify with
OEM
technical
brochure.

\)-r"

VIDEO MANAGEMENT FEATURES



Specification Value
s

Video
management
and
recording
feature in
the offered
product

-6-

l.Software have the facility to export the
desired portion of clipping of video from a
Desired date/ Time to another desired date/
time on DVD on any client/ Network storage
device. Viewing of the recording possible on
authorized player or in media player on
computer utilizing a Window environment.
2. The video management server not to limit
the number of video recording servers can be
networked together to form video
management and recording system.
3. The video management servers capable to
maintain a catalog of settings for all clients,
servers and IP Cameras & IP enabled
Cameras in the system. In case of single
server, if recording cannot be managed then
offered product has a provision for addition
of server.
4. The Software enables the client to
dynamically create connections between
Cameras and clients and view live or
recorded video on monitors.
5. Software capable to provide the client
seamless operation of all cameras & clients
available in the system regardless of the
actual connection to different network video
recording servers.
6. Software capable to commence the video
recording from the date & time specified by
the end-user & also able to playback more
than one camera recording simultaneously.
7. Watermarking, Encrypt and Digital
Signature option while video exporting.
8. Software shall support encryption based
recording. Encrypted recording shall play
only in Video Management Software.
9. Video push feature to send individual
cameras or an entire view of cameras to
public view or other monitor.
1O. Manage users through LDAP/Active
directory.
1 1. Client bandwidth throttling to Optimize
video data rates over limited bandwidth client
connections.
12. Scheduled Access time for Operation with

oo
erify
EM

chnical
rochure.

will
with

AS permlsslon.

C\,^--
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Specification Value
ctives

Supporting
feature in the
offered product

1 . The Video management software
provides a full matrix operation of IP
video to display monitors.
2. Video management software have
the capability of creating camera
sequences with following
functionalities: -

i) Capability to sequence cameras.
ii) Each camera in the sequence

has its own individual dwell time.
iii) Multiple users able to view the
same camera sequence
simultaneously, not necessarily
synchronized one with the other.

NO of
VMS
can
upto

cameras
Software
sequence

60 or more
(As per user requirement)

Each camera in
the sequence
have its own
individual dwe1l

time in seconds

60 or more
(As per user requirement)

Maximum
throughput

VMS 80O Mbps, 100O Mbps, 120O Mbps

Client Interface
(Thick Client)

1 or more

Suspect Tracking
through Multiple
link of Cameras

I or more

Server
Connections

1 or more

rochure.

w1

oo
erify
EM
chnical

L
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Specification Value

Window 64 Bit (Latest)Operating
Compatibility

System

Architecture 1 . Client & Server on
Multiple Hardware.
2. Client & Server on
Same Hardware

C)O verifv wi
EM technic
rochure

Display Mode

Number of monitor for
displaying live video with one
server / workstation

9 or more

Number of Video Streams
(Channels )concurrently
supported by Local VMS

64 or more

Number of Video Streams
(Channels) expandable for
local VMS up to

64 or more

Number of Video Streams
(Channels)concurrently
supported by Central VMS

64 or more

Image rotate(in degree)

No of Auto Tour selectable
option

10 or more

Status display Free

Camera
usage

disk space,
status, CPU

Display clock (in real time) day, date, time, year

Display mode (split
matrix)

screen 64

Live view, Live View &
Navigate, Live view &
Navigate over camera
rco

rochure.
chnical

verify
OEM

oo
ith

Display
Overlay
during -

Characteristics
of the Canreras

'4

\99*-

Trail Directives

360 Degree
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Value Trail DirectivesSpecification

Audio

2-way'I\rpe of audio BOO verify with
OEM technical
brochure.PCM, G.711U, G.711A

G.722, G.72gA, GSM.I

AMR, AAC

Type of Codec

Event Trigger

.)No of Motion detection
selectable area

Motion detection selectable
area

NA

System event shutdown, restart, login
logoff, Camera reUoot,
external I/O trigger

NAHot-Spot Window Feature

I ) 4Hotspot window split Screen
from the matrk

Tlpe of Hot spot window,
Hot spot split screen

5+ I wide
wide screen

screen,l2+ 1

BOO verify with
OEM technical
brochure.

Recording

Schedule, continuous,
manual, motion, event

Recording type

Auto, FIFO mode Audio
and video simultaneous
recording, Motion Detect
from camera

Recording Recycle

Audio Recording

/)

Pre-record,
support

Post -record

BOO veri$r with
OEM technical
brochure.

(

.\S

4
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Specification Value Trail Directives

Storage / Backup

Number of selectable
path in Local storage
simultaneously

30

Network storage path iSCSI, network share,
NAS

Storage/ Backup features Multiple local storage
support, Network Storage
Device Support, USB
backup support, back up
Tape device

BOO verify with
OEM technicai
brochure.

Playback

Playback Search from
Local and Network
storage

1. Channels.
2. Date and time.
3. Bookmarking.
4. Alarm.
5. All - Channels; Date &
Time; Bookmarking;
Alarm.
6.Attribute Search( Object
Size, color)

Event Playback
from video 1oss,

detection and
recording

Search
motion

manual

1. Channels.
2. Date and time.

Plavback mode Play, Stop, Pause,
Forward, Backward, Next,
Previous.

Forward/ Backward mode xl I 4,xl I 2,xl,x2,x4,xl6

Video Search External
trigger

alarm input

Image by JPEG

BOO verify
with OEM
technical
brochure.

Image Export

{

rq
,)%
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Specification Value Trail Directives

Network Features

Protocols 1. TCP
2. UDP
3. RTSP
4. Multicast
5. SRTP

Remote View 1. Remote Live streaming.
2. lmage Snapshot to JPEG.
3. PTZ control.
4. Event notification.
5. Video playback.
6. NA

E-Map 1. Multi E-map layers support.
2. Indicator camera &l / O.
3.E-MapTlpe BMP/JPG /GIF/PNG
/TrF.
4. Unlimited E-map pictures.
5. Camera Preview.
7 . Map support: map, satellite and
hybrid view.
8. Online control: left, right, up,
down, Zoom in and Zoom out.

1. DB Tools.
2. Backup system.
3. File export to AVI, ASF, MP4

Tools

Compatibility 1. Compatible with 3rd party IP
cameras

OO verify with
EM technical
rochure.

Graphic User Interface

The GUI software
capable to
perform the
applications
simultaneously
without
interfering with
any of the storage
server operations
(recording, alarms
etc)

BOO verify with
OEM technical
brochure.

1 Live display of Cameras.
2. Live display of Camera
sequences.
3. Control of PTZ Cameras.
4. Playback of archived video.
5. Retrieval of archived video.
6. Instant replay of live video.
7. Use of graphical controis
(maps) and alarm management.
8. Configuration of system

4
a

settings.

-(

2. Widescreen Support
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OO veri
th OEM
hnical

rochure.

alue
ctives

Specification

OO veri
ith oE
chnical
rochure.

The
software
capable
support

GUI

to

I . Any form of IP network connectivity
including LAN, wAN and wireless LAN
technologies.
2. Multicast video streaming.
3. Unicast video streaming.

GUI Software
Feature

1 . Capable to provide an authentication
mechanism, which verifies the validity of the
user.
2. Capable to allow live monitoring of video.
3. Capable to provide management and
control over the system using a standard PC

mouse, keyboard and Digital keyboard.
4. Capable to display all Cameras attached to
the system regardless of their physical
location on the network.
5. Capable to display all Camera sequences
created in the system.
6. Capable to display all Cameras, sequences
and users in a logical tree.
7. Capabie to support graphical site
representation (map) functionality, where
digital maps are used to represent the
physical location of Cameras and other
devices throughout facility.
8. The maps have the ability to contain
hyperlinks to create a hierarchy of
interlinked maps.
9. Capable to support digital zoom on a fixed
Camera's live video streams.
10. Capable to support digital zoom on a YIZ
Camera's live video streams.
1 1 . Capable to display video of Cameras on
40 inch Large Format Display Monitors and
Workstation Monitors.
I 2. Capable to allow the control of display
from the client PC.

13. The operator from the GUI software able
to decide the screen layout and also the
Cameras that shall be displayed on the
monitors.
14. Capable to support multicasting.
15. Capable to switch the screen layout in
response to an alarm.
16. Adaptive Streaming. Option to switch
stream to lowe
on full screen.

r h r rSato er o VICe C base d



Specification
Irau

Value Directives

Frame rate
camera in the
Software

per
GUI

tso
OE
bro

60 tl

No Of video tiles
enable on a single
digital monitor

64

Tiles Views provided
on each of the digital
monitors
independently

1. Full screen
2. Quad view
3.4x4(16-view)
4. Support any
division based
requirement

other window
on the site

GUI Software
Operator
Feature

I . Allow operators to view an instant
replay of any Camera.
2. The operator able to define the
amount of time he wishes to go back
from timeline bar or through a
custom setup period.
3. The operator able to control the
playback with play, pause, forward,
and speed buttons.
4. Operator capable to drag and drop
a Camera from a tree of available
Cameras into any video tile for live
viewing.
5. Operator capable to view the
Camera from a tree of available
Cameras into any video tile for live
viewing.
7. Operator able to click on an icon
in a map to initiate WZ Camera
preset, run WZ pattern, view
Camera in an analog monitor or
send an I/O stream.
8. The operator capable to control
Pan, Tilt and Zoom patterns of
P /T /Z Carnera.

The operator
capable to
choose and
trigger following
action from a
macro/ sitermap

1. View Camera in a video tile.
2. View map or procedure in a video
tile.
3. Starting/ stopping PnZ pattern.
4. Go to PIZ preset.

- 13-

OO verify wi
EM technic

chure

\to}
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1.N
2.X
3.N

-t4-

to X redundancy.
to N redundancy.
to N redundancy.

4

Specification Value Trail
Directives

Video Recording Software

Video
Recording
Feature by the
offered
product

1. Support recording
H.264 lMJPEGl}{.265 or higher video
streams and audio for all the channels.
2. Supports triplex applications,
recording, re-play and backup
simultaneously compatible with windows
Server OS or Linux for highest
performance and reliability.
3. Software operates on open architecture
and not requires any proprietary
hardware.
4. Software capable to record different
video streams or more simultaneously
accessible from any client PC connected
to the network.
5. Software provides network time server
function to ensure the synchronization of
the video servers and the recordings.
6. Software capable to receive alarms of
different types from equipment to start a
recording These alarms be motion
detection, video loss, unified picture and
trigger input.
7. Software alarm recording supports pre-
and post-alarm periods both can be
configured in duration.
8. Software shall provide a status of the
available recording capacity.
9. Software shall define limits and alerts
for low disk space at warning and
recording stopped levels

Video
Recording
Software
supports
redundancy
configurations
for recording
severs Video
Recording
Servers/
Network Video
Recorders

I

rochure.

oo
th
hnical

o
veri

ar!



Specification Value Trail
Directives

Faiiover Time
(Maximum Time to
which application
switches from main
server to Failover
server)

Features of Fault
Tolerance Recording

1 . Software & Server(s)/ NVRs
operation are interrupted, like
power disconnection and once the
server(s) are restarted, these
automatically resume recording of
any Cameras these were recording
prior to the interruption.
2. Software supports network
fault-tolerant recording such that
if the network connection between
a video management server and
video recording server becomes
unavailable, for example through
cable breakage, network
congestion or WLAN interruption,
the system operation shall
automatically recover when the
connection is restored.

BOO verify
with OEM
technical
brochure.

l.Search for recordings in the
software by Camera, date and
time if a data and time is
specifled, playback shall
commence from that date and
time possible to playback more
than one Camera simultaneousiy.
2. Software be capable to export
sections of recordings to a
separate Windows folder, which
then be written to CD-ROM, DVD-
ROM or USB Flash Drives etc. to
be played back at a location not
connected to the network video
management& recording network.
The export process make available
a player 4ppljcation,/\

4

- 15-

40

Feature of Search &
Export

r,@
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Specification Value Trail Directives

which provided with the
exported video. Export be
possible in Windows media
player or any other media
player compatible format.
Simultaneous export of multiple
Cameras be possible.
3. Software provides secured
recording for evidence purposes
and user authentication to
protect data integrity.
4 . Software supports activity
controlled video recording. This
is required to automatically
adjust recording bit rate
depending on motion & scene.
During periods of negligible
motion, the recording bits rate
shall drop and when motion
occurs, the recording bit rate
shall return to normal without
any perceptible delay.
5. Watermarking, Encrypt and
Digital Signature option while
video exporting

Central Monitoring Software

MonitoringCentral
Software

I . Centralized monitoring of
Unlimited devices spread across
multiple stations.
2. Local recording at branch
with High Quality Video and
Low bandwidth streaming to
Central station.
3. The alert send by VMS, Video
Analytics software can be view
in form of pop up on screen.

-.-\ ,/ \

BOO verify with
OEM technical
brochure.

r$y ( ,/L 9@
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) Specification Value Trail
Directives

No of cameras
monitored from the
central location by
the software

BOO verify
with OEM
technical
brochure.

Alert Features

Alert feature in the
offered product

1 . The software capable to
detect signal loss & have the
capability to alert the Systems
administrator.
2. Software capable to receive
all incoming events (motion
detection, triggered digital input
& relay output) in the system
and take the appropriate
actions based on user-defined
event/ action reiationships.
3. The Software shall create an
audit trail of all events and user
activities.
4. Software capable to provide
alarm management module.
5. Alarm management able to
set any monitor or groups of
monitors to automatically
display cameras in response to
alarm inputs.

BOO verify
with OEM
technical
brochure.

Installation

Installation in the
scope of supply

Yes

If Yes, then scope of
Installation

As per user requirement

.1

BOO will
check
practically
and verify
with OEM
technical
brochure.

100000

( Afr
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YesFree Upgradation to Higher
Version within support
period

Specification Value Trail
Directives

Commissioning
scope of supply

in the Yes / No

If Yes, then scope of
Commissioning

As per user requirement

BOO will check
practically and
verify with
OEM technical
brochure.

Supported Hardware Requirement Parameters

Minimum Hard Disk Space
Required

512 GB

Minimum
required

RAM Size

Server requirements

64 GB or more

Customized

CPU required Intel i5 or better

Other
requirements

Hardware Quad Core

Operating
supported

Systems MS Windows IO

Supported Web browsers Google Chrome, Firefox, IE,
Safari

Supported Database MS SQL

BOO will
check
practically
with software
console and
verify with
OEM
technical
brochure.

General Parameters

BOO will verify
with OEM
technical
brochure.

,(

rL4

Commissioning

,'-"7'.9
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DlrectivesValue

Valid License copy
to be provided

Software supplied
through

OO will veriff wi
EM technical brochure.

Yes

URL Link

URL LinkHyper link to OEM
Data sheet

ta-.,-

(WO/RM. Mathew T.George)
Assam Rifles

K.Saha, asstD
DCPW

(s. Pandey)
DIG(IT), CRPF
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(Manpal Singh, AC)
CRPF

(Sonare Pratik C, AC)
BSF

/)
(Arjun Singh, AC)

SSB

(Zulfrquar Hasan),IPS
SDG(OPS),CRPF

,:M, t
irector) (TC. Kamlesh (vi

NSG

\ I
IANrf

C) (Sunil Kr Singh) (Dr.M. Gosal,SSO)
DC(Comn),CRPF BPR&DC

W
aAgr

(Comn), CRPF

A r ed

(Syed Mohd Husnain)
IG(Comn&IT),CRPF

Not A rove

,IPS)(Kul

DG, CRPF



Specification

Deployment modes

Web Application SecuritY

Values

Reverse ProxY, and full
Proxy Mode

Solution must

distinguish between

browsers & bot's bYtec

has browser caPabilitY

&CAPTCIIA / (rngerPrint

challenge

28000000

BOO verifY with OEM

technical brochure.

BOO will check

practicallY and verifY

with OIIM technical

brochure.

BOO will vcrifY with
OEM technical
brochure.

BOO will check

practicallY with
software console and

verify with OEM

technical brochure.

HTTP Connections/ Sec

(Maximum) (Numbers)

System ThroughPut
(Maximum) (GbPs)

Request Latency

Minimum 2 GbPs

Sub-ms

Network Intcrfacc Ports

Bypass Ports for fail safe

Min 2XlOG + 8* 1G

Coppcr

As Per
Requirement

user

Attack Protection owsAP TO Ql0,
SQL&WEB
INJECTION. Device ID

tracking along with
protection of credential
sctting

Directives

llOO will check

practicallY with
software console and

verify with oEM
t echnical.

*4

QRs/TDsofweL@

250000

Concurrent Connection
(Maximum) (Numbers)

'/t.GR\--ff
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DirectivesValuesSpecification

Detect and Prevent
attackers from finding

hidden directories

Features

BOO wiil
with
technical
brochure.

verify
OEM

Minimum One 4 Core Intel

Xeon Processor or

equivalent or better

Processor

BOO wili check

practically with
software console

and verifY with
OEM technical
brochure.

Minimum 50O GB
Storage

Must Provide caPabilitY to

obfuscate sensitive field

name to defeat Man-in-

The-Browser Attack

Authentication and

Authorization

Integrated scanner

BOO will
with
technical
brochure.

verify
OEM

Through Centralized Ivlgmt

OR Local management

(As per user Requirement)

Logging, RePorting

and Monitoring

Management Port-

Console Port

RJ45;
RS232.

policyMonitoring &
through single

WAF & ADC

GUI for

Input-OutPut Port
BOO will
practicallY
verify with
technical
brochure.

check
and

OEM

DualPower SuPPlY

ooc to 45"C Firm will submit
lab test

certihcate of

Govt. lab or

NABL OT ILAC

accredited
laboratories.0"C to 55"C

Storage TemPerature

Available

As per user Requirement

Operating
Temperature
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Values

Afr.-
(wo T.George) (M pal Singh, AC)

CRPF
(Sonare Pratik C, AC)

BSF
(tujun Singh, AC)

SSB

(Dr.M.M.Gosal,SSO)
BPR&D

Assam Rilles

*40'
(K.Saha, AsstDirector) (TC. Kamlesh%"', (Vikas (Sunil Kr Singh)

DC(Comn),CRPFDCPW

(S.D.Pandey)
DIG(IT), CRPF

NSG CISF

\ I b).
DIG(Comn), CRPF

(Syed Mohd Husnain)
IG(Comn&IT),CRPF

Not A roved

(Kuld h,IPS)

(Zulfiquar Hasan),IPS
SDG(OPS),CRPF

vv"
al)

A

Trial DirectlvesSpeclflcatlon

95Operating
Humidity
(%RH)

Firm will submit lab
test certificate of
Govt. lab or NABL or
ILAC accredited
laboratories.Gartner Report, ETSIEN 3OO

3S6Vl.6.l(2012) or equivalent
EN 55032:2012 Class A or
equivalent EN 61000-3-2:2014
or equivalent FCC Class A(Part
15) OR equivalent Indian
standard

Compliance
Certihcates

Firm will submit
OEM certificate.

As per user requirement.

onOn Site OEM
Warranty

DG, CRPF




