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A) SECURITY INFORIYIATION & EVEN MANAGEMENT (SIEM)

I.SECURITY INFORMATION AND EVENT MANAGEMENT

\

Description of Requirementss.N

as well.

lis

forhavedevice

tthalest- tionsoluSandt nSmu t agetionsolusedThe provide agenpropo
betodeviceotherf andSCrverthe t oscanaucan tomatically

monito tortsn startandeveauwilland accepttomaticallytoredmonl
In forcasetervein tion.ntor specificanyt administrathouw1device any

sametmustiaret provrslona tion requiredagenI pplica

1

Architecture:
ffr. ."p"Uitity in general of the components are given below:-

(a) Collectois: Logs collectors will be deployed to collect logs

from various device and apptication at a particular location. The main
function (but not limited to) are:-

(i) Collection
(ii) ComPression
(iii) EncryPtion
(ivj Cacfring, where the solution must provide for storing of

logs in case of no 
"o**rrrication 

with consolidator f correlate for

minimum period of 7 daYs.
(b) Consolidator. The main function (but not limited to) are:-

(i) Indexing and Searching.
(ii) RePorting.
(iii) Storage and Forensics.

(c) correlators. correlators wilt be deployed to proces: th" event

sent by various coilectors/ consolidator. All logs collected -should 
be

analyzLd. and correlated. The main functions (but not limited to)

are:-

(i) Real-Time Incident Monitoring'
(ii) Threat Notification and Alerting
(iii) Incident Case Workflow'
ii") User and Entry Behavior Analytics' d)

Centralized Management Senrer.
(i) The solution musi provide central Management of entire soc
from a particular iite and provide access to SOC

administratois fiom other location for managing the device in their
areas

2
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Description of Requirementss.N

administration through a
(e) A11 the software comPonen
the same OEM .

should provide
single web

of the SIEM solu

all system-level
User Interface.

tion must be from

usol tionThe proposed(ii)

t

handled the alternate correlator.

location

delivered appliancesfunctionali
with

moreor0 oo0be 1shouldttheacrossEPSTotal deploymenaggregated
SClicenratedwithoutfrom 1EPSPeak25and dayoo0EPSsustained

tlSCTS securiconsoleofno tyofno assets,devicesof lntlimi tegrated
allandMachines SystemVirtualardH ware Operationanalysts

bewill SlIallta ppliedt bytheallforsoftware componenlatedre
uiredthemeetusol tion to reqofBidder turnkeyASthe part

asor serverAStem beTheties maysys
databaseandS softwareoofbundleindbundle tegrated

and ate OSw1 allthte device pplications.will requlsloC llectors separa
ordevice atherei samecantor be separateCoand rralatorConsolida

OSte andthw1 alltiesres requisifunctionalitheiredevic pectiveoffering
allat locationenbe sureddevicef ustmvailabiliA oHa.1C tytions ighappl

betodivertedbeits shouldtion allta locacorrelator fails, logsfI a any

3

Workflow Automation:
st provide a SOC orchestration layer solution

that can must facilitate incident Investigation and response workflow

that must open tickets, assign the tickets to the appropriate team

member while maintaining a complete audit trail for the incident

4

De ploying Metho dolo gY:

Solution must "rppoit 
Hybrid deployment including Hardware,

and virtual environment.Software Ph

5

6

of the solutionS

designedtion.
thouwl tdevicesSsource anyandofumbernSr.r logstI should pport any

anatfor nobet vtionu 1-lS log dropsmtalimi Sollicensing

&
7

The Proposed solution must
all types of event sources
selver 2005, 2OO8,2O12, I

Windows Serer, Routers,

provide a comprehensive coverage as cross
(but not limited to ) tike Databases (SQL

Oracle), ALX Server, Unix/Linux Server,
Switches, GatewaYs, hubs, Windows OS

s of OEMfor all ucts8.8.1 10
Application Logs:
ffira be able to collect security logs generated by

software products like databases, web and applications like ERP etc

and custom built tions

8

9
mannerteda distribu1ncollectmusttion logssolueTh proposed
ttheoft managemen systemlogstheoffload requiremenprocesslnging

andcomASsuchtasksfor

tf.\ d Qo.[
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uirementsofs.N

have to customersallowtoolssoftwareamustutionsolThe proposed
or developedinternallythwition legacy1nte unsupportedcreato tegra

te1ntetocustomerallow ,graustsourcest The software tool m
files and Databases.

even
with

10

Ng[mal?ed Event Data:
@onmustnorma1izedat1co1lectedeventdataintoa
consistent format.

11

Catggorized Event Data;
The Proposed solution mu

specific

in antotada1o easy-to-tS ca rCI
btegorized

does nott tthaformable requreadareunderstand humanly-
definesveinto uctcondt IDs stigationevenEMoofknowledge

boards.dashnewteorand crea'Srulecorrelationnew

t2

Secure TransPoft:
The proposed solution must
data between all the collected/

provide encrypted transmission of log
consolidators and correlators.

13

t4 Reliabls TrangPott:
i@hou1dusere1iab1eTCPprotoco1thatwil1enSure
retiansmission in the event of protocol failure to ensure that no log

data is lost in transit.
15

event.sources are still

immedia
original

bemust detectedtructureinfrascollectionthe neve toffailuresAny
ealH thbemust notified.and personneoperationstely tt eventevalida thabilia totheudeincl tymustmonrtoring

Event filterins:
@1utionmustprovidein1ine(userdefinable)optionsto
reduce ivent data by filtering out unnecessary event data before it is
tored or correlated.

16

Event Aggregation:
@. flexible in which normalized fields can be

"ii..g"t"d 
and provide the ability to aggtegate in batches or time

windows. An examole of aggregated would be every 1OO0 identical

event be aggregated into one record with the necessary start and end
count of 1000.and thetimestam

l7

at least 7Oo/o corn
Compressign:
The solution must

18

Raw Event data:
i@mustsupporttheoptionofcolletingraweventdata
using Syslog, FTO, SCP, Sttltf,tp, and any other protocol required for

coleltion oilog" etc. This ensures original audit data is available for

forensics.

19
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Description of Requirementss.N

20
Windows

t
1nDomainawithtedbet 1nmtion usu tegrasolThe proposed

mulfrom tiventcollect the ple systemsand logst 1e fashionSSnan age
deviceendtheonbeto talledlnsttthouw1

Time Svnchronization:
ffimponents along with the log source should be

timeto

2t

22 Centralized Management:
ust be managed centrally allowing users to

conngr.rrl a11 features; backup configuration and push software update

etc. U one centralized creation.
Event replav:
Th. p-p.*d solution must provide a software based tool or facility

which aliows production event data to be exported and replayed into the

for te and content creation.

23

24 Scalabilitv:
The proposed
1,O0,O00 EPS)
This should be

Solution must be scale to large environment (upto

with additional EPS licenses and additional hardware.
software based solution.

Storage integrltv:
@tionmustuti1izestorageRAID1eve1sfor[ocaldata
,.arrra"ncy with the ability to reinitiabz,e a failed disk from data stored

in the RAID cluster.

25

26 Storage Flexibllitv:
@ionmustbeab1etostore1ogdataboth1oca11yand

Drive Inte tion.With SAN NAS

tion
dis

Retention Policies:
timulteto creathe Abiliustm pleSolu tyThe provideProposed

ta.daofand saltenre tiontomaau tedthefor

27

Log Data Integrity:
audit mechanisms1nThe solution must

28

tive
Search interfacer

terface1nsearchtuiinaustmution simplesolThe providesedpropo
setsskillw1users thtdifferenusable

29

Search Drilldown:

-h"P.po."d*1"tionsearchinterfacemustprovidetheabi1itytodri1l

down on output data and alter the search filter by simply click on fields

within an event.

30

provide
Search Patterns:

ooleanBslmforsu plemust1nsearch pportterfaceThe proposed
sionscomASS  Swe,11S search

31
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s.N of
Search Operators:

of archSCve lista commust prehensiSO u,1 tion provideThe Proposed n to1ntorSuseallowand grow"ta><,,thw1 Synexpandableoperators
henwandAStternscom

32

scrl

ping"Similar
withoutraditional

d
structurestuitiveinand queryallowmtion ustsolu easyThe proposed

to1n Comssionarchse plex patterns,com Expretoallowhichw pound
Stiul commandMrwlseothe pIewould piwhatto required

ofknowt ledgetools anyrequiringScrito1n uslngpts

33

ofbe bletmusPerformance capaSearchtionSoluThe proposed
ASwell unstructuredastsevenstructured (index)throughsearching

(natural Language) log messages

34

option
indexed

1nterfacesearchsol tion,uThe proposed
asearchbined usmgcom queriesallowtothemust provide

ta andteven dainandindexsucS asrhMethodofbinationcom
simulsearch taneouslytextunstructuredfullandSS1ONexpreregular

rformancesearchimthouw1 t

35

36 Search Time Range:
@o" search interface must provide the option to
search interface using either a custom time (data/ time start, end) or

dynamic time (last 2 hours)

Search Result Vlew:

-p-po".d 

*lrtion search interface must provide option to
customizl the output columns of the queries result' The option may

include constraining the view to only normalized data or filtering the

see raw data.view to o

37

Search ExPort:
the searchbili toatheustm exporttyprovideThe Systemmanagerlog

onorSfi1eted locallymoun systemamS localuser'tot theresul syste
shouldThevlewto Exportusersfor othertmenthe systemmanagelog

t.formacsva ore11n thersavedbe

38

Save search Filters:
@n must provide a simple, intuitive ways of allowing

users to save search filters ior later use and to be shared with other

authorized users.

39

40

hi
Sandof largebe ble toringmust ssingSolsed proceution capaThe propo

forandrestoredbethata analyzedcantdaof Storicalumevol log
forensic investigation PurPose.
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s.N Description of Requirements

EE

provide a simple interface to schedule the
data.

Schedule Archive:

ofcom
The proposed solution must

and archi

4l

Manual Archive:
_hep,opo"ed*1utionmustprovideasimpleinterfacetomanual1y

data.

42

Retqntlon:
solution witl be capable of retaining online logs for 3 months with

consolidator and correlate.

43

Real-Time Nerts:
tion onbasedalertsofstmu be generatingSolu capableThe proposed

monlhealthtionforSmatchetternterfil

44

Threshold Nerts:
In addition to real -time alerts, the system must provide historical,

from saved searchthreshold

45

Nert Fllters:
tt "-p-po".a 

solution must provide per-defined alert and provide the

ability to re-use pry-defined filters and own created filters as alert

criteria.

46

Alert Delivetv:
TG p-p solution must provide options of how alerts ate

deliveied to operations or security personnel or reporting to the web

consol, send an email or generate an SNMP trap to an external

management system. The solution must be capable of doing all three

for each alert.concurren

47

48
for

Per-Defined Report:

tions
reportsustmutionsol per-definedsed provideThe propo

be modifiedcanthat,lianceComSecuri ando
Compliance RePort:
Solution should Provide compliance auditing, alerting and reporting.

49

Customized RePorts:
@utionmustprovidetheabilityforcustomerstocreate
their own reports with repotl" template, reporting wizards as well as

an advance interface for power users to create their own custom report

50

k,ry#- d %r L-
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s.N of
51 Report ExPort:

ffi1utionreportingfunctionmustbecapab1eofexporting
i.poit" in various formais. At a minimum, the report formats should

be Bxcel Spreadsheet (.Xls), Adobe Acrobat ('pd!-,- ]Vord .Document
(.doc), web Page (.Html), and comma-separate Values (.csv). The

i"po.ii"g functins shouid also allow the report to be run and viewed

user as well.ad-hoc
Repo.rt Sghedulins:
@ion must provide 

_ 
the ability for customer to

schedule and email reports to run hourly, daily, weekly or monthly as
th for users who have system access.either an attachment or a URL Pa

52

53 Drilldown rePort:
@ution reporting engine mugt provide
generate linked report with a master report that allows
Io*t, into the data within the report dynamically'

tenability to
users to drill

54 Run-Time RePort OPtions:
orting engine must provide the ability to

frlter, trigfrtght, and modifu various report functions at runtime. This

should inctJae the ability to selectively define device group or storage
uto

55
eachto userSsboarddash pecificprovide

be ofardbo ustmdashThe capableblebe usershouldand configura
bo function.usereach jtimul topspecificreportsdailypledisplaying

Log Management Integration
Svslog Forrarding:
@ionmustbeab1etoreceiveraw(i.e.unprocessed)
"u"nl 

aata in the form of syslog message or text log files, in addition to

receive the raw event data from collectors.

56

57 Correlatlon- AnalYsis and Workflow

58

ss
correlation rules to

detectioninciden

Correlatiou Rules:
ustmutionsoI manyThe provideproposed

worand kflowtthetetomaau
Cross-Device Correlation:
@onmustbecapab1eofcorre1atingactivityacroSs
multiple devices to detect authentication failures, perimeter securitJr,

*or*- outbreak and operational event in real-time without the need to
deviceS

59

60 Statistical Correlation:
ust be capable of keeping a statistical baseline

of "irormal" monitored activity. This includes attacker, Target, Ports,

Protocols and session data.

Y*l_ { %rY h- o



s.N Description of Requirements

Correlation Flexlbllitv:
le of running crops device correlation, advance

correlation real time correlation and historical correlation at the sarne

time

61

62

st critical assets or by particular users.
historyttackamoniofbe toringmustso1utionThe capableproposed

again
63

provide
trackingirectory

tial pointing

HCPD VPNtecorrelaathe bili tomust tySolutionThe proposed
inuserforssionseteven everytoDveacti provideand
awaswhofor usingTh 1SS CSSCN pinthe enterprise

tiont 1n'an incidendhiSworkstation
64 Identitv Correlation:

@tion must natively integrate with existing

authentic"tion directories to import context related to users and role

which will then correlate and attribute every event to an actual user,
of the event source.re

Role Correlation:
@tionmustprovidetheabi1itytousereal-timecontext
frorn- auihentication directories in order to determine whether a user's

activities are aligned with their role. This function must automatically
alter the monitJring process when a user changes roles within the

tion.

65

66
tivitytion

phical

,la
monlto actorthe biliamust tySoluThe provideproposed

locationsmultibetween geograple

must allow users to define either white list or
used as inclusion or exemption during the

the correlation engine should utilize

access. Products must support import
monitoring list which can be dynamically
manual interwention.

Llsts:

dynamic

/Static
The proposed solution
blacklist that can be
correlation process. Additionally,

t information such as shared userlists to provide imPortan
rk history and privileged sYstemtracking, attacmonitoring, secession

capability to createl uPdate
add/removed values without

67

68 Correlation Tracking:
@ must be able to correlate event data against static
Iists of iiems that the user either allows or doesn't allow on the network

lis(i
things

violation

aubeshouldlists tomaticallyAddisecureint of tionallye protocols
r'saAS ttacks usesuchfortheted Trackingsystembypopula

otherandsession

\

@
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s.N of
69 Pattern Detection:

The system must
activities that would unnoticed

subvertedofsble of disccabe overlng patternpa
alow ttacksandslowotherwise

Correlation Performance :

@tion must be capable of efficiently presenting

"it"goririd 
d.t" to the correlation engine to allow real-time detection

and res

70

7l Rule Chains:
provide

correlation
ainrule toS bebili to allowthe a triggeredustm tyThe system

1Salertanbeforeviactivanouss maserle
72

to secure theted remediation acti

determine
if

susceptibility

uctionpositive

andvectorattackoftS betionsolu mu assessingsed capableThe propo
lowerandthreatof athetotem susceptibilitythe SYStargeted

theifseverlraland theSC tynot1Sthe tythe susceptibilitargetpriority
asseteachta ofdaulneraV biliseru not1Sthe tyor1Starget

hichw cantheto1ntedbeshould systemmonitored Igeneraimported
red orfalseSIthe toEMusedbe managethen by

Asset Inte[igence:
@tio',mustprovidetheabi1itytogenerate/record
context and keep and inventory of all data as it relates to assets. This

includes hostname, IP Address, MAC, location Purpose, Owner, patch,

Vulnerability data, exemption, compliance critically and other related

data. The asset profile should be created for all monitored system which
can be searched and correlated on.

73

74
The proposed solution must provide a mechanism to logically segregate

domain or customer.data

Role nceIu

75 Conditional Analvsis:
@ must allow the ability to define conditional or
variable statement to derive additional information from "hard" event

Thisand1aCOITC tiontextcon d reportingtodata uringdynamicprovide
tem.t thevailableaustm betionalcondi

tional logic

Alert Thresholds:
andtetobiliathemu tS aggregatyso utionThe provideProposed

touse condiandthw1 ularSS aleus gran optionrtingppre
tedbeshouldalertifdetermine

76

77 Re-usable Content:
Th" 

"r1.rtir" 
must allow users to create objective such as filters or

t the temsearch s that are reusable

k'Y 6 w )--
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ulrementsofs.N

provide

will

Content Editof: ortecreatoterface1ncommonaustmutionsolsedThe propo um tSedithis torofm A11 Asthethinw1 pectssysteresourcesmodify otherandboardsdashof rules reports,theto developmentapply
the1ntedbe creathatsourcere

78

SOCOrchgstration: ^ , r,-_t.^-
ffieSeparaterated1icensefororchestrationengine

79

80 Case ltflqnagement:

nitoring
incideninvol ting

forframeworkcomm trlS processsol tionu pleteprovideThe proposed
workflowth exisw1'in tionand tingmo vestigasecuri1n tytingtegra
to othertandescalaveshouldorkflowwures.proced

etc.teamsotherwithinorteamsamethethinwl'ltSCTS
[Iorkllow:,ffir"*ss solution must provide a complete lifecycle management,

audit trail and accountability (SLA management) during the incident

handling or forensic category'

The workflow should be customizable using tools provided in the

81

n-
The system should the parser to suPPort any newallow configuring

1ntroduced in the future.
85

86

otherthan

,hanism
periods

tameta dacollecttomecahavemustsolused tionThe propo
SOtimeof theoverinformationtrackthat longrtsused by repo

consideratakeSdoe not longerblvhocadSCthettha reportsrunnlng

abili
Dash board Drill-Downr

tots drillallowto analystheustmusol tion typrovideThe proposed
teven' data.underltheto yingdashboardsfromdown graphical

87

tion
assistdynamically

determining

teventthe visually represenmust abilitysolu provideThe proposed
1ntswillThis analyshto1n a pgratada updated

attackerthetand originalattackof pm pornt],e expanse
examfor pleremediationandincident responsedunng

GraphEvent
-Last State.

88

89 Content ManagemeFt:;@ must provide the ability to synchronize its

resource contents (i.e. r-ulei dashboard, reports, filters, etc)

automatically across multiple instances of the product, to support
-event ratemulti-instance

v,.rys* €
qeL &-
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Description of Requirementss.N
uae

90 Compliance Automatlo4:
assistingprovide

providingpliance
toinin adheringvalueusm ttionsoluThe proposed

andcomnonoftsaudit alertingrequlremen
t.audianbe dusedthat can

91

malicious activito cover u

king

audit

activiblea detectto tybemust suspicioustionsolueTh proposed
wor hourstsideouofbers filesumnASsuch ting largepnn

tsaccounemailnaltots employeeattachmen persollargeemailing
oftheor logstorsthw1 systemclearingtionunrca competicomm

92

Forensic Investlgators:
The proposed solution must
artalyze 90 daYs worth of

be capable of allowing investigators to
historical logs files and then perform

ttern searches andcom

93

94
triggering

thirdtion

activitine

Real-Time ResPonses:
orscnofbemust ptstionsoluThe capableproposed

assuch IPSusol tionswithcommandsin partyexecute tegra
to1n ordertrusion1nration systemsnext preventionor gene

timereal-innefariousor block
me95

Solution should have common events for s.96
97

context of the attack such as :-
(i) Who conducted the attack?
(i0 What did theY try to accomPlish?
(iii) When did they make the attempt?

information about the fullSolutions should be caPable of gathering

attack?Where
98 information

iden
guides

amakenece tothe ssaryshoulduSol tion provide
beshouldThet utionsolthreathetohow remediateaboutdecision

tasksandconsistt ofSre thalnc t phasestoblea ponseprovide
tincidento therestohowon ponsesthe userthat adequately

andSte

ry Y
b-bL \.-

,{

and correlate this information with logical network

office hours by contractors or users logged
the

of collecting log data fromsolution must be caPableThe proposed
biometrical anddevices such as card readers,physically access

security carneras
as building access afterdevices to detect such Patternsand security

in through VPN and
the same

f



s.N Descri uirementsof
Analytics -User Behavior.

User Activitv Baseline:
ust provide the ability to monitor user network

and apptication activity to cieate baseline and then uSe these baseline

to iaentify anomalous user behavior. User Behavior analysis: the

solution should be able to detect anomalous behavior based on rules

and behavioral anomalies.

99

100
idena tifyingof utomatically

fortormonlandte then any

activity from these accounts.

authentication directories. This will help to detect rogue user accounts

forvity
withties

actionreorblea alert anytoutionsol must portsedThe propo
theaunot tomatically synchronizedttha aretiiden

on critical tems

101

User Role Monitoring:
@ must provide the ability to synchronrzed with
the autirentication directories to collect information regarding user

roles and responsibilities and correlate this data with all user activit5r

.Users that violate their roles within the organization should be
ses.and rerecorded for

t02

103
activi

individtima

timefor

andusertracktoablebetmus tytionssoluThe proposed
be toablemustactionantoualanbind Analystsu1 tely

oruserhatw adetailwill pgrouthatad hoc particularte reportsgenera
ofdefinedthe ensed inhasusers accesof

ro4 Generic Account Monitoring:
st provide the ability to correlate information

,.g"iaing users that are logged into the domain where ever exists) and

their accounts usage within the enterprise. The proposed solution must
provide a mechanisrn whereby in the event of generic account violations
itr" solution can contain the threat in real -time using quarantine
methods such as disabting the user's switch ports adding filters to

user accounts etc.firewalls
Miscellaneous.
Correlate identity attributes to a single user profile from IAM systems

AD LDAP and HRflat

105

Correlate activity data to users through a common identifier (account,

IP address MAC etc.
106

Account Management :

Uncorrelated vs correlated account identification & account
t07

views (identify activitY access policy violations risk
scoreboard
User based108

lf- ry f e* Y+,u
1L

must be capableThe proposed solution
when user accounts are



s.N Description of Requirements

activi
historical

ts setASted accoununcorrelaandtedcorrelaviewsbasedResource
riskresourceSSaddre tyhours IPta ownermeta da II

Stransactiont oftadascorecard

109

110 Lookup Data:
St"ti. d"t" sets from flat files that the customers want to use in the

policy engine (critical accounts resources assets list of domain

admin

behaviortionviola

Network Map:
sedu 1nbeto unaddressP metadata)informationm networkI 0port

violationandthe

111

tt2
to one and

ties
&

willserUactivivlewtecrea by organizations.andbiliA toty

113 creation & t.Peer
Master- Child node architectureIt4
Data Masking:

trolledconinterfacewe1n b
115

116 Role Based Access Control SuPPort:
Only user with specific permission can

functional
boardsdashllSaccess men

,1troconthecontroland
tt7 Case management Manage, list resolve and act on user

related incidents.
White

118
r accounts IP address and for

User trIatch List:
Use
Pollcv Vlolation Englne:

based violations spanning data identity
Access pler Organization activity network classification time watch

list looku

119

t20 device
limited

WeWe

notts likeaandall S (butten forcon pplicationbasedRule
JIronCiVPN trix, Pofr, unlperCiscoindowswto Proxy

bsencebSGOracleVPN

Websense

Ciscolimited to)
Squid

andfor all devicestencon tbasedttenconserU Behavior
VPNlike not Windows, Pro>ryt(buapplications

,bweSGorac ProxyVPN rle,Port Juni proxyCi Iron pertrix,

t2L

\fd
d CIrn!-
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2.WG COLLBCTOR (SIEMI

ofDeS.No
4U Tower Server1 Chassis
1 x Intel Xeon E-2226G (3-4GHzl 6-core) Processor orCPU2

8 GB DDR-4 RAM - 2666 MTs3
Advanced ECC with multi-

fast fault tolerance
Onlineprotection,bit error

andmirrored
Memory
Protection

4

Up to 4 HDD BaYs.
intuitive icon based

The drive carrier should have
display along with 'DO NOT

REMOVE" caution indicator that gets activated
automatically in order to avoid data loss/downtime

drive removal.due to

5 HDD Bays

1 TB SATA HDDHard disk
drive

6

Network Port (RJ-451: 2 x 1 GB ports as standard
(rear, 1 shared for HPE iLO) Dedicated iLO

i{anagement Port (RJ-aS): 1 optional (rear)

USB 5.0 pottt 6 (1 front, 4 rear, 1 internal) USB 2'0

1Port:
Port:1

Port: 1 (1 front)

standard
optional

(rear)
(rear)

VGA
Serial

7 Interfaces

Should support hot redundant low halogenplug
minimum 2 x 500 WattS

Power
Su

8

Redundant fans9 Fans
ACPI 6.1 ComPliant
PCIe 3.0 ComPliant
PXE Support
Enerry Star
ASHRAE A3lA4
UEFI 2.6
SMBIOS
Redfish API
SNMP v3
TLS 1.2

t ArchitectureDMTF tems M

Industry
Standard
Compliance

10

security, system should suPPort
remote management chip creating a fingerprint in the
silicon, pt.u.rtit g servers from booting up unless the

hrmwari matches the fingerprint. This feature should
be immutable
2. Should maintain repository for firmware and
drivers recipes to aid rollback or patching of
compromised firmware. Should also store Factory
Recovery recipe preloaded to rollback to factory tested
secured firmware

1. For firmwareFirmware
security

11

fd*
\
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3. IoG CoNSoLIDATOR (SIEMI

De of ReS.No
lU Rack Mountable1 Chassis
2 x Intel Silver Processor 4L24R2 CPU
16 DIMM slots. 4 x 32 GB3

multi-bit error protection, Online
spare, mirrored memory and fast fault tolerance
Advanced ECC withMemory

Protection
4

The drive carrier should have
display along with "DO NOT

indicator that gets activated

Up to 8 HDD BaYs
intuitive icon based
REMOVE" caution
automatically in order to avoid data loss/downtime due

drive removal.to

HDD Bays5

6 x2.4 TB SAS 10K RPMHard disk
drive

6

Hard Controller Should SUPPORT RAID 0.1 57 Controller

Server should suPPort below
(i) lGb 4-port network adaPtors
(iit lOGb 2-port Ethernet adaPtor
(iii) lOGBaseT 4- port Ethernet adaptor
(iri 4x25Gb Ethernet adaPtor
(u) LOl2SGb 2- port Ethernet adaptor
(vi) IOOGb Ethernet
infinib and OPtions:
4OGb dual port or IOOGb Single or Dual port Adapter
IOOGb Single port Omni path adaptor Also lG x dud
Port Should be Provided from

networking cards:

1

Networking
features

8

Serial - I
Micro SD slot - 1

USB 3.0 support With Up to 4 total: 1 front, 1 internal,
2 rear

9 Interfaces

Two PCl-Express 3.O slots, at least one x16 PCIe slots10 Bus Slots

Power
S

Should support hot plug redundant low halogen power
minimum2x500WattSll

11

Fans Redundant fanst2
ACPI 6.1 Compliant
PCIe 3.0 Compliant
PXE Support
Energr Star
ASHRAE A3lA4
UEFI 2.6
SMBIOS
Redfish API
SNMP v3
TLS 1.2

t ArchitectureDMTF InS

13 Industry
Standard
Compliance
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S.No Description of Requirements

feature to ensure servers do not execute compromised
firmware code FIPS t4O-2 validation Support for
Commercial National Security Algorithms (CNSA)

Common Criteria certif,rcation Configurable for PCI DSS

compliance Advanced Encryption Standard (AES) and
Triple Data Encryption standard (3DES) on browser
Tamper-free update" - components digitally signed and
verified Secure Recovery - recover critical firmware to

known good state on detection of compromised firmware
Ability to rollback firmware Secure erase of NAND/User
data TPM (Trusted Platform Module) 1.2 TPM (Trusted

Platform Module) 2.O Smart card (PIV/CAC) and
Kerberos based 2-factor Authentication configurable for

UEFI Secure Boot and Secure Start support SecuritY

Chassis Intrusion detectionPCI DSS com

t4 System
Security

frequency fluctuations
mode.
(ii) System should

associated with running in turbo

support workload Profiles for
s1m

tiveapplications
This

operatio

tmforfeatureSll provedshould pportSystem(i)
SCNSl tofortworkload puthrough

should allowfeatureuctuationfl S.fre uencyq
I theo wlN" thoutmode1n turboNSprocessor

rmance tion

15 System
tuning for
performance

tdataen

Encryption data taa tatheofSllshould (Dtem pportsys
ulemod ofcacheandthe ternal1nS boon thre storaget)

Shouldtrollerscon keysencryptionthe uslngarray
andserverfortlocal singleSlI key managemenpport
forcenfor traltremote managementkey managemen

Secure
encryption

16

(ii) should maintain repository for firmware and drivers
iecipes to aid rollback or patching of compromised
firmware. Should also store Factory Recovery recipe

chip
bootingting

shouldsecurifirmware supportFor ty system(i
theina tt creating fingerprinremote managemen
theu unlessfromservers pprevensilicon,
beshouldtureThis feat.thetches fingerprin

to rollback to tested secured firmware

firmware ma
immutable.

Firmware
securit5r

t7
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of ntsS.No
LOG CORRELATOR (SIEM)4.

1U Rack MountableChassis1

2 Intel Sil Proce 4 1 24RSSOTverxCPU2
16 DIMM slots. 6x 32 GBM3
Advanced ECC with protection, Online

mirrored memory and fast fault tolerance
multi-bit error

spare,
4 Memory

Protection

automatically in order to avoid data loss/downtime
drive removal.due to

have

tive
indicator

shoulddriThe carrierveDHDto 8U Bays.p
NOToDthwlbasedtuiin lCOn alongdisplay

I ac vati tedtthauca tion getsOVEREM

5 HDD Bays

2 xt.2 TB SAS 10K RPMHard disk
drive

6

Hard Controller Should SUPPORT RAID 0.1 5.Controller7
Server should suPPort below
(a) lGb 4-port network adaPtors
(b) lOGb 2-Port Ethernet adaPtor
(c) lOGBaseT 4-port Ethernet adaptor
(d) 4x25Gb Ethernet adaPtor
(e) 1O/25Gb 2-pott Ethernet adaptor
(0 10ocb
Infiniband
4OGb dual port or lOOGb Single or Dual port Adapter
10OGb Single port Omni path adaptor AIso 1G x dual

networking cards:

Port Should be Provided from 1

Ethernet
Options:

Networking
features

8

Serial - 1

Micro SD slot - 1

USB 3.O support With Up to 4 total: 1 front, 1 internal,
2 rear

Interfaces9

Two PCl-Express 3.0 least one x16 PCIe slotsslots, atBus Slots10

Should support hot Plug redundant low halogen Power
minimum2x5OOWattSrl

Power
Su

11

Redundant hot- fansFanst2
ACPI 6.1 Compliant
PCIe 3.0 Compliant
PXE Support
Enerry Star
ASHRAE A3lA4
UEFI 2.6
SMBIOS
Redfish API
SNMP v3
TLS 1.2

t ArchitectureDMTF tems

13 Industry
Standard
Compliance
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s.N Description of Requlrements
UEFI Secure Boot and Secure
Security feature to ensure senlers do not execute

compromised firmware code

FIPS l4O-2 validation
support for commercial National security Algorithms

tC1lfSel Common Criteria certification Configurable for
iCl oSS compliance Advanced Encryption Standard
(AES) and Triple Data Encryption Standard (3DES) on
tro*".r Tamper-free updates - components digitally
signed and verified
secure Recovery - recover critical firmware to known
good state on detection of compromised firmware
AUitity to rollback firmware
Secure erase of NAND/User data TPM (Trusted
Platform Module) t'2
TPM (Trusted Platform Module) 2'O

smart card (PIV/CAC) and Kerberos based 2-factot
Authentication conligurable for PCI DSS compliance

Start support

Chassi s Intrusion detection

System
Security

t4

(b) System should support workload Profiles for

sensitive
This

fea fortureSlIshouldtem improvedpportSysa)(,

toat forworkload pplicationsputhrough
should allowfeatureuctuations.flfrequency

tr t]leo wiN' thoutturboin modeStionoperaprocessor
1nthwrassociatedtions runnlngfluctuafrequency

modebotur

15 System
tuning for
performance

se-wide data nt.en

Encryption tadatatheofS1-lshould (DatapportSystem
ofulemodcacheand1nthe ternalbothon storagerest)

ShouldrScontrolle keysencr5rptionthe usmgarray
andservert forlocal singlemanagemenkeysupport
fortcentralfortmote managemenre key managemen

16 Secure
encryption

be immutable'
(b) Should maintain repository for firmware and
drivers recipes to aid rollback or patching of
compromised firmware. Should also store Factory
Recovery recipe preloaded to rollback to factory tested

secured firmware.

chip

fingerprin

m should su'securi pporta firmwareFor ty syste(
thelnat crea fingerprinttingremote managemen

u theunlessfromservers booting psilicon tingpreven
fea shouldtureThist.thetchesmafirmware

Firmware
security

t7
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.s.IIY?ER 
COITVERGENT INFRASTRUCTURE WITH VIRTUALIZATIOIT

LICENSE

Description of RequirementsS.No
HCI appliance
consecutively
Quadrant (or

OEM shall be in the L,eaders category
in last two published Gartner's Magic
equivalent) reports on "H54per converged

Infrastructure".

Make/Brand1

which Scome Factoryr appliance,convergedHype
Softwaresoftwarevanous includingthw1stalledIn

OTN beshouldSDSandDefined hypervisorStorage
xonSClicen bundled-onadd software genericu orptop-

ofanbe 1nshouldIt86 seruers

2

redu andtion

Appliance all driveflashinbeshouldH IcProposed
ves.dri2TBmorenot than capacityusingconfigurations

all overheadsbe aftershouldnodesableU capaci per-ty
forusedof core beingI storagememoryre1n Ispect

3

Solution must be able to integrate storage, comput€,
time tion,plica

tion
real reduhne ypervlsortworking,

tadaw1th powerfuland alongco optimizampresslon
disasterandda recoveryta protectionmanagement,

,kblocrservex861nS standardatie

4

Nodes should offer Storage
duplication and ComPression'
Replication / backup license(s) should be provided for
th; full capacity of the system. Storage performance
monitoring software should be included

Features such as De-

not warrantshallca anygrowthtypaci
landscalicense theonsoftware

. Future
additional

5

plica
inline

de-du tebe tomusthardwaresed capablePropo
withreal timeinall tada&sscompre optimize

data8KB blocks.umof m1nlmdatafine ularitygran

6

Solution should ensure minimum impact to
workloads and guaranteed CPU and RAM available to

applications while doing global deduce,

production

user
ssion andcom

7

are to be installed in the nodes along
Virtualization Management. The

management node requirements, if any should be

includid by default and management node to be

considered outside of the HCI nodes. A11 offered licenses
for virtualrzation manager are to be of non-embedded

have no limitation of functionali

The Hypervisors
with Cloud I

and should

8

Hyper
Converged
Appliance

rd d ry k- \k- fu
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s.N Description of Requirements

HCI Solution should have minimum 2 types of data
copies across Cluster available in the offered solution.

9

HCI appliance hardware
support for underlYing

OEM shall provide a single TAC
virtualization and virtualization

manager.

10

Latest Generation Intel@ Xeon Processors
family, >=2.OO GHz per Core. Populated with minimum 2

product

sockets per node
Processor

11

48 Cores (Per-Node)t2 Total
Physical
Cores

Min. 35 MB L3 Cache13 Processor
Cache

Min. 500G8 DDR4
provisioned RAM

Scalability to double or more ofTotal
Physical
RAM

t4

Min. 20 TB usable caPacitY Post
compression per node. The proposed solution must be

able to sustain one node failure and it should in no way
affect/degrade the production services & usable

Reduplication and

resources to the end user a

Total Usable
Storage

15

populated) Ethernet ports (each Node) and2 x lGb RJ45
bthernet ports (Additional ports to be configured by
bidders as per their solution requirement). Additionally,
Minimum 1' no lcb RJ45 Ethernet OOB dedicated

Minimum 4 x lO l25l 4OGb SFP28 (lOG SR oPtics

t

Networkt6

Backup functionality as an
separate server / sofhvare license

integrated feature
to be offered.

orl7

Backup must be an indePenden
Server and must allow restore

t copy of source Virtual
of deleted or cornrPted

source Virtual Server.

18

te Any-to-Any in a
t of more than 3 DC's.

-directional

replica

thw1centredataacrossSu for separateReplicationpport
bitaneous outto simulbiliathe ty carry
thwi abilithetrescen andtwobetween data tyreplication
aD ta treCensheMto

19

The ability to define backuP Po,licy per data store, a
of VMs or cific VM.

20

Data Protection should have RPO of 1O minutes for local
backu

Data
Protection
Features

2l

s \
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Descri ofS.No
duringbility hoursofficetasksteexecuaThe to backup
kloadswoructiontot prodthouw1 impacting

22

against single node
cluster

1nData loss Protection23

reports for audit
pable to provideThe proposed solution must24

t

Virtualisation
thiAppliance

toneedstionsolucomtheforlicense plete
sforCIHthethw1be proposed

25

feature:
StI theabe to followingblemusttion pportsedPropo

biliMoand-CenVM tricity
26

VMs.VMs and Clone sfor sBacku27
Abiti VMs between data centres.to move28

iii)
domain

theattectionofteadlnsVM level backu forcing prop
leveltectionorstoretada pro

Private Cloud
License

29

Data recovery should be t of source Virtual
Server

independen30

provide a backuP ca
any Virtual Servei to be recovered to any specific point-
in-time

talogue to allowSolution should31

Data recovery Process be simple with an RTO in
minutes

should

Data Recovery
Features

32

SAS RAID contro
RAID O, 1 and 5

minimumwith forcache4GBllerStorage
Controller in
Nodes

33

Minimum 2U ot higher unit (RU) configuration
with RailsA

rack
Rack Unit34

power supplies on each of the proposed HCI appliance
nodes ""a should be able to sustain single power

failure

t platinum rated ACDedicated non-shared Redundan35

Solution should be able to sus node failure per

cluster.
tain one36

Solution should be a tain 1 NIC port failureble to sus
node

37

During a single comPonent
node, production services

failure
should

of any type in anY
not be affected or

in

38

Solution should be a sustain multiPle Points of
failure with no loss of functionalities or data.

ble to39

Availability of Data Store
be ensured in the event

with zero RPO for all VMs is to
up to 2 Node failures for the

stretch clusters at D3 domain.

Redundancy &
Business
Continuity

40
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Requireme tsnofDescriptionS.No
dri

virtual

shouldafailureve pplianceHardaofeventIn the touetinconshouldmachinesvirtualandaffectedbenot beshouldtDrive replacemenon therun appliance
the atedS onhoSmachinetoseamless

4l

isk failuresD DS2 StainS1lStobleabeshouldu,1 tionSo inultaneouslYure simDHD fail1andnodephysicalper
clusin ternodesallacrossof ucl tersdenoeach

42

The solution must tionfailovera43
changing ofSSIP addreofallowustmtionsoluThe

trecendatamatchtoSenrers targetirtualVrecovered
44

if
ServerVirtualallow changingshouldtionsoluThe

required.vRAM vSwitch)vCPUexamplesettings
45

The solution must
separate network
workloads.

tofailoverDRtesttotheallow option
uctionto1mthwi prodno pact46

failbackintASSlStofeaturehaveshouldtionsoluThe
process to Primary data centre

47

tion teedve aha guaranshouldsoluconvergedHyper
mlnu1 teoftimebackucluster plocal

48

minutes for local backuPs.
um RPO of 1Ohave a minimData Protection should49

Data recovery Process uld be simPle wi
minutes.

th an RTO insho

Disaster
Recovery
Features

50

software for all sites.

single
within

Virtualization

alltotor manageadministraaforabiliThe ty
thefromtheof Hyper-convergenceaspects

basedbrowseroEMseryerorManager

51

Globally manage Policies per Data store or Per

VM
Backup52

isingle pane of glass
server OEM browser

based software

t throughcentricVM managemen
ormanagervirtualizationthevia

53

Programmatic/APl interface to enable automated tasks

like failover failback
54

with
browsert should supportremotetem managemensys Virtual,1e alongconsoremotebased graphical

DriveDVDCDUSB I Iboot uslngremotebuttonPower
andsoftwareofuofbe offering pgradeI shouldt capable

foldertclienremotefrom atches

55

oractualofnotificationhouldS proactivehelp provide
ticalcnonalertsurefailtcomponenimpending

DDHandMCPUliketscom

56

toStlremote pportbeddedemsushould pportSystem
or anto EMotsware evenhard directlytransmit

SLlhometomatedauforauthorized

ManageabilitY

57

f- \
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Descrlptlon of RequirementsS.No
Minimum scalabilitY
cluster.

of 16 nodes in the same58

s10nas well as scale-out

tierged allow1eb otabetLlSmI onSO unoHyper
cadan tyRAMCPU paclofbox1n

59

addition of comPute/access
should
nodes to

support
provide

additional com ute resources

solutionHyper-converged

ScaiabilitY

60

firmwarefotai

fimisedhing

danrtoSIrennma1 ryh uo dS po
latedsoc Ser1dSfla heth1ne SCIrertd vers p

kc orIro bI ada1Th S Srtone tmm panage
Sal ooh duiSwarermrof mcootca pp

edd toarecloveRec prelopre Facto rytoS ry
rollback to facto tested secured hrmware

firmware
tinchi

tige
rmwarefi

feaThifin

temnocH SYSvergedecS url yperor tyF
arecnme tteo manrem prtuS ageopp

temnenrev SYSethtnn ln pfina rp
etha etch SmethS SIenuup

Ib eu1mm tadI ebhS uotureSnrI t

62

lian
liance

forrfo
fo

for
ludingfotifigu

feri

C SN ACoc mALDADS pservlc P)lrecD tory klr adoowe1conSOteoremL5HTMcomp
alrnteexrt keyuSr1SOAdec poprmanPe ft osmenSC Sr SaboardASD h

r1cuSeallrOve fysecurltrtanlm o typ
turrenCed thm antethetuta S SYSS

1ntetaSecS u11r ethon ryranco
Sta ureLockra nonorrve CSe

Server Securit5r

63

Machines

irtualflav

taaDtandardSaI Ste tdan2 10 61 2owsdlnw
AllxLE 6RHr1SCEE nSSUtreen terpC

1ndanfSur ot otela S

OS Support

Proposed Nodes shall
and recommendatio
resolutions including

insights, forecasting
quicker Problem

ting case creation or

altemate onsite solution on proactive support

""*i"." 
with proactive parts dispatch directly

provide
ns for
automa

from OEM.

ServiceabilitY65

including all sPares, and service
NBD on-site for Parts as well

and Service
offering with
as telephone

On-site ComPrehensive WarrantY

rt 24 hours.Sl].

Warranty66

rd_ 6 ry k; v h-
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storageupgrade

to
to

6l

should
silicon,

from booting

Securitymanagers,
thefeatures,

20
Lintx,

Windows)Linux

64
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:''
Description of Requiremeutss.N

ountableMRack1 9"beShall power supplies
(b) swappablehave dual hot-The switch should

haveSwitch SFP+1 OG populated1x ports,24 Iminimumshallc)
transceiverBaseT1 G8xandG1 SX8xS8x OG1w1th

1

serial solecon-45RJ1
tt-of-band-45 ouRJ1

(0
MB or buffer size

2 MB flash and 32SDRAM and 51Should have minimum 2GB

Shall have swi of minimum 480 G S

to 350 million s swlShal1 have u
S.addresMAC64000minimumThe Switch should su

d
(a) ble software-definedbility to enaOpen Flow protocol caPa

2

The switch should su redirect functionHTTP

switch
licies

tchswlofas setdefinetoserU roleS1-lshould pportThe(b Aandthenticaau tion, QoSsecuriASsuch tyareas1nbased po
switchor usingdevices,lISETSofato pbecan grouseru role assigned

3

Se

licieinformation
limi

oS tobasedclassifier avancedAdshouldtchswi supportThea)(,
2 3onbasedteriac11 LayertchmaultimtrafficS pleclassifie usmg

ASsuch tyS setting prioriaand Qos popplv4and sbasiVLANoraontrafficdselectetote traandlevel
should suPPort LaYer(b)

numbers
to enable4 prioritizationThe switch

tization based on TCP UDP

DiffServ

Service
priori

set thetoof (cos)ClassSshouldTh switche upportc(,
ServiceofSS IPIP addreon Tlpebased802 1EEE ty tagI p

andsourceumbernP Poft,TCP DU port3 Iprotocol,Layer(ToS

(d) limiting
increased

toratePort based provideSllshouldtchswlThe pport
width.bandeSS-

(e) The
an access

switch should suPPort
control list (ACL) to

Classifier-
enforce

based rate limiting to use
increased bandwidth for

SS traffic on each
(0 bandwid provideth to per-Reducedrtshouldtchswr suppo:The

th.widuced bandredbased

4

f-\ €ry- Y; Yu
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Descri n of Re uirementsS.N
llige totn mlrrote1nRemort teSd u nnghS uloeTh w1S tch popc) M CArtanndbase oSS e poSSdseler tecrro gremI lngre

ethonan erehtswl chrer temoolocal ywt aor LANo

(h) The switch
Extended RMON
monitoring and

should supPort Remo
(XRMON), and Flow v
reporting caPabilities

te monitoring (RMON),
5 to provide advanced
for statistics, history,

alarms
0) The switch shoul
time traffic classificatio

d support Traffic
n into eight priori

prioritization allows real-
ty levels that will maPPed

eues.toe t
ment

The switch should allow assignment of descriPtive names to(a)
rts

switch should suPPort 802.1A8 Link LaYerIEEE
Discove Protocol (LLDP).
(b) The

1i

fo
tSmC1-1 toSknUI toSRADeveIhS ulo dtcwl hS rage

rrtwo kenanSd tocommanILC
an audit trail documents activi

The switch should suPport le configuration files to

to the flash i
Multip

store easil
(d)

while ubacku ln
fo

edrootShflas pDualrt lmageoSuh 1u dS oh ptcSw1e pThe
S rm efiIteSdn sySECOdan aryrlmn end telnd aryppe

data traffic.

of-
age

traffr

em tnmantEthd erneban ageuo tah veosh uldtchw1eTh S0 enth- calteaa managemt rovemen p ys1man separb eItort enaop ktwornemfrodteneSctnm gmemankedank agetwor epsne

(e)
ctioLinrecti neD tet-nalodn1 IUrtuSoh Iu dScht popswleTh

DLD

5

ecnnCo
gab ItoS Gnamefrboumrto JuSosh du1htc ppsw1The

Srte etrnIb Et thGd 01rn te anthe lgaE
The switch sho IPv6 featurertI uld su

a Pv6Itn nI anemhtc1b Se sw1tS e anhoPv6I

S1]

IPv4 to IPv6,(b) Dual
connectivi for both rotocols.

IPv6): transitionstack (lPv4 and

forward(c)

a

traffic to theIPv6 multicast
ro riate interface.

MLD snooping:

(d) Pv6r ISo foandArt LC aSllCA LPv6I ppo

(e) IPv6 routing support static, RIPng, OSPFv3 routing

rotocols.
6in4 tunneling: suPPort encaPsulration of IPv6 traffic in IPv4

(0
ackets.

SecuritY: Provide RA gu protection, dYnamic
(e) ard, DHCPv6

1nIPv6 lockdown, and ND sno

\<;di \

q9 Vh'- 25

network.

ACL,traffic
address,

and events.

administrator'sindividual
ofaThe(c)

login

(
operating

(a)

network.

QoS: trafhc.

6



of uirementss.N
Performance

increased
buffering

su Selectableshould queue configurationsswitchThe pporta)(,

ofnumbertheselectingbyto forallow performance
tmee thebestthatASand sociated memoryqueues

k athe networofts

7

8O2.3az

tEthernet.efficienS11 (EEE)tchswl shouldThe Enerrypport(b
thwi EEEIaccordance1nconsumreducesS1.l ptionpowerpport:

from -1.

stackingSwi

tacking

danor ore9 Switchshouldrh Sl.rThe tc pport(a)
tcht SwiTheb ofSG puthroughto 336u stackingSll Ippport

SSmeand sh tackingtopologies.chainSr-l Ringpport

(b) The Switch should suPPort
simplified management as the swi

Virtualized switching to Provide
tches appear as a single chassis

when stacked.
The switch should suPPort Virtual Router RedundancY(c)

Protocol

(d) The switch should support Nonstop switching and routing.

links trtrnk.

AggregationLink3ad802IEEESr-lshouldswlThe tch pporte,)

8thw1 u toeachtrunks44to 1 pandcolProto upLACP) support(

(0
Tree

The switch should suPPort IEEE 802.1s MultiPle SPanning

and loadred

undanred networktandfreebleenashouldtch loop-swiThe(e)
seryer orallows aProtocolTreeSthouwi tto panningusingpolory

fortrunkones logicalswitcheto two usingto connecttchsw1

8

switch should
of active and stand

provide easy-to-configure link(h) The
links.

Laver 2 switching

(a) The switch should suPPort IEEE 802.lad QinQ
witch

simul
andVLAN andSrlshould supportsThe taggingpport(b

SVLAN09641 tandardS and80IEEE 2the
(c) The switch should suPPort IEEE 802.lv protocol VLANS.

(d) The switch should suPPort MAC-based VLAN.

The switch should suPPort Rapid Per-VLAN SPanning Tree(e)
+

multiple active redundant
dynamically load balances across

links to increase available aggregate
3bandwidth and allow concurrent

(0 The Switch should

9

(g) The switch should suPPort GVRP and MVRP

Lf_ q^BL V &' 2e



s.N of
3
The switch should su back interface address.

The switch should su Route
should support User datagram protocol (UDP)(c)

function.
The switch

The switch should DHCP selver

VRRP

idirectional Forwarding
etection

time

BshouldswitchThe support,e) andlink connectivito enable monitoringD ty(BFD
andOSPFv2staticforcon routingnetworkreduces vergence

10

su
The switch should suPPort Static IP routing for both IPv4(a)

and IPv6 networks
The switch should suPPort OSPFv2 for IPv4 routing and(b)

OSPFv3 for IRr6
The switch should -basedc
The switch should su Border Protocol

The switch should su RIPvI RIPv2 ande

11

The switch should fil
The switch should su RADIUS TACACS+

The switch should su Secure shellc
The switch should s Secure Sockets
The switch should Porte

The switch should su MAC address lockout.
The switch should su Detection of malicious ttacksa

The switch should su Secure FTP.

(j) The switch should support Switch management logon

securl
(k) The switch should
deliver secure encryPtion

support Secure management access to
of all access methods (CLI, GUI, or MIB)
or SNMhr3SSHv2 SS

The switch should su ICMP
The switch should su Identi ACL.

The switch should s STP BPDU
The switch should IP lockdown.o
The switch should DHCP
The switch should su ARP

The switch should STP root
The Switch should secure managemen

and USB at the desired level.
t interfaces such as

WeSNMP Telnet SSH
(s)

The Switch should customized securitY PolicYdisplay a
when users in to the switch.
(t)

t2

The switch should su CPU

k,
{\

4 w h- d-
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s.N Description of Requirements
provide IP fieldon thebasedtchsw1 should filteringThe(v)

destinationsourceandSS bnetSr-lIP Iaddretinades tion Isource I
basisorVLANaonnumberPUDTCP

(w) The switch should s IEEE 8O2.lX

(x) tication.thenauew b basedS1.lshouldwitch pportSThe
The switch should su ticationthenaubasedMAC-

(z) Authenticates client
MAC address.

with the RADIUS server based on client's

enables a switch Port
MAC authentication.

tomodesticationthenautConcurrenshouldswlThe tch supportaa)
andeW, b8of 02to sessions32 1X,uto paccept

ab The switch should Private VLAN

(a)
IGM

The switch should suPPort IP multicast snooping (data-driven

(b)
Dir

switch should suPPort LLDP-MED (Media EndpointThe

The switch should suPPort IP multicast routing including PIM

es to route IP multicast traffic.
(c)

and dense mod
The switch should suPPort(d) for voice.configurationAuto VLAN

The switch should su RADIUS VLANe
Authen toticationMAC assignSrI LocalshouldtchswlThe pport0 tthaand configured profileASsuch VLAN locallyuslngttria butes QoS

can be a list of MAC

13

Shall support IEEE 8O2.3az Energr-efficient Ethernet (EEE) to
consumreduce

(a)

ture of 0"C to 45'Ctem
including EN 60950; IEC 60950;sion standards(c) Safety and Emis

VCCI Class A; FCC Class A

l4

and
(a)
OEM.

The below WarrantY shall be directly from the switchoffered

Software upgrades/uPdates shall be included as Part of the(b)
warran

15

the
bethe

1U Rack MountableChassis1

2 x Intel Bronze Processor 32042 CPU
16 DIMM slots. 2x32 GBM3
Advanced ECC with ti-bit error protection, Online

and fast fault tolerance
mul

mirrored
Memory
Protection

4
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s.N Description of Requlrements

dis
tically

1nhave tivetuic€uT1erve shouldDHD The driU 8to Baysp
n tionoREM cauVE'th DO OTNw1basedlCOn alongplay

toorderinvatedacti tomaauthatindicator gets
avoid data loss downtime due to drive removal.

5 HDD Bays

2x1.2 TB SAS 10K RPM6 Hard disk
drive

Hard troller Should UPPORT RAID o 5S 1ConController7

1. lcb 4-port network adaPtors
2. 10Gb 2-port Ethernet adaPtor
3. lOGBaseT 4-port Ethernet adaptor
4. 4x25Gb Ethernet adaPtor
5. lOl2SGb 2-port Ethernt adaPtor
6. 100Gb Ethernet
Infiniband Options:
40Gb dual port or IOOGb Single or Dual port Adapter
10OGb Single port Omni path adaptor Also lG x dual
Pott Should be Provlded from

Server should suPPort below networking cards:

1

Networking
features

8

Serial - l,Micro SD slot - 1, 3.0 support With UP to 4
total: 1 fron

USB
1 internal 2 reat

Interfaces9

Two PCI- 3.0 slots at least one x16 PCIe slots10 Bus Slots
Should support hot Plug redundant low halogen Power

minimum2x5OOWattStl
11 Power

Redundant hot fanst2 Fans
ACPI 6.1 Compliant
PCIe 3.0 Compliant
PXE Support
Energr Star
ASHRAE A3l A4
UEFI 2.6
SMBIOS
Redfrsh API
SNMP v3
TLS 1.2 DMTF t Architecturetems M

13 Industry
Standard
Complianc
e

UEFI Secure Boot and Secure
feature to ensure Servers do not execute compromised
firmware code FIPS l4O-2 validation support for
Commercial National Security Algorithms (CNSA)

common criteria certification configurable for PCI DSS

compliance Advanced Encryption Standard (AES) and
Tripie Data Encryption Standard (3DES) on browser
Tamper free updates - components digitally signed and
verified secure Recovery - recover critical firmware to
known good state on detection of compromised frrmware
Ability to rollback firmware Secure erase of NAND/User
data TPM (Trusted Platform Module) 1.2 TPM (Trusted
platform Module) 2.0 Smart card (PIV/CAC) and Kerberos
based 2-factor Authentication configurable for PCI DSS

pport SecurityStart su

Chassis Intrusion detection.com

System
Security

L4
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s.N
1. System should
throughput for

SUpport feature for improved workload
applications sensltive to frequency

allow processorfluctuations This feature should
operations in turbo mode 'ON" without the frequency
fluctuations associated witJ running in turbo mode.
2. System should support workload Profiles for simple

15 System
tuning for
performance

16 Secure
encryption

System
rest) on

should support Encryption of the data. (Data. at
both the internal storage and cache module of

the array controllers using encryption keys. Should
Sllpport local key managemen t for single server and
remote key management for central managemen t for
enterprise-wide data encryption deployment.

t7 Firmware
security

1. For firmware securit5r, sYstem should support remote
management chip creating a fingerprint in the silicon,
preventing ser-vers from booting up unless the firmware
matches the fingerprint. This feature should be

immutable.
2. Should maintain repository for firmware and drivers
recipes to aid rollback or patching of compromised
firmware. Should also store Factory Recovery recipe

to rollback to tested secured firmware

6. NETWORI( TRAI'FIC MANAGER

BANDWIDTH CONTROLLER

the system. The features are as follows.
control should be provided along withAn additlonal device for bandwidth

reliable performance for(i) The system should ensure
network dependent aPPlications.

ii)The of -snon trathe lmshouldtem reduce tegicpactSYS(
blemsresolveand networkandtraffic

(iii) The system should identifY,
so that network administrators

and control bandwidth hogs
can identify problem users,

applications and websites and apply automated policies to
t bandwidth allocation.limit or

(iv
sharing.

tormonlfeature tohaveshould the easilyThe system
PP2andvideoliketraffictionalrecrea

General
Features

(ilRe@:
Th- system should monitor the health of network in real
time and give insight about how applications are
performing, bandwidth consumed by users, applications
across the network

Technical
Features

1

\
6 ry V h---b-
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s.il Descrlption of Requirements
(ii) Policv-Based Shapins:
The system should have the feature to prioritize how and
when users, applications and websites can consume
bandwidth on network.
(iii) Inter+c3ive Analytics:
intuitive dashboard feature should be there to visualize
activities all users.

acceleration and caching features.
supportThe system(iv)

(vf Presictiyq RgcgmPendations:
The system should have the feature to study the patterns
and trends in the network and automatically make

stions to and network
OX Boost for SLryPe APPlicatiqn:

down to the Device level.

tion

(vi)
volceFor andvideonceofthemI expenetyprove quali

for BusinessforBoostQxsharing. Slrypeapplica
tothw1 knetwor informationdatacallscorrelate Slrype@

trafficcallvlewend ofend to- youra completeprovide

Sha -1G S

Concurrent Flows: - 22O ooo
Packets second: - 2OO 000 S

New Connection Rates: - 10 000 S

Acceleration t:-3OM Se
Cache -50

Connections: - 6 000
APS O 250
SLA O ects 250

PDF 60
Traflic Policies lO24

The system should have 1 x RJ45 based dedicated
for

(a)
console

future
have

G1t tleas x3ahaveshouldThe tem (Copper)SYS
G12x pairand Fiber) bridgebypass(palrbridgebypass

forNItional slotCaddioneshouldtemAlso the SYS

Form Factor: -lU rack mountable
Power :-17W 0.13A 22W 0.16A
Environment: - O deg 40 deg cel,5o/o to 9Oo/o(c)

h
cel to

Hardware
Features

{.
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s.N of ulrements
the

300 to 34OO HzSpeech band
hrlse Code ModulationModulation
32 (30 speech channels, 1 terminal Signaling and

Channel1r tem
No. of channels

8000 HzSampling

8 per channel
bits
No of sample

256Total bits per
2048 Kbps t 50 ppmBit rate
Chassis based modular multiplexer shelf capa
of supporting minimum 12 slots for integration of

ble

da volce for and LAN traffic.

Construction
and
Architecture

All slots (other than for Power
be universal i.e. capable of accepting any type of
voice/datalfax card manufactured by the same
OEM.

and control) shouldUniversal Slots

(a) Should be able to add-droP
and data at channel (6a kbPs)

/drop-insert voice
multiple channel

(nx64 Kbps) and at E 1 .

(b) Add-drop should be software configurable by
user in the freld.

Add-Drop or
Drop - Insert
Function

(a) It should have an inbuilt cross
on the same
(b) Cross Connect : It should be able to map the
following voice interfaces:
(i) El to El.
(ii) E&M (two wire or four wire) to el and

vice versa.
(iii) FXO/FXS to El and vice versa
(c) Add-drop should be achievable by software by
user in the field

connect facility
equipment.

Digital
Connect
function

Cross

Dual controller, d power with load sharingRedundancy
1 for 1 protection , El, T1, FOM

PDH ring protection, QEl, QT1, FOM, M
3E1 for DSO SNCP

ini QE 1,

Protection

k/
r{ 4v

h-
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s.N Description of Requlrements
Management Console, Telnet, SNMP, and In band management

support
Craft interface port for connection to external LCD
display
Compatible to a
management system

SNMP based GUI network

No. of Slots Should have 16 or more hot plug-in slots with
capability to support following cards.
Single E1/Quad E1 (G.
DSO SNCP protection

7O3ll Mini-Quad El l3*El card-

x2 t/ v. 3s / RS 232 I D[A53O

2W l4W E&M

QFxo / QFXS / L2FXo I t2FxS I 24Fxo l24FXS
10/ 100 Base-T Router Card

214 chaurrnel G.SHDSL card

S-channel Dry Contact I/O
Magneto Interface Card

TDMoE ( TDM over Ethernet) with 2 Combo GigaBit
(GbE) interface for IP uPlink

B Interface Support: - The sYstem shalt suppott below mentloned
interfaces Cards.
Network Line Interface -El should with the
specifications:-
Number
ports

of lEtl4EtlsEl
Line Rate 2.048 Mbps t 50 pPm

Line Code AMI or HDB3

Input Signal ITU G.703

Output Signal ITU G.703

Framing ITU G.704

Connector BNC/RJ48C , DB25S for Mini Quad El
Electrical 120 ohm twisted pair

Jitter ITU G.823

Vt- tr ry 4.
b-
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Descrlption of Requiremeutss.N
1

2 LAN ports, Mor. 64 WAN ports, Each WAN port
has data rate n x 64K bps, 1< n s32 (s 4Mbps for
total
of all 64 WAN

ofNumber
ports

Physical
Interface

10/ 100 BaseT x 2

RJ45Connector
RIP-I, RIP-II, OSPF, StaticRouting

PPP (IPCP/BCP), MLPPP, HDLC, Frame Relay, and
Cisco compatible HDLC, NAT/NAPT, DHCP

Supporting
Protocols

Hrg, Trace routeDiagnostic
Rate limitQoS

WANs
8* 10/I (X) Etheraet Router Card with 64capabllity to

8 LAN ports, Max. 64 WAN ports. Each WAN port
has data rate n x 64K bPs.

ofNumber
ports

10/ 100 BaseT x 8Physical
Interface

RJ45Connector
RIP-I, RIP-[, OSPF, StaticRouting

tocol

NAT
andFrameHDLC RelayMLPPPPCPPPP IBCP)(r

CPHDNAPTLCbleti HDcomCisco
Supporting
Protocols

Ping, Trace roq!9Diagnostic
Rate limitQos

v

a)
(b)
(.)
(d)
(e)

(0

Connector: RJ45 connector
Alarm conditioning: CGA busy after 2.5 seconds of LoS ,LoF
Encoding: a low oiu low user selectable together for all.

Impedanie: balanced 6OO or 90O ohms'

Longitudinal rejection : 55 dB

Lossadjustment:-21to+1odB/o.ldBsteptransmitand
receive
i;i 

. -SingteT 
distortion: >46 dB with 1OO4 Hz' O dBm input

(h) Frequency response=O'25 to-1 dB from 3O0 to 34OOHz

0) Signaling , T$p" l,Tlpe 2,TYpe 3'TYpe 4'TVpe 5 transmit

*

6 a4, Y.L*
3L
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s.N Description of Requirements
1 FXS L2 FXO

(lnfslfacesl should comply with the followinq specilications :

(a) 12 FXS/FXO Connector : TWelve RJ11
(b) 24 FXS/FXO Connector: One RJ21X
(c) Alarm conditioning : CGA busy after 2.5 seconds of LOS

,LOF
(d) Encoding : A-Iaw or p-law, user selectable together for all
(e) AC Impedance: : balanced 600 or 9OO ohms
(0 Longitudinal Conversion Loss : > 46dB
(d Cross talk measure : Max -7OdBmO
h) Gain Adjustment : -21 to +10 dB I O.ldB step transmit &
receive
U) Signal/ Distortion : > 25dB with 1004 Hz,OdBm input
(k) Frequency Response : - 0.25 to -1 dB from 300 to 34OO Hz,
coincide with ITU-T G.712
(U Loss adjustment: -21 to +10 dB/ 0.1 dB step transmit and
receive
(m) Signal / Distortion:. 46 dB with 1004 Hz , OdBm input
(n) Frequency response: - O .25 to -1 dB from 300 to 34OO Hz ,

coincide with ITU-T.
o) Ideal channel noise : Max -65 dB Mop
(p) Inter- modulation : coincide with ITU-T 8.712
(q)
(r)

2W1re return losS 2 dB echo , 20 dB slgnmg
FXS loop feed : Nominal -48 V dc wlth 20 mA current limit

S DTMF PLAR Ba Reverse

G.SHDSL Line oort linterfacesl should olv wlth the
followipe spe c ificatiqns:.-
Number of ports 2or4
Line Rate for 4-channel
G.shdsl

n x 64Kbps (n= 3 to 31)

Line Rate for 2-channel
G.shdsl

n x 64Kbps (n= 3 to 15)

Line Code 16-TCPAM, fulI duplex with adaptive
echo cancellation

Connector RJ45
Electrical Unconditioned 19-26 AWG twisted

pair
Sealing current Max. 20 MA source current
Clock Source From Line
Diagnostic Test G.SHDSL To-LIN To-bus

L-
)3̂

-/'
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s.N of Requlrements
TDM ove.r Ethe.rnet Card
Combo
Ethernet
Interface

Gigabit
(GbE)

-> Number of Ports 2 -> SPeed 10 I roo I 1000M
bps
-> Connector RJ45 for twisted pair GbE, LC for

Gb auto detection
Gigabit Ethernet
(GbE) Interface

-> Connector RJ45

2of Port
LOltoolloo0 BaseT

Ethernet
Function

MDI/MDIX for tO I rOO l100OM BaseT auto-
sensing Ping function contained ARP Per port,
programmable MAC hardware address learn
limi MAC table 8192 en

Baslc Features:
Packet
Transparency

Packet transparency support for all types of
packet types including IEEE 802.lq VLAN and
802.1ad

Qos User configurable 802.1p CoS, ToS in outgoing
IP frame.

Traffic Control (a) Ingress packet Rate limiting buckets per
port for Ethernet port
(b) Supporting Rate-based and Priority-based
rate limiting for LAN port.
(c) Pause frame issued when the traffic
exceeding the limited rate before packet dropped
following IEEE802.3X

Link Aggregation WAN support link aggregation
Jitter & Wander PPM: per G.823

Synchronous*
Traffic PPB: per G.823

Standard Compliance
IETF TDMoIP

CESoPSN
(RFC5087), SAToP (RFC4553),

IEEE 802.lq, 802. lp, 8O2.ld, 802.3, 802.3u, 802.3x,
802.32, 802. 1s, 802. lw, 802. lA)(

sp€qlgcatlogg:-
Interface ITU G.703 64 Kbps co-directional interface
Connector 120ohm, RJ48
Line Distance Up to 500 meters
Loopack DTE Payload Loopback, Local Loopback

L\urd1 f v V
h-
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s.
N

Description of Requirements

Voice Card 12 MAG to
Connector : Twelve RJ I 1

Alarm Conditioning CGA busy after 2.5 seconds of LOS, LOF.
Encoding A-law or p-law, user selectable together for all.
Impedance Balanced 600 or magneto telephone impedance
match.
longitudinal Conversion loss > 46dB.
Gain Adjustment -21 to +10 dB / 0.1d8 step transmit &
receive.
Signal/ Distortion > 25dB with 1004 Hz, OdBm input.
Frequency Response - 0.25 to -1 dB from 300 to 34OO Hz,

coincide with ITU-T G.712.
Idle Channel Noise Max. -65 dBmOP.
Min Detectable Ringing Voltage 16 Vrms.
Ringing Detectable Across Ll and L2 (Tip and Ring), Ll and

GND (Tip and GND)
Single Ring'Ilpe: ring for 2 sec. and stop, or ring for 4 sec. and

stoP.
Continuous Ring 'Ilpe: 1 sec on 2 sec off, or 2 sec on 4 sec off
Ringing Send across L1 and L2 (Tip and Ring), Ll and GND

(Tip and GND).'signaling 
Magneto MRD (Ringing across Tip and Ring or Tip

and Ground).

o
ignaling

arried
e1maam bDBS Progr

or Sce Sth denStranIS ca1 nS

(a)
(b)
(a)
(b)

(c)
(d)

Internal, E 1 T1 Line, ExternalC Clock Source
Alarm Relay: max. Voltage 3 Vdc/ max. current: 1

Fuse alarm, and performance alarm
A

D
Alarm Relay

Active Configuration, Stored
Default Configuration

Configuration, andSystem
Configuration
Parameters

E

F Supervisor
10 Base-T,
In-band

SNMP
64Kbps

rts HDLC SSHS1]100

RS232
Console Port

G Performance Monitor
Network, user, and remote siteSeparate

Registers
Reports include E1 Bursty Errored Second, Severe
Errored Second, and Degraded Minutes. Also
available in Statistics

Performance
Reports

To record the latest alarm type, location, and date
& time

Alarm Queue

y-J
\

d q9 VLV
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Description of Requirementss.If
Bursty Seconds, SeverelY Errored Second, Degraded
Minutes

Threshold

Diagnostics
El/Tl interface (Line Loopback, Payload
Local Loopback), DTE Loopback (DTE-to-

loopback,
DTE, DTE

to

Loopback

For Controller: 221-1, 215-1, 2l L-1, 29-1, and 4-
bye user define Pattern

Test Pattern

H

Front Panel
1 per V.35-interface, ACO, Power, SYNC/TEST, LOF,

BPV RAI AIS
LED

J

K
432.4 x 22O x 223.5 mm (Wx flxDimensions
Single/ Dual -48 Vdc: -36 to -75 Vdc, lOO Watts
max.
Single/ Dual -48 Vdc: -36 to -75 Vdc, 150 Watts
max.
Single/ Dual -24 Ydc: -18 to -36 Vdc, 150 Watts
ma>(

Power

0'c -55'cTemperature
0-95%RH (non-condensing)Humidi
Desk- top rkable 1 9 I23 rack mountable,, ,,stac tMoun
Available only with DC Power for G.SHDSL card

Stl
Line Power

Mo< 110 WattsPower
Consum
The OEM should have au R & D & Repair/RePlacement

in India of about 10 Years
thorized

center in India with
EN55O22 Class A, EN50024, FCC Part 1

FCC Part 68, CS-03, IEC6O950, UL50950, IEC
5 ,Class A,

61850-3 IEEE 1613

CertiflcationL

ITU G.703, G.7O4, G. 706, G.732, G.736, G.823,
G.826, G.711, G.7t2, G.775, O.151, V.11, V.28,
v.54

M Compliance

N Configura quired part supplyofre astionCard
Controller PU) card -1 no
48 V Dc Power S Card- 1 No

3-Port El card - 1 No

2-port RouterCard- 1No
Input 23O VAC (Range 170-264 VAC,(a)

50
single

(b) ou t Current :- 8 Amp
(c) Size: - 485(W) x385(D) xl65(H) mm with
screw terminals at front

Should have short circuit protection.(d)

o DC Power
Source
(-48v)

e-i d q*YL o-
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7. 24" MONITOR

8. KEBOARD & MOUSE

INTRUSION & FIRTUIALL
1. UNIFIED THRTN) MANAGEMENT

of Re ntsS.No
1 Screen Size: 24 inch Full HD t920 x L IPS Panel

2 Connectivi Port: l VGA 1 HDMI Port
Ratio: 16:9 : 250 cd m2s3

Number of Colour: 16.7 m Colours4
Refresh Rate: 60 Hz5

6. Res Time: 4 ms
: 178 horizontal 178 vertical7

S.No of nts
104 USB1

2 Button USB Scroll Mouse2
3 The and Mouse should be from the same OEM.

S.No Descri of Re nts

1 Network securlty appliance should SlIpport Stateful policy
1nSpection technolory It should also have application intelligence
for commonly used TCPI IP protocolS like telnet, ftp etc

2 The proposed vendor must have
NGFW Methodolory v8.0 testing

successfully completed NSS Labs'
with a minimum exploit blocking

rate of 99o/o

3 OEM should be in l,eaders quadrant of Gartner's - in Enterprise
Firewall Magic Quadrant (or equivalent) as per the latest report

4 Appliance shall be E,AL4 and ICSA certifred for Firewall
rface

1
The platform must be suPPlied with minimum 1O x GE RJ45 inbuilt
interfaces & 4 x GE SFP interface slots from one

2 The should have USB & Console Ports.

1 The Firewall should be on multiprocessor architecture with
minimum 5Gbps (or more as per user requirement) of Firewall
throughput & support of 1,500,000 concurrent sessions, and
130,0-OO new sessions per second from day one & latency should
not be more than 3

+-
.L d ed- \r-
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S.No Descri of uirements
Minimum IPS throughPut for real world traflic orof 20OO MbPs

mix trafficen2

Minimum SSL tof5OOM S3
tion

Application

thw1t (measuredPreven puThroughThreatMinimum
of 0001enati MalwareIPS Anand bled)andtrolCon

mD( trafficenortraffic1dworfor realSM
4

t: minimum 5 GIPSec VPN5
03 0tunnelsVPNIPSecteto-t- SiClientaneousSimul6

Proposed solution must suPPort
one

SSL VPN users fromminimum 300
7

Proposed solution must suPPort 10 virtual firewall from

oned

minimum
8

Static Rou1

Based Rou2
should supPort dYnamic routing protocol like RIP,The Firewall

OSPF BGP ISIS3

for LDAP, SIP, H.323,
P, RPC,SNMP, IMAP,

NFS etc.

S1ntionshould pectionFirewall applicaprovide
CHDI PCMDNSHTTPSMTPFTPSNMP1

2
tions based on HTTP,for applicaIk6-enabled inspection services

FTP SMTP ICMP TCP and UDP

3
of IPv4 and IPv6su

next-genera wellnetworks ASIPv6tionoftsecureAllows deploymen
stackdualulsim taneous,ts tthaenv1ronmenbrid requ1reAS hy

The firewall should support transparen 2) firewall or routed

firewall O tion
t (Layer

4
for outbound
qy for future

scalabili

linkFirewall
DWA

loadSPI balancingSl-lshouldThe pport
functionaliS Nsushouldalso& pporttraffic5

Firewall should suPPort functionality to group

ASmul
link aggregation

6

should support m1n1m 204S 8VLANumFirewall7
8 Firewall should su static NAT, based NAT and PAT

Firewall should su encryptionIPSec data9
IPSec VPN for both si

access VPN

te-site and remoteIt should suPPort the
10

Firewall should su IPSec NAT traversal.11

T2
control SNMP
authentication.

access through the use of SNMP and MDs

system should suPPort
route-based IPSec VPN

virtual tunnel interfaces toFirewall
13

+_ ry d yv;{tu
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S.No Description of Requirements

t4
The Firewall should have integrated solution for SSL VPN & both
IPSec & SSL VPN functionality should be ICSA certified

15

Should SrIpport LDAP RADIUS, Windows AD
have integrated 2-Factor

, PKI based
,

Authentication & should Authentication
server support & this two factor authentication can be used for VPN

users for atcessing internal network from outside and for Local users
accessing internet from inside the network and for administrative
access to the appliance or all of them

16
The solution should have basic server load balancing functionalitY as

an inbuilt feature
Set

1 IPS should have DDoS and DoS anomaly detection and protection
mechanism with threshold configuration.

2 Support SYN detection and protection for both targets and IPS

devices.
3 The device shall allow administrators to create Custom IPS signatures

4 Should have a built-in Signature and Anomaly based IPS engine on
the same unit

5 Signature based detection using real
have minimum 10000+ IPS signature

time updated database & should
database from day one

6 Supports automatic security updates directly over the internet. (ie no
dependency of any intermediate device)

7 ture u tes do not reboot of the unit.
8 Configurable IPS filters to selectively implement signatures based on

severity , target (client/server) and operating systems

9 IPS Actions: Default monitor block or tine
10 Should su
11 s exem from s IPS tures
t2 IPS should be ICSA Certified & should be recommended NSS Labs

Anti Virus Bot

1
Firewall should support antimalware capabilities, including
antivirus botnet traffic lilter and antis

2
Solution should be able to detect and prevent unique communication

tterns used BOTs i.e. information about botnet
3 Solution should be able to block traffic between infected host and

remote and not to timate destination
4 Should have antivirus Protection for protocols like HTTP, HTTPS,

IMAPS POP3S SMTPS etc
5 Solution should have an oPtion of

of the incident
packet capture for further analysis

6 Solution should uncover
communications

threats hidden in SSL links and

\ 4t
+* 6 wu;T tu



S.No Descrlption of Requirements

The AV should scan files that are on CIFS7
provide tsattachmenallow blocktoshallThe abilityproposed system

fileorandfileto extensionsdownloadsor
8

The proposed system should provide cloud based sandboxing solution
one tofrom t from zero threats

9

10 The Anti-Virus should be ICSA certified

1 support features like Web-Filtedtg, Application-Control &Should
Ga level DLP from one

2
tion

ew rbEn1nhave te tedtemS shouldThe terprise-classsed grasypropo
2roveshouldwi basedata whichth supportsolutenCon Filt tering

wl' externalt+ 68+ thou72 ca s andew 1nbillion languagestegorie,bPages
solution devices or hardware modules.

3 tiapplications
borationgones:

Media,
We

mulin4 000+overtion pledetecSr.lShould pport
GeneralFileColla Game,Botne Sharing,Email,t,Cate

sAcces SocialRemotePP2etworkN ProxyService,Interest,
bIndustrialVotPAudioV SpecialteUBacku ideo/p pdaStorage

The solution should have the bility to write security policies based

on IP Address & User Name & End
flexi

t
4

5 The product must suPPorts
all Firewall features should

Firewall virtualization, and
in each virtual firewall like

Threat Prevention, IPS, Web filter, Application Control, content filtering
etc

Layer-7 based
be supported

6 QoS features like traffic pioritization, differentiated services,. Should
support for QoS features for defining the QoS policies.

It should su the VOIP traffic fil7
Appliance siiould have identity awareness capabilities8
The firewall must suPPort well as Active-Passive
red

Active-Active as9

10 Solution must suPPort VRRP clustering protocol.

Management & Reporting functionalitv
Support for
management

Built-in Management Software for simple, secure remote
of the security appliances through integrated, Web-based

GUI

1

2 Support accessible through variety of methods, including console Poft,
and SSHv2

Support for both SNMPv2 and SNMPv2c, providing in-depth visibilitY
into the status of

3

Should have caPabilitY to imPort
rapid provisioning and dePloymen

configuration
t using Trivial

and software liles for
File Transfer Protocol

HTTP HTTPS

4

#_tudwv

*-,.
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S.No Descriptlon of Requirements

5 Should capable to Provide a con
administrators when critical events

venient method for alerting
are encountered, by sending

e-mail alert me to adminis trator defined e-mail addresses
The Firewall appliance should have minimum 45OGB of
S for & functionalities
Solution must allow
or read-write mode

strator to choose to login in read onlY

6

7

2. FIREUIALL II)G ANALYZER

Description of Requirementss.N

1 The solution should have a separate
generating reports centrally for all connceted Firewalls of the

""*. OEM 8r, should have minimum capacity of connecting 30

appliance for storing logs &

Firewalls
The proposed centralized logging & reporting so

a capacity of accepting minimum 2OOGB logs
lution should have
perday&atotal

of 12TB.S

2

The solution should have su for RAID 0 1 5 103
4 have

rapidl
ln'teractivecustomizableshouldutionsolThe reporting

tpoinpintoboarddash v
blems

It should support drill follow the trail of an attacker,
trace transactions and gain new insights

-down to5

It should have minimum 25+ plates with samplebuilt-in tem
reports ready for use

6

tionwith
ormand aonrun -deonSU toshouldution reportsolThe pport
viewCalendarandnotificaua tedtoma emailulerhedSC

7

It should support customiza with 300+ built-in charts readytion
for generating custom rePorts

8

The solution should flexible report formats likeprovide
HTML csv/xMl/PDF

9

10 It should support retrieving archived logs to perform analyticsof
agaln st historic data
The solution should suPPort of logs to a Syslog server
or a CEF log server for long-term storage, forensics or regulatory
com

forwarding11

vT-,a.
4zf e+r{



3. FIRIUIALL POLICY MANAGER

ofs.N
The solution should have a cen tralized management appliance for
managing minimum 30 Firewall appliances of the same OEM from a

console

1

2

interface

collectively the devicesol tionu can configureteTh managemen
userfrom akSSacro networthe singleando policiesbjectssettings,

3 The management solution can review, approve
from a central

and audit policy

4 It should support automated process to facilitate policy compliance
tand

5 support enforcing reduce policy changesrisk forkIlowwor toShould
6 The centralized management so

Application Control and Intnrsion
Pievention updates, Vulnerability Management, Antivirus and Web

Filtering updates to all the connected Firewall appliances from a
console

lution should supPort for:

7 It should support for
customized, branded
administration

RESTful API
web portals

which allows to
for policy and

create
object

8 Should capable to Provide
administrators when critical

s to administrator defined e-mail addresses

a convenient method for alerting
events are encountered, by sending e-

mail alert mes
9 The solution should support ensuring

be enforced and shared among mul
common security baseline to
tiple administrative domains

Ms

1

C. CYBER FORENSIC
Data Analysis Tool

va:a-

Description of Requirementss.N

1 acquisition andmultiauto toma processmgpleAbili tically queuety
andS timesaveefficiencieincreasetionac S to

End-to-end experience that brings together
and analysis, creating integration and a

acquisition, processing
more navigable and

tal evidence database

2

Support for a broad array and support for the
latest versions of those and artifact

of artifact types,3

S

artifactartifacts
verificationeflicien

traceanddataandtoSS fileAcce system, registry
betterafordasource tatsto i tlvevidence

4

The ability to present findings customizable way that fits their
needs and

ina5.

#_ d w
44
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s.N of Re nts
Acquire images from any iOS or Android device, hard drives, and
removable media.

6.

Recovers evidence from 3OO+ tYPes of Internet Artifacts from Windows
and Mac com ters

7

Recovers 165+ types of Artifacts from iOS, Android, and
and tablets.Windows Phone smart

Smartphone8

dataset.items in a

timespecific
stacking

terialayer

afromevidencesolateIfiltersfasterevidencetto relevan uslngGet
basedresultstersfl1 narrowtoteor creaorteda range

Filter allowssu artifactforvalues typefieldon any pported
Sttoof terfil crisionsdimen poin pecificto o several plnnyou

9

10.

identifiers (email addresses, phone numbers, etc) with the profile, so

that you can filter evidence to show only the evidence associated with
the individual.

beginquickly
identify

vid

narrowheltoof differenta bernum youpand tagsCreate manage
,Sindividual€rnS 1nseetoandresultsthe patterndown

shareandts function yourthe commenactivi Uty sing
creaalso tecan!,outakeholdersS profilesthw1 other keythoughts

te otherthen associaindi andualted anw1thate associathat

saved for future use

artifactdefini
Evidencehave

artifact

datafind moretotionstomcus artifactterea ownC your
aFinder utomaticallyAppDynamicor Analyzer's

bethenca.nwhichtionsdefinitecreaandanew ppsidentify

11.

artifacts unallocatedandallocaboth ted byfrom spacemoreRecovers
strace ofdatadeleted andor forfu11from filesdata carvlngextracting

bsiwe teand S,a Sbehindts ppts bydata menele fragmenI
to read formatit in an

left
and

t2.

13. t files to enhance searchAdd hash sets to either filter out non-relevan

iden
willtsets thahashortives addfalsereduceand posiperformance

videos.andbadknownandtcall ous
Effrcien volumes of datal4

re file and hives for tsater15.
16. Process and recover 5OO+ of artifacts
t7 Automate all acquisition and processing tasks required to prepare

evidence for
18 fi1e and hives for ts

Trace artifact evidence back da second sta 1n1to sourcets19.
Trace artifact evidence bac,k its data seconds1nto source20.
built on the analysis allowing you to recover hundreds of

tal forensic artifacts
capabilities

fo
2l

Should be able able to extract data from cloud data source using
Tokens from evidence

22.

Easy-to-use interface that moves you through your investigation.23

(sq w k il-''r q-f- \A,
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Descrlption of RequirementsS.No

EVIDENCE SEIZURE KIT2
tipurpose ofA Comtn1 ConThat tainsU ArrayPortable pleteulM

r ProcessoTo PreviewSolutionsSoftwareardH ware AcquireI
Evidence

1

2 Kit Should Contain High Laptop With The FollowingEnd Forensic
tionMinimum

Intel Core i7-67OOK S1rYlake Quad Core Processor or higher or
8MB Intel Smart Cache or

(a)
e ul 4.O GHz

32 GB PC4-17000 DDR4 2L33
256 GB Solid State I ternal SATA Drive rorn
Intel Z|TO s Chi Or )tJ Lll'

15.6" Full HD (1920x1080) IPS Display with G-Sync(e)
Matte Finish

NVIDIA GeForce GTX 1 060 w1th 6 GB GDDR5 VRAM
1 RJ-45 LAN 10 100 1000M

(h) Intel Dual Band Wireless-AC 8260 - 8}2.l1ac, Dual Band, 2x2
Wi-Fi + Bluetooth 4.2

0) Card Reader 6-in-1 (MMc/RSMMC/ SD/ Mini-
SD to UHS-ISDHC SDXC U

2.O FHD Video Camera
Definition Audio

S
19mm Full-Size with numeric - Illuminatedo
Touch Pad pointing device(2 buttons)with multi-gesture and(p)

function
Print Reader

I HDMI Port
2 Mini Port 1.3
1 Thunderbolt 3 USB 3.1 Gen 2 Combo Port
1 USB 3.1 Gen 2 Port C

3 USB 3.0
1 USB 2.0 Port
1H ack -in-1 Head S PDIF
1M ack
1 Line-In ack
1 Line-out ack
8 Cell Smart Lithium -Ion 82WH Ba Pack

Lock Slot
Universal AC 100-240v AC 50
D imensions: 15.20 x 10.32 x 1.41ae
w, t: 7.5 lbs +com

biProfessional
Professionalincl

temsOther sysindowsw 01 Operating(64 t) Iag)
uxLin bi64uded S SEU

restore environment and
discedia conBootable BluM tainingRestore ray(ah) System

QAv# dw *fl-%
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S.No
KIT SHOULD CONTAIN PORTABLE FORENSIC WRITE BLOCKER
WITH THE T'OLLOUNNG INTERFACE

3

(a) USB 3 0 IDE/SATA, SAS, USB 3.0, Firewire, USB
Writer has been designed specifically for

3.o Forensic

Card Reader and forensic use

and Su S USB3 b s

(b) Universal Power SuPPlY and Power Adapter cables, Standard
Cables and Ada

4 KIT SHOUD CONTAIN LITTEST FORENSIC DUPLICATOR WITH
FOLLOWING CONIGURATION
(a) Should have a Forensic Du
Greater than 2TB HARD DRIVES

plicator with capabilities to support

a 2TB HDD
Clone HDDs with no size limit

(b)
GB

Forensically duplicates HDD 's faster than ever - uP to 15

min with
(c) Standard features incl
(image) duplication, Format,

ude Disk-to-Disk (clone) and Disk-to-File
Wipe, Hash (MDs or SHA-1), HPA / DCO

detection and and Blank Disk Check.
Make one 1:1 two t;2 or three 1:3 of evidence drives.

(e) Acquisitions of USB 3.0, SATA, and IDE/PATA devices can be
directed to either USB 3.0 or SATA ou t devices.

to SAS drives with additional modules
(e) Outputs to raw DD, .e01 (com

formats
pressed), .exOl (compressed), or

USB 3.0 convenience and built in
Extensive files is to view and save
Built- user-selectable MDS and SHA256 verification

(t) Hash re-verification on read from destination( s) - user-selectable
Colour LCD user interface

5 EXTERNAL DEVICES AND ENCLOSURES
(a) USB3 Read Only/Read Write switchable External Hard Drive
Chassis with Power S
(b)
Read

Digital Intelligence Integrated Forensic Media Card Reader
and Read Write Switchable

6 EXTRAS
Hard Drive Ada 2.5 Inch
Hard Drive 1.8 Inch

(c) TDAS-ZIF ZIF HD Adapter w/c4Qq
(d) TDA3- 1 Micro SATA HD Adapter
e SATA LIF AdA

2 TB SATA Hard Drive
Precision Electronic Tool Kit
Power Stri - l2Ov 24Ov Com tible
Universal Power

*i 4
e/,
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Descri of Re uirements
PELICAN CASE

Hard-sided with Padded La Inserta to
b AiWate t t

Hi Im actc
d Custom Foam Lined

Custom Lid O izer for Cables and Adae

24" x2O" x 14" - 58lbs

7

Microsoft Windows 98SE Standalone DOS (Confrgured &(a)

Pre-Installed
Microsoft Windows 8 Professional 64 bit (Configured & Pre-(b)

Installed
Microsoft Office 2016c

d fe al nfi dLi Pre CoSIS noLlxn ProuS SC

tec GHOSTSe
DVD CD Authorin Software

grap
tingfi

abili

fo

rhwlSln etall dmco eusho dSI pre-orenFEnd(g)
woShadL evthwlsoftwarean SSIoF S1ren c aly
rddanndexI Key;voCopy
evanc ddaecten rfarh c SCubexl Iefl

d scrlanewln1h nrd arcSC pcteI prevlSO nng keSrwortlng
oh uldftware SeTh oSackikmar nd ooBan tyon i pchte osr

d ewv1Sftle ancS1oot forenrto to Bvln SeoI w ethal tlga
tnnmevlroenndSOuslcrennce 1n avide en c allyIe ctroe

Boot both Windows all versions and Macintosh com ters.
tiffered r dte B an&no uRealIf ten rnaodu1 eb phS ocu otProd

S mSC b edon bet aSd oh dulan
(,) In case of Distributor/ Rese
Authorization for Suppty and Service

ller; OEM / Manufacturer's
should be attached with the

Tender.

attached.

fotraihav
foti rting

cu tProdran rweMedneuld pooShI ed rB d
betosameetn thrcumedoSuSLl rtno and ponI Stalla pppo

8

3. IilTELLIGEI{TIT{VESTIGATIOI{MANAGEMENTSYSTEM

Descri ion of Re uirementss.N

intuitive interface, allowing anyone get started with very little train_ing.

it should provide digital ividence and lab management, as well as

archiving, which allows teams to understand how the evidence was

d product that uses a clean,Tool should be collaborative end-to-en

and where to find it in the future'

1

through common browsers on W
Linux, and mobile OSs and it builds statistics as you enter

information. It should be able to incorporate case management stats
ortrn tools.into

indows, Mac,worksTool should2

ed- }(/

u$

S.No

SOFTWARE

High- laptop
Boot virtualization,

Hash Sets,Meta extraction, Carving,
with(GUI)search,

image
virtual

(h)
Machine.

OEM(k)

handled

ry kq



Descri tion of Re uirementss.N
Also have below features:
(a) Global Collaboration on Any Case

(b) Unlimited Client Base

(c) Permanent Case Archives

(d) Chain of CustodY Preservation

(e) Complete Exam Documentation

d um Vitae emen
(e) Asset Management

(f) Local or Remote Browser Access

Consolidation of A11 Case Information

(h) AutomaticstatisticsGeneration
(j) ICAC and Cyber tip Management for Law Enforcement

(k) FinanciallnformationManagement

0) Lab Expenses AnalYsis

(m) GrantDocumentationManagement
(n) Project Expense Accountab iliry

(o)

(p) Process Review Facilitation
(q) In- eld Evidence Triage

(.) Scalability to Grow with Your Needs

(s) Barcode Generation
(t) Secure 256-bit EncryPtion

a

(u) Standardized, repeatable process managemen t

4. ARTIFICIALII{TELLIGENCE(Workstation}

h-
4

Deecrlption of Requirementss.
I{o

ur workloads.to match

tfo rovidinghav
dingerformanc

wid bric nfigur

la rm1nearneed pe pS oh 1dutS em pTh sy
PG UPU tfasG1Su 1ead1nthw1e trycedre ennu pp

to oba eI PUGoca ryandth polfabandhn gh

1

The system should have the ability to autonomous
massive data sets.

ly learn, predict,

and ada tu
2

2 x Intel Xeon Scalable Processors
links, 2.4GHz Processor base frequency

o 20 cores with Intel HT Technolory
o 4 NVIDIA TESLA V100 SXM2 GPUs
o 300 GB/s GPU-to-GPU NVIDIA NVLINK

a with 3UPI

CPU
Cores
GPU

]r1 s* v)
I

(e)

Invoice Generation

S,ted
terconnect,

Processor/
Cache

3

Y



s.N Description of Requirements

o 12 DIMM slots
o 384G8 DDR4- 2666 ECC DIMM
c 2666l24OOl2133MHz ECC DDR4

SDRAM

4 System MemorY
Memory
Capacity
Memory TlrPe

o 4 x 1.92T85 ssD
o Intel C62l chipset or higher
o SATA3 (6cbps) with RAID O, 1, 5, 10
o Intel X540 Dual Port lOGBase-T
r Support for Intelligent Platform

Interface v.2.O

6 On-Board Devices
Chipset
SATA
Network ConnectivitY
IPMI

o 4 SATA3 (6Gbps) ports
o 2 RJ45 lOGBase-T Ports and 1 RJ45

Dedicated IPMI LAN Port
o Minimum 2 USB 3.0 Ports
o 1VGA

7 Input/Output
SATA
LAN
USB
VGA

o 4U Rack mount8 Chassis
Form Factor

o 4 PCI-E 3.0 x 16 slots9 Expansion Slots
SSPCI-

o 2 Hot-swap 2.5" SAS/SATA drive bays10 Drive Bays
Hot-swa

o 2OOOW Redundant Power SuPPlies
Titanium Level

Power Supply11

Descri ofS.No
55" or aboveScreen SizeSu1

IPS.2 Panel
LED for Slim ofBack t3

16.9.Ratio4
t,92O X 1,080 (FHD) or High, display should
support UHD resolution in Video wall
a

5. Native Resolution

700nits or Higher to get clear visibility in
t condition of room if

6 Brightness

450,000:1 or Better to ensure the contrast as
ment of contents.

7 Contrast Ratio
CR

178 X 178 angle to cover Mar viewing angle
location of Room.from se Time

8 Viewing Angle(HxV)

24Hrs grade panel for ensure Heavy Duty
if required Portrait & Landscape suitable format
to ensure zero gravity effect in case of
customized installation for long period.

cycle9 Life time (typ.) or
High to ensure full
performance of LED
for Long period.
o Hours:

CYBER MANAGEMENT AND MONITORING
1. 55" DISPLAY FOR CONTROL CENTRE

,d/
{- 4-/ w* Y)
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ofS.No
Portrait & LandscaPe
zero gravity effect

suitable format to ensure
in case of customized

installation for

Orientation:10

45(LANl) or high

to cover all types of inPuts
HDMI 1.DPl. DVI D 1.USB RJ

site
ts & future

as per
ts.

Input ports:11.

Display port (DP) for daisy chain to run FHD
without controller.contents

Output Ports.12.

remote location.
chain oftrolcontaketo1 for4RJ 5 daisy(LAN

video wall from
External Control:13.

1 mm or less to get picture/videoseamlessBezel to Bezelt4.

Screenon LAN No
Saving

selectionAuto sourceSensortureTempera
wakeFailoveralibrationC Mode,Enerry

15. Key Feature
required ;

100 240v. 50 6OHzPowert6
300 Watts or lessPower

Consum
t7

10% to 8Oo/o. -Operation
Humidi

18.

UL for safetY,
CommunicaUon,

FCC for Electro M
Energr star rated for

agnetic

& BIS.consumconfirmation of

Certification'st9

2. DATA UIALL CONTROLLER

3. INCIDENT RESPONSE MANAGEMENT AND ALERT SYSTEM

ofS.No
of controller for video wall &Su1

multi here on dis sLzeu tosourcesD2
freelyinwallvideotheS ondibeshoulds playedsourcet1nAll pu

1n tswindowsmovableandresizable
3

Should have 4 minimum sources HDMI.to connect to4
Each in Full HD Format(1920x tput to connect to minimum 41080) ou

Each in Full HD Format 192OxlD
5

Description of RequlrementsS.No

,unriceof
hould able to su and handle volume of incidentS

Should able to suPPort and handle large volume(b)
requests

of service

Should able to su and handle volume of Sc

1

certifiedService de ITILbeSM ustmHD

{ b-q W
v b-

5'l

)
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Deecription of RequirementsS.No
(e)

Ch
Native integration of Processes i.e. Incident Management with

ment and vice-versaM
(0 Native integration
automatically creation of

of processes
knowledge base

with Knowledge
post closure of Li

base i.e
ckets

haveti
unlquli ti

are1h et tun e ArcSau onT eh SO gl
c) eSSEL STIS ISce ca roon tan1nSaC procen e aS ppgl

s1nu Se Sd btekflr owso byand wad ta segrega

Able to create and modifY tomer requirementforms as per cus

fo domainsdifferenefin SeCSCrvlrtdto

view data for one, two or more organizational units

atatition
fo righbiliti

dom tIe ethw1 cu1m pStl rto tenancyuldshou1k oe pp
S t toSaccen Sab osedS Stanra Sno AS alyS1 o1a ty

kfl rocesses
1

ffefo td nreows rored nfi ebA to1e

(m) Able to
workflow

send automatic escalation mails as defined in

feffedifro dteeradnre tmDM BCtentetoIeb ab eh u1o d graS
BSa n eerc andSSta uoda

(o) Should Provide
creation, uPdate and a

email allowing ticketbased interactions
pproval of request.

Should able to integrate tive Directory and PoPulate
user information automatic

with Ac(p)

The system should have graP terface to define, visualize

and update ITIL Processes

hical in(q)

ti
tiautieffe ap

qu1lingti
ti

MC BDSC throbvidro e roughosh 1u du oneTh SO p
no formod to c1 S ani1bh c plewerful searcrdoul osh po

t1weIC Sckltobena vanS don tem1raoc nfigu
re IC SothSno shire1r 1aSa eth

Incident and Problem Management2
taiti

fotiti
ti

edIdeoalldosh uIo u noske SDecSe roI dbe nfothe ggenonoet typeo cafrSeleve S gorva
1eu1mSacro SSath t shalCrvl SeTI SE

(b) Service Desk so
differentiate the criticali

lution should P
ty of the securitY

rovide classification to
incident via the PrioritY

levels.levels and imlevels, severi

1m lementations

cti
ti

Sbe tno ba eIadd edbeemedrovl1o trou nSeTh p
nuSew basedSe &SS poCCtbeSIows eS kflwor proctlcAC e pracpr

tt should allow SLA to be associa with a ticket based on
location.incidentseverlnorl

ted
uestor asse

v6-1d )- 1* 52

and leverageshould
including

unit.

(h)

Able SLAs different

withwell

different

(n)
CMDbuild

whichto(r)

ASfindservices,
to

incident
domains.

multiple(a)

andshould(c)

d)

ry



S.No of
Solution should support fast service restora(e)

incident data.
tion leveraging

base

tiplehave int-mul builto searchthetI should ability(0
-errorknownandlike thebases problemincident,knowledge

search eachthe t tothoutwibaseta uls1m requlrlng agenda taneously

issue need not be assigned to an L3 DBA unless the business

ticket to theoft righttomaticau  SStl signmenhouldS pport(e)
D taa crashbaseExon businessbasedresource tyskilled prlo11

down.sen/lce rs com

solved issues

have for technicalbaseknowantI should ledgeupdateable(h)
utionsol forSsearchtoend rfSCTSfurtherand helpanalysis

Should text search bilities
(k)
into a

Shoutd centraJize all known error and problem workarounds
basesearchable know

(1) It should provide an interactive
novice users through the ITIL process
ensure faster issue resolution.

process flow bar that guides
for incident management to

(m) The incident Management
integrated to the CMDB to ensure

solution should be comPletelY
that Cis can be associated with

better visibilithe ticket to
The incident management solution should have the ability to

st
(n)
initiate the

ability to associate an incident
a problem or known error for

(o) The solution should
with an existing change

have the
request,

shift sl4rregerrlent capabilities
are allocated based on shift

(p) The service desk should have
for support staff wherein tickets

q) It should allow the CI to be associated with tickets.

V

Le * \r-- b-
53
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4. CENTRAL NETWORK ASSET MANAGER

Description of RequirementsS.No

tiesinte
ting,tion,

deliversthatt platformmanagemenabeShould comprehensive
u1fabili across ,t,catular pamodted managemen:$td

Sneedsecuriand ty (FCAPSaccoun performanceconfigura

1

withouwired
1 theandfromsdevicewired day50minimumsuShould pport

tdevices any500to 1be scalableu,1 shouldtionSO up
uhardware or software

2

3
maps for layer
available VLANs

tion
incl

of networkcreaandditomaau ticallow scoveryShould topolory
theallks3 networ udingas ASwell2 layer

ports, physical links, VLAN
devices in the network.

have polling
line

Ifor networkPca nodes,bili1nk ventwor tyneShould tory pa
sterface1nulesmodble cards,availa

and all the other SNMP

4

Should allow extensive with real time event andfault management
alarm notifications incl tem

5

Should allow centrafrzed crea and management of VLAN and ACLtion6

Should have scheduled configuration back-up and restoredevice7

Should have automatic of configuration changes for easYdetection
and isolationtrouble

8

9 Should allow monitoring and management of 3rd party devices and end

ts
10 Should have the of scheduled ro11 out
11 Should have the functionality to perform scheduled or unscheduled

k wide software or firmwarenetwor
Should have the abili to customize NMS dash board.t2.

allow grouping
task

of devices particularShould
c

for applying any13.

15 Should have 64-bit
16. Should s traJized ,11 distribu ted t.ASweascen

S

tion
physical

migratiovirtualinto
policie

t andmanagemenvirtualiza Usu managemenShould pport
I shouldtnetworksvirtual provideandof bothmonitoring

nreduceandnetworksoftt and managemeninsigh
virttralthS witic networkauand tomabyty aligningcomplexi

t7.

18 Should su role based access control
19 Should be with software pgrade assurance during theupdate and u

monitoring
deviceswireless

softwaresametheonon ulesmodfor addha suveShould pport
SSwirelerouterstmen ofand manageforplatform

tclienandSSwirele accesscontroller

20.
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S.No Description of Requlremeuts

Should facilitate enable centralized management
network elements with a variety of automated tasks, including

baselineca

of proposed

configurations, software configuration comParison tools,
alerts, and moreverslon
images,

2L.

Management to view current
bulk VLAN deployment etc.

VLANtralizedcenStlShould pport
tion VLANVLAN topoloryconfigura

22.

1-lSCTS

ting
auditscalable network logShould high performanceprovidea)(,

ofties ternal1nactivionlinewith audiSr-l rtand analysis ppo

AT
including

as N flowts suchformaSvanouS1-l logShould pport(b
secun tiveallowst auditthaformats ty-sensietSN tream log

data from HTTP FTP and SMTPrations and
Should su driven 1o fi1c

devicecollection
ATotherwise

do notS thatfrom1oStlShould r$pportd)
AS Flow NsuchstandardStI the protocolspport

NetStream sFlow Netflow etc.

users.

activity auditing
optionallyfrom day

50least sersuatofSIr userShoulde pport(
1 500uble toextendashouldthis be pand1

23

24. Should offer RADIUS AAA features:
identity onbased thea ticauthen tionS userShall upporta)

assuchSresourceinfrastructurewlted thassocrasSSacce policie
1users00 fromSElicen 1forswltcrouters

b) Shall
centralized

provide a full-featured RADIUS seryer
authentication, authorization, and

that supports
accounting

t.

tiondevice
basedS ontics device capabilitiefr[, fingerprintingc etwork-agno,)

BY DoforHD PCMAC+HTTP+ recognl

TLS, and PEAP to Iit into applications with different security
ts

PAPiden
VPNlikeS 802 1mode x,tionthenticaau portalsuShalld pport

EAP-MD5CHAPlike ,EAP-ti SmodeSSaccewirelessand ty

e) Shall provide cen.ffalized policy creation to set the
for eachaccess

appropriate
of user and device across the network.

needs.

tiesdelivers
tsivecom3 t platformabe ITILV managemenShould comprehenplian

acrosstularmod capabilitn ted managementtha tegra
secunandaccoun (FCAPStyperformanceting,configurationfault,25

26 Offered software should have compatibility with Microsoft Windows

or Linux operating sYstems

Offered software should be scalable up to 1500 wired devices and
1500 users.

27
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E. COMMON I{ARDWARE

I TIME SERVER

d/v/ry

of Re ntss.N

230 + - lOo/o V ACVol1

47-55 Hz2

Universal Time co-ordinaUTime Facili3

Supported
4

tion

Propagation
delay

+ - 25O Nanosecond5
Better than 1 PPMTime6
Front panel LCD display to show status,
time and no. of satellitesLCD Display7

GPS Antenna input through BNC connector.Inputs8.

Power Su9
ts

10 NTP output (2 nos. customizable) for NTP client access through
RJ-45 .Both Ports shall be nt
RS232 serial Nosou11.
Pulse ou t: 1 PPS Y2PPM lPPMt2.

1O,OO0 or higher13 Support Client
request per
Second

50 metersof GPS14.
Over 30 DB15. Gain

Ye
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TRIAL DIRECTTVES OF CYBER SECURITY OPERATING CENTRE

A) SECURITY INFORTITATION & EVEN MANAGEMENT (SIEMI

I.SECURITY INFORilIATION AND EVENT MANAGEMENT

s.N Description of Requirements Trial
Directives

General
1 Collection Methodolonv:

The proposed solution must provide agent and agent-less
solution that can automatically scan the list of server and
other device to be monitored and will automatically accept
events and start to monitor device without any
administrator intervention. In case for any specif,rc device/
application agent are required, it must have provision for
same as well.

BOO will
check
practically.

2

Real-Time Incident Monitoring.
Threat Notification and Alerting
Incident Case Workflow.
User and Entry Behavior Analytics

Architecture:
The capability in general of the components are given

below:-
(a) Collectors: Logs collectors will be deployed to

collect logs from various device and application at a
particular location. The main function (but not limited to)
are:-

(i) Collection
(ii) Compression
(iii) Encryption
(iv) Caching, where the solution must provide

for storing of logs in case of no communication with
consolidator I correlate for minimum period of 7 days.
(b) Consolidator. The main function (but not limited to)
are'.-

(i) Indexing and Searching.
(ii) Reporting.
(iii) Storage and Forensics.

(c) Correlators. Correlators will be deployed to process
the event sent by various collectors/ consolidator. A11 logs
collected should be analyzed and correlated. The main
functions (but not limited to) are:-

(i)
(ii)
(iii)
(iv)

BOO will
check
practically.
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s.N Description of Requirements Trial
Directives

d) Centralized Management Senrer.
(i) The solution must provide central Management of
entire SOC from a particular site and provide access to SOC
administrators from other location for managing the device
in their respective areas.
(ii) The proposed solution should provide all system-leve1
administration through a single web User Interface.
(e) AU the software component of the SIEM solution must
be from the same OEM .

3 Total aggregated EPS across the deployment should be
10,000 or more sustained EPS and 25,000 Peak EPS from
day 1 without rated license limit of integrated devices, no of
assets, no of console users, security analysts. Hardware,
Virtual Machines, Operation System and all related software
for all the component at all location will be supplied by the
Bidder as part of turnkey solution to meet the required
functionalities. The system may be delivered as appliances
or as server bundled with integrated bundle of OS, software
and database.
Collectors will separate device with all requisite OS and
applications. Consolidator and Corralator can be either
same device or a separate device offering their respective
functionalities with all requisite OS and applications. High
Availability of device must be ensured at all location.
If a correlator at any location fails, all its logs should be
diverted to be handled by the alternate correlator.

BOO will
check
practically.

4 Workflow Automation
The proposed solution must provide a SOC orchestration
layer solution that can must facilitate incident Investigation
and response workflow that must open tickets, assign the
tickets to the appropriate team member while maintaining a
complete audit trail for the incident han4li4gllqeeqq

BOO will
check
practically.

5 Deploying Methodology:
Solution must support Hybrid deployment including
Hardware, Software, Physical and virtual environment.

BOO will
check
practically.

6 It should support any number of logs sources and devices
without any licensing limitation. Solution must be designed
for no log drops at any stage of the solution.

BOO will
check
practically.

i
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Trial
Directives

s.N Description of Requirements

Event Collection & Normalization
BOO will
check
practically.

7 Device Support:
The Proposed solution must provide a comprehensive
coverage as cross all types of event sources (but not limited
to ) like Databases (SQL server 2005, 2OO8,2O12, Oracle),
ALX Server, Unix/Linux Server, Windows Server, Routers,
Switches, Gateways, hubs, Windows OS 8.8.1,10, firewalls,
for all of OEM

BOO will
check
practically.

Application Loqs:
The solution should be able to collect security logs generated
by software products like databases, web and applications
like ERP etc and custom built ns

8

BOO will
check
practically.

Distributed Event Processing:
The proposed solution must collebt logs in a distributed
manner, offloading the processing requirement of the logs
management system for tasks such as filtering, aggregation,

sion andcom

9

BOO will

practically
check

10 Custom Collection API:
The proposed solution must have a software tools to allow
customers to create integration with unsupported legacy or
internally developed event sources. The software tool must
allow customer to integrate with Syslog, log files and
Databases

BOO will
check
practically.

11 Normalized Event Data:
The Proposed Solution must normalized all collected event
data into a consistent format.

practically

BOO will
check

t2
solution must categorized log data into an

humanly- readable format that does not
of OEM-specific event IDs to conduct
s new correlation rules, andf or create

dashboards.new re

Categorized Data:Even
The Proposed
easy-to- understand
require knowledge
investigation, define

BOO will
check
practically.

13
The proposed solution
of log data between

must provide encrypted transmission
all the collected/consolidators and

correlators

Secure

check
practically

BOO willReliable TransPort:
@ should use reliable TCP protocol that will
ensure retransmission in the event of protocol failure to
ensure that no 1o data is lost in transit.

t4
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s.N Description of Requirements Trial
Directives

15 Collection Health Monitoring:
Any failures of the event collection infrastructure must be
detected immediately and operations personnel must be
notified. Health monitoring must include the abiliff to
validate that original event sources are still sending
event.

BOO will
check
practically.

t6 Event filtering:
The Proposed solution must provide inline (user
definable) options to reduce event data by filtering out
unnecessary event data before it is tored or correlated.

BOO will
check
practically

t7 Event eation:
Aggression must be flexible in which normalized fields
can be aggregated and provide the ability to aggregate in
batches or time windows. An examole of aggregated
would be every 1000 identical event be aggregated into
one record with the necessary start and end timestamp
and the aggregate count of 1000.

BOO will
check
practically

18 Compression:
The proposed solution must provide at least TOyo

compression.

BOO will
check
practically.

t9 Raw Event data:
Proposed Solution must support the option of colleting
raw event data using Syslog, FTO, SCP, SNMP, and any
other protocol required for collection of logs etc. This
ensures original audit data is available for forensics.

BOO will
check
practically.

20 trIindows and Event Logs:
The proposed solution must be integrated with a
Windows Domain in an agent- Iess fashion and collect
the vent logs from multiple systems without requiring
any agent to be installed on the end device.

BOO will
check
practically

2t Time Svnchronization:
The SIEM solution components along with the log source
should be synchronized to single time.

BOO will
check
practically.

22 Centralized nt:
The proposed Solution must be managed centrally
allowing users to configure all features; backup
configuration and push software update etc. Using one
centralized creation.

BOO will
check
practically.

23 Event replay:
The Proposed solution must provide a software based tool
or facility which allows production event data to be
exported and replayed into the system for testing and
content creation

BOO will
check
practically.

k h.ld Y Ve ry
\



Trial
Directives

s.N Description of Requirements

BOO will
check
practically.

24 Scalabilitv:
The proposed Solution must be scale to large
environment (upto 1,OO,OOO EPS) with additional EPS
licenses and additional hardware. This should be
software based solution.

BOO will
check
practically.

25 Storage integritv:
The proposed solution must utilize storage RAID levels
for Local data redundancy with the ability to reinitialize a
failed disk from data stored in the RAID cluster

willBOO
check

26 Storage Flexibility:
The proposed solution must be able to store log data

Drive Inboth and with SAN NAS Ta
BOO will

practically
check

27 Retention Policies:
The Proposed Solution must provide the Ability to create
multiple policies for the automated retention and

of 1o data
willBOO

check
Log Data Integritv:
The proposed solution must provide audit qualitY

mechanismstn

28

BOO will
check
practically.

29
The proposed solution must provide a simple intuitive
search interface usable by different users with varying

Search interface:

skill sets
BOO will

practically
check

30 Search Drilldown:
The Proposed solution search interface must provide the
ability to drill down on output data and alter the search

click on fields within an event.filter slm
BOO will
check
practically.

provide support for
as well as complex

The proposed search interface must
simple Boolean-Style search patterns

10ns

Search31

BOO will
check
practically.

32 Search Operators:
Th. eroposed solution must provide a comprehensive list
of search operators with expandable Syntax, and allow
users to "grow" into complex patterns, as and when

BOO will
check
practically.

33
solution must allow easy and intuitive
s which allow to comPound search

plex patterns, Similar to what would
"piping" Multiple commands into

Scripts using traditional tools, without requiring any

Flow-based Searches:
The proposed
query structure
Expression into Com
otherwise required

know of scri

5
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s.N Description of Requirements Trial
Directives

34 Search- Structured and unstructured Data:
The proposed Solution Search Performance must be

capable of searching through structured (index) events
as well as unstructured (natural Language) log
mes S

BOO will
check
practically.

35 proposed solution
option to allow

Search Method Combination: The
search interface must Provide the
combined search queries using a combination of
Methods such as index and in-indexed event data and
regular expressio fu11 unStructured text searchn and

w1thout search rformanceslmultan

BOO will
check
practically.

36 Search Range
The proposed solution search interface must provide
the option to search interface using either a custom
time (data/ time start, end) or dynamic time (last 2
hours

BOO will
check
practically.

37 Search Result View:
Th" p.oposed solution search interface must provide
option to customize the output columns of the queries
result. The option may include constraining the view to
only normalized data or filtering the view to only see

raw data.

BOO will
check
practically.

38 Search Export:
the log manager System must provide the ability to
export the search result to the user's local system, a
mounted files system or locally on the log management
system for other users to view. The Export should be

saved in either a csv or format.

BOO will
check
practically.

39

se.

Save search Filters:
Th. proposed solution must provide a simple, intuitive
*"yJ of allowing users to save search filters for later
use and to be shared with other authorized users'

Historical AnalYsis:
th" ptoposed Solution must be capable of processing
and storing large volume of historical log data that can
be restored and analyzed for forensic investigation

BOO will
check
practically.

BOO will
check
practically.

40

6

{ Vq e*Y a-
O,r1uT



s.N Description of Requirements Trial
Directives

Log Management-Archiving
4l Schedule Archive:

The proposed solution must provide a simple
interface to schedule the compression and archiving
of data.

BOO will check
practically.

42 Manual Archive:
The proposed solution must provide
interface to manually archiving log d4!4-

a simple
BOO will check
practically.

43 Retention:
Solution will be capable of retaining online logs for 3
months with consolidator and correlate.

BOO will check
practically.

Log Management -Alerting
44 Real-Time Nerts:

The proposed Solution must be capable of generating
alerts based on filter pattern matches for operation
health monitoring.

BOO will check
practically.

45 Threshold Nerts:
In addition to real-time alerts, the system must
provide historical, threshold alerts, configuration
from saved search queries.

BOO will check
practically.

46 Alert Filters:
The proposed solution must provide per-defined alert
and provide the ability to re-use pry-defined filters
and own created filters as alert criteria.

BOO will check
practically.

47 Alert Deliverv:
The proposed Solution must provide options of how
alerts are delivered to operations or security
personnel or reporting to the web consol, send an
email or generate an SNMP trap to an external
management system. The solution must be capable
of doing all three concurrently for eaqh alert

BOO will check
practically.

Log Management - Reporting
48 Per-Defined Report:

The proposed solution must provide per-defined
reports for Operations, Security and Compliance that
can easily be modified.

BOO will check
practically.

49 Compliance Report:
Solution should provide compliance auditing,
alerting and reportiqg

BOO will check
practically.

#,
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s.N Description of Requirements Trial
Directives

50 Customized Reports:
The proposed solution must provide the ability for
customers to create their own reports with reports
template, reporting wizards as well as an advance
interface for power users to create their own custom
report queries.

BOO will
check
practically.

51 Rerrort Export:
The proposed solution reporting function must be
capable of exporting reports in various formats. At a
minimum, the report formats should be Excel
Spreadsheet (.Xls), Adobe Acrobat (.pdfl, Word
Document (.doc), web Page (.Html), and Comma-
Separate Values (.csv). The reporting functions
should also allow the report to be run and viewed
ad-hoc by user as well

BOO will
check
practically.

52 Report Scheduling:
The proposed solution must provide the ability for
customer to schedule and email reports to rtn
hourly, daily, weekly or monthly as either an
attachment or a URL path for users who have
system access.

BOO will
check
practically.

53 frrilldown report:
The proposed solution reporting engine must provide
tenability to generate linked report with a master
report that allows users to drill down into the data
within the report dynamically.

BOO will
check
practically.

54 Run-Time Report Options:
The proposed solution reporting engine must provide
the abilif to filter, highlight, and modify various
report functions at runtime. This should include the
ability to selectively define device group or storage
portion to report upon.

BOO will
check
practically.

Los ManaEement-Dashboards
55 Customizable dashboards:

The Proposed solution should provide dashboards
specific to each user and should be user
configurable. The dashboard must be capable of
displaying multiple daily reports specific top each
user iob function.

BOO will
check
practically.

V
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Trial
Directives

Description of Requirementss.N

ment I
BOO will
check
practically.

56 Svslog Forwarding:
The proposed solution must be able to receive raw (i.e.

unprocessed) event data in the form of syslog message
or text log files, in addition to receive the raw original
event data from collectors.
Correlation- and trIorkflow57

BOO will
check
practically.

58 Correlation Rules:
The proposed solution must provide many correlation
rules to automate the incident detection and workflow

S

BOO will
check
practically.

59 Cross-Device Correlation:
The proposed solution must be capable of correlating
activity across multiple devices to detect
authentication failures, perimeter security, worm
outbreak and operational event in real-time without
the need to s device

BOO will
check
practically.

60 Statistical Correlation:
th" ptoposed solution must be capable of keeping a
statistical baseline of "normal" monitored activity. This
includes attacker, Target, Ports, Protocols and session
data.

BOO will
check
practically.

Correlatlon Flexibility:
Solution must be capable of running crops device
correlation, advance correlation real time correlation
and historical correlation at the same time

6L

BOO will
check
practically.

62
of monitoring
by particular

The proposed solution must be capable
attack history against critical assets or
1lSCTS

Correlation:

practically

willBOO
check

63

provide session tracking for every user in the
Lnterprise. This is essential for pinpointing who was
using a particular workstation historically during an

The proposed Solution m
correlate DHCP,VPN and

ust provide the abilitY to
active Directory event to

tion

Session Correlation:

incident BOO will
check
practically.

64 Identity Correlation:
Th. pt.p."td solution must natively integrate with
existing authentication directories to import context
related to users and role which will then correlate and
attribute every event to an actual user, regardless of
the event source.

q
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s.N Description of Requirements Trial
Directives

65 Role Correlation:
The proposed solution must provide the ability to use
real-time context from authentication directories in
order to determine whether a user's activities are
aligned with their role. This function must
automatically alter the monitoring process when a user
changes roles within the organization.

BOO will
check
practically.

66 Geo-Spatial Location Correlation:
The proposed Solution must provide the ability to
monitor activity between multiple geographical
locations.

BOO will
check
practically.

67 /Static Lists:
The proposed solution must allow users to define either
white list or blacklist that can be used as inclusion or
exemption during the correlation process. Additionally,
the correlation engine should utilize dynamic lists to
provide important information such as shared user
monitoring, secession tracking, attack history and
privileged system access. Products must support
import capability to createf update monitoring list
which can be dynamicatly add/removed values without
manual intervention

BOO will
check
practically.

68 Correla Trackins:
The proposed Solution must be able to correlate event
data against static lists of items that the user either
allows or doesn't allow on the network (i.e. list of
insecure protocols). Additionally, lists should be

automatically populated by the system for Tracking
things such as attacks, user's session and other policy
violation

BOO will
check
practically.

69 Pattern Detection:
Th" 

")r"t.", 
must be capable of discovering patterns of

subverted activities that would otherwise go unnoticed
e. slow and low attac

BOO will
check
practically.

70
The proposed solution muSt be capable of efficientlY
presenting categorized data to the correlation engine to
allow real-time detection and

BOO will
check
practically.
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s.N Description of Requirements Trial
Directives

7t Rule Chains:
The system must provide the ability to allow rules to
be triggered in a series, matching various correlation
activity before an alert is generated.

BOO will
check
practically.

72 Vulnerabili Based
The proposed solution must be capable of assessing
attack vector and the targeted system to determine the
susceptibility of a threat and lower the priority if the
target is not susceptibility and raise the severity if the
target is susceptibility or the user is not Vulnerability
data of each asset monitored should be
imported/generated into the system which can then
be used by the SIEM to manage false positive
reduction or generated remediation activity to secure
the system.

BOO will
check
practically.

73 Asset Intelligence:
The proposed solution must provide the ability to
generatef record context and keep and inventory of all
data as it relates to assets. This includes hostname, IP
Address, MAC, location Purpose, Owner, patch,
Vulnerability data, exemption, compliance critically
and other related data. The asset profile should be
created for all monitored system which can be
searched and correlated on.

BOO will
check
practically.

74 Role Based Intelligence:
The proposed solution must provide a mechanism to
logicalty segregate data by role, department, domain or
customer.

BOO will
check
practically.

75 Conditional Analvsis:
The Proposed solution must allow the ability to define
conditional or variable statement to derive additional
information from "hard" event data to provide dynamic
context during correlation and reporting. This
conditional analysis must be globally available
throughout the system

BOO will
check
practically.

76 Alert Thresholds:
The Proposed solution must provide the ability to
aggregate and suppress alerting with granular option
and use conditional logic to determine if any alert
should be generated.

BOO will
check
practically.

77 Re-usable Content:
The solution must allow users to create objective such
as filters or search queries that are reusable
throughout the system.

BOO will
check
practically.
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s.N Description of Requirements Trial
Directives

78 Content Editor
The proposed solution must provide a common interface
to create or modify resources within the system. A11

Aspects of this editor must apply to the development of
rules, reports, dashboards and other resource that will
be created in the system

BOO will
check
practically.

79 SOC Orchestration:
There should not be separate rated
orchestration engine (SOAR)

license for
BOO will
check
practically.

80 Case Management:
The proposed solution must provide complete process
framework for integrating security monitoring and
investigation with existing workflow procedures.
Workflow should involve escalating and incident to other
users within the same team or within other teams etc.

BOO will
check
practically

81 Workflow:
The process solution must provide a complete lifecycle
management, audit trail and accountability (SLA
management) during the incident handling or forensic
category.
The workflow should be customizable using tools
provided in the system.

BOO will
check
practically.

Colleration - Reportine and Visualization
85 The system should allow configuring the parser to

support any new system introduced in the future.
BOO will
check
practically.

86 Ad Hoc Report Performance:
The proposed solution must have a mechanism to
collect meta-data used by reports that track information
over long periods of the time so that running these
reports ad hoc does not take considerably longer than
any other reports.

BOO will
check
practically.

87 Dash board Drill-Down:
The proposed solution must provide the ability to allow
analysts to drill-down from graphical dashboards to the
underlying event data.

BOO will
check
practically.

88 Attack Visualization:
The proposed solution must provide the ability visually
represent event data into a dynamically updated graph.
This will assist analysts in determining the expanse of
attack and pin point the original attacker during
incident response and remediation for example,
-Event GraPh.
-Last State.

BOO will
check
practically.

rfry \--6 a*v; h'
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s.N Description of Requirements Trial
Directives

89 Content ment:
The proposed solution must provide the ability to
synchronize its resource contents (i.e. rules dashboard,
reports, Iilters, etc) automatically across multiple
instances of the product, to support multi-instancef
high -event rate deployments

BOO will
check
practically.

Correlation -Advance use Cases.
90 Compliance Automation:

The proposed solution must provide value in assisting
in adhering to audit requirements, alerting of non-
compliance and providing necessary reports that can be
used during an audit.

BOO will
check
practically.

9t PhvsicaU Logicallv Convergence:
The proposed solution must be capable of collecting log
data from physically access devices such as card
readers, biometrical and security cameras and correlate
this information with logical network and security
devices to detect such patterns as building access after
office hours by contractors or users logged in through
VPN and physically accessing the building within the
same period

BOO will
check
practically.

92 Insider Threat
able to detect suspicious
numbers of files outside

The proposed solution must be
activity, such as printing large
working hours emailing large attachments to personal
email accounts employee communication with
competitors or the clearing of system audit logs to cover
u malicious activi

BOO will
check
practically.

93 Forensic Investigators :

ft e proposed solution must be capable of allowing
investigators to analyze 90 days worth of historical logs

files and then perform complex pattern searches and

BOO will
check
practically.

94 Real-Time Responses:
Th. proposed solution must be capable of triggering
scripts or execute integration commands with third
party solutions such as IPS or next generation intrusion
prevention systems in order to quarantine or block
nefarious activi in real-time

BOO will
check
practically.

td N-q s$Y V'h-
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s.N Description of Requirements Trial
Directives

95 tion &
96 Solution should have grouping common events for

analysis.
BOO
check

will

97

(i)
(ii)
(iii)
(iv)

Solutions should be capable of gathering
information about the full context of the attack such
as :-

Who conducted the attack?
What did they try to accomplish?
When did they make the attempt?
Where they attack?

BOO will
check
practically.

98 Solution should provide the information necessary
to make a decision about how to remediate the
threat .The solution should be able to provide
incident response that consist of phases and tasks
that guides the user on how to adequately responses
to the incident ;integrating people processes and
technologr.

BOO will
check
practically

Analytics -User Behavior.

99 User Baseline
The proposed solution must provide the ability to
monitor user network and application activity to
create baseline and then use these baseline to
identify anomalous user behavior. User Behavior
analysis: the solution should be able to detect
anomalous behavior based on rules and behavioral
anomalies.

BOO will
check
practically.

100 State or Terminated User Activitv:
The proposed solution must be capable of
automatically identiffing when user accounts are
terminated or state and then monitor for any
activiW from these accounts

BOO will
check
practically.

101 Unaccountable User Activity:
The proposed solution must able to alert or report
on any activity for identities that are not
automatically synchronized with the authentication
directories. This will help to detect rogue user
accounts on critical systems.

BOO will
check
practically.

t02 User Role toring:
The proposed solution must provide the ability to
synchronized with the authentication directories to
collect information regarding user roles and
responsibilities and correlate this data with all user
activity .Users that violate their roles within the
organization should be recorded for alerting and
reporting purposes.

BOO will
check
practically.
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s.N Description of Requirements Trial
Directives

103 User Activity Monitoring:
The proposed solutions must be able to track user
activity and ultimately bind an individual to an action
Analysts must be able to generate ad-hoc reports that
will detail what a particular user or group of users
has accessed in the enterprise for defined period of
time

BOO will
check
practically.

to4 Generic Account Monitoring:
The proposed solution must provide the ability to
correiate information regarding users that are logged
into the domain where ever exists) and their accounts
usage within the enterprise. The proposed solution
must provide a mechanism whereby in the event of
generic account violations the solution can contain
the threat in real -time using quarantine methods
such as disabling the user's switch ports adding
filters to firewalls user accounts etc.

BOO will
check
practically.

105 Miscellaneous.
Correlate identity attributes to a single user profile
from IAM systems flat files, AD/LDAP, and HR
repositories.

BOO will
check
practically.

106 Correlate activity data to users through a common
identifier (account, IP address MAC etc.)

BOO
check
practically

will

t07 Account Management :

Uncorrelated vs correlated account identification &
account tagging.

BOO will
check
practically.

108 User based views ( identify activity access
violations risk scoreboard )

policy BOO will
check
practically.

109 Resource based views [correlated and uncorrelated
accounts asset meta data (owner/hours/IP address)
resource activity risk scorecard data management of
historical transactions

BOO will
check
practically.

110 Lookup Data:
Static data sets from flat files that the customers
want to use in the policy engine (critical accounts
resource s assets list of domain admin)'

BOO will
check
practically.
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s.N Description of Requirements Trial Directives

111 Network Map:
Import network information (lP address metadata)
to be unused in the policy violation and behavior
violation engine.

BOO will check
practically.

tt2 Organization Hierarchv & ment:
Ability to create and view activities by
organizations. User will belong to one organization
and many peer groups.

BOO will check
practically.

113 Peer groups creation & management. BOO will check
practically.

TT4 Master- Child node architecture. BOO will check
practically.

115 Data Masking:
Encryption in web interface controlled by privacy
manager

BOO will check
practically.

116 Role Based Access Control Support:
Only user with specific permission can access
menus, dashboards and reports control the
functional control.

BOO will check
practically.

t17 andCase management Manage, White list resolve
act on user related incidents.

BOO will check
practically.

118 User Watch List:
User accounts IP address and systems for targeted
monitoring.

BOO will check
practically.

119 Policy Violation Engine:
Flexibility to create rule based violations spanning
data identity Access Peer Otganization activity
network classification time watch list looku

BOO will check
practically.

t20 Rule based content for all devices and applica tions
like (but not limited to) Windows, Proxy, Cisco,
VPN, Citrix, Iron port, Juniper VPN, Oracle, Proxy
SG, Squid Web Proxy Websence.

BOO will check
practically.

t2L User Behavior content based content for all devices
and applications like (but not limited to) Windows,
Proxy, Cisco, VPN, Citrix, Iron Port, Juniper VPN,
oracle, prolry SG, Squid web Proxy, Websense.

BOO will check
practically.
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S.No Description of Requirements Trial Directives

1 Chassis 4U Tower Server BOO will check
practically. _

2 CPU 1 x Intel Xeon E-2226G (3.4GHz l6-
core) Processor or H er

BOO will check
practically.

3 Memory 8 GB DDR-4 RAM - 2666 MTs BOO will check
practically.

4 Memory
Protection

Advanced ECC with multi-bit error
protection, Online sPare, mirrored
memory and fast fault tolerance

BOO will check
practically.

5 HDD Bays Up to 4 HDD Bays. The drive carrier
should have intuitive icon based
display along with "DO NOT REMOVE"
caution indicator that gets activated
automatically in order to avoid data
loss/downtime due to wrong drive
removal.

BOO will check
practically.

6 Hard disk
drive

1 TB SATA HDD BOO will check
practically._

7 Interfaces VGA Port: 1 standard (rear)
Serial Port:1 optional (rear)
Network Port (RJ-451: 2 x 1 GB Ports
as standard (rear, 1 shared for HPE
iLO) Dedicated iLO Management Port
(RJ-aS): 1 optional (rear)
USB 3.O Port: 6 (1 front, 4 rear, 1

internal) USB 2.0 Port: 1 ( 1 front)

BOO will check
practically.

8 Power
Supply

Should support hot plug redundant
low halogen power supplies minimum
2 x 5OO Watt

BOO will check
practically.

9 Fans Redundant hot-plug system fans BOO will check
practically.
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S.No Description of Requirements Trial
Directlves

10 Industry
Standard
Compliance

ACPI 6.1 Compliant
PCIe 3.0 Compliant
PXE Support
Enerry Star
ASHRAE A3lA4
UEFI 2.6
SMBIOS
Redfish API
SNMP v3
TLS 1.2
DMTF Systems Managemen t Architecture

BOO will
check
practically.

11 Firmware
security

1. For firmware securit5r, system should
support remote management chip creating a
fingerprint in the silicon, preventing servers
from booting up unless the firmware matches
the fingerprint. This feature should be
immutable
2. Should maintain repository for firmware
and drivers recipes to aid rollback or patching
of compromised firmware. Should also store
Factory Recovery recipe preloaded to rollback
to factory tested secured lirmware

BOO will
check
practically.

3. LOG CONSOLIDATOR

\d-S
\-

Trial
Directives

S.No Description of Requirements

BOO will
check
practically.

1U Rack Mountable1 Chassis

BOO will
check
practically.

CPU 2 xlntel Silver Processor 4I24R2

BOO will
check
practically.

16 DIMM slots. 4 x 32 GB3 Memory

BOO will
check
practically.

Memory
Protection

Advanced ECC with multi-bit error protection,
Online spare, mirrored memory and fast fault
tolerance

4

BOO will
check
practically.

Up to 8 HDD Bays The
have intuitive icon based

drive carrier should
display along with

"DO NOT REMOVE" caution indicator that gets

activated automatically in order to avoid data
loss/downtime due to wrong drive removal.

HDD Bays5
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S.No Description of Requirements Trial Directives

6 Hard disk drive 6 x 2.4 TB SAS 10K RPM BOO will check
practically.

7 Controller Hard Controller Should SUPPORT
RAID 0.1 5.

BOO will check
practically.

8 Networking
features

Server should suPPort below
networking cards:
(i) lGb 4-port network
adaptors
(ii) 10Gb 2-port Ethernet
adaptor
(iiil lOGBaseT 4- Port
Ethernet adaPtor
(iv) 4x25Gb Ethernet adaPtor
(v) tO l25Gb 2- Port
Ethernet adaptor
(vi) 100Gb Ethernet
Infinib and OPtions:
4OGb dual port or lOOGb Single or
Dual port Adapter 100Gb Single
port Omni path adaPtor Also lG x
dual Port Should be Provided from
Day 1

BOO will check
practically.

9 Interfaces Serial - 1

Micro SD slot - 1

USB 3.O support With UP to 4 total:
1 front, 1 internal, 2 rear

BOO will check
practically.

10 Bus Slots Two PCl-Express 3.0 slots, at least
one x16 PCIe slots

BOO will check
practically.

11 Power Supply Should support hot Plug redundant
low halogen power suPPlies
minimum2x5OOWatt

BOO will check
practically.

T2 Fans Redundant hot-plug sYstem fans BOO will check
practically.

13 Industry
Standard
Compliance

ACPI 6.1 Compliant
PCIe 3.0 Compliant
PXE Support
Energr Star
ASHRAE A3lA4
UEFI 2.6
SMBIOS
Redfish API
SNMP v3
TLS 1.2
DMTF Systems Management
Architecture

BOO will check
practically.
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S.No Description of Requirements Trial
Direetives

t4 System
Security

UEFI Secure Boot and Secure Start support
Security feature to ensure servers do not
execute compromised firmware code FIPS l4O-2
validation Support for Commercial National
Security Algorithms (CNSA) Common Criteria
certification Configurable for PCI DSS
compliance Advanced Encryption Standard
(AES) and Triple Data Encryption Standard
(3DES) on browser Tamper-free updates
components digitally signed and verified Secure
Recovery - recover critical lirmware to known
good state on detection of compromised
firmware Ability to rollback firmware Secure
erase of NAND/User data TPM (Trusted
Platform Modu1e) 1.2 TPM (Trusted Platform
Modu1e) 2.O Smart card (PIV/CAC) and
Kerberos based 2-factor Authentication
Configurable for PCI DSS compliance Chassis
Intrusion detection

BOO will
check
practically.

15 System
tuning for
performance

(i) System should support feature for
improved workload throughput for applications
sensitive to frequency fluctuations. This feature
should allow processor operations in turbo
mode "ON" without the frequency fluctuations
associated with running in turbo mode.
(ii) . System should support workload Profiles
for simple performance

BOO will
check
practically.

t6 Secure
encryption

System should
(Data at rest) o
cache module

support Encryption of the data
n both the internal storage and
of the array controllers using

encryption keys. Should support local key
management for single server and remote key
management for central management for
enterprise-wide data encryPtion deployment.

BOO will
check
practically.

t7 Firmware
security

(i) For firmware securitY, sYstem should
support remote management chip creating a
fingerprint in the silicon, preventing servers
from booting up unless the firmware matches
the fingerprint. This feature should be

immutable.
(ii) Should maintain repository for firmware and
drivers recipes to aid rollback or patching of
compromised firmware. Should also store
Factory Recovery recipe preloaded to rollback to

tested secured firmware

BOO will
check
practically.
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S.No Description of Requirements Trial
Directives

4 LOG CORRELATOR (SIEM)

I Chassis lU Rack Mountable BOO will
check
practically.

2 CPU 2 x Intel Silver Processor 4124R BOO will
check
practically.

3 Memory 16 DIMM slots. 6x 32 GB BOO will
check
practically.

4 Memory
Protection

Advanced ECC with multi-bit error
protection, Online spare, mirrored memory
and fast fault tolerance

BOO will
check
practically.

5 HDD Bays Up to 8 HDD Bays. The drive carrier should
have intuitive icon based display along with
"DO NOT REMOVE" caution indicator that
gets activated automatically in order to avoid
data loss/downtime due to wrong drive
removal.

BOO will
check
practically.

6 Hard disk
drive

2 xl.2 TB SAS lOK RPM BOO will
check
practically.

7 Controller Hard Controller Should SUPPORT RAID O 1

5
BOO will
check
practically.

8 Networking
features

Server should support below networking
cards:
(a) lGb 4-port network adaPtors
(b) 10Gb 2-port Ethernet adaPtor
(c) lOGBaseT 4-port Ethernet adaptor
(d) 4x25Gb Ethernet adaPtor
(e) lOl2SGb 2-port Ethernet adaptor
(0 1O0Gb Ethernet
Infiniband OPtions:
4OGb dual port or 100Gb Single or Dual port
Adapter IOOGb Single port Omni path
adaptor AIso 1G x dual Port Should be
Provided from 1

BOO will
check
practically.
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S.No Description of Requirements Trial
Directives

9 Interfaces Serial - 1

Micro SD slot - 1

USB 3.0 support With Up to 4 total: 1 front,
1 internal,2 rear

BOO will check
practically.

10 Bus Slots Two PCl-Express 3.0 slots, at least one x16
PCIe slots

BOO will check
practically.

11 Power
Supply

Should support hot plug redundant low
halogen power supplies minimum 2 x 500
Watt

BOO will check
practically.

t2 Fans Redundant hot-plug system fans BOO will check
practically.

13 Industry
Standard
Complian
ce

ACPI 6.1 Compliant
PCIe 3.O Compliant
PXE Support
Energr Star
ASHRAE A3lA4
UEFI 2.6
SMBIOS
Redfish API
SNMP v3
TLS 1.2
DMTF Systems Managemen t Architecture

BOO will check
practically.

l4 System
Security

UEFI Secure Boot and Secure Start support
Security feature to ensure servers do not
execute compromised firmware code
FIPS L4O-2 validation
Support for Commercial National Security
Algorithms (CNSA) Common Criteria
certification Configurable for PCI DSS
compliance Advanced Encryption Standard
(AES) and Triple Data Encryption Standard
(3DES) on browser Tamper-free updates -

components digitatly signed and verified
Secure Recovery - recover critical firmware
to known good state on detection of
compromised firmware
Ability to rollback firmware
Secure erase of NAND/User data TPM
(Trusted Platform Module) 1.2
TPM (Trusted Platform Module) 2.O

Smart card (PIV/CAC) and Kerberos based
2-factor Authentication Configurable for PCI

DSS comPliance
Chassis Intrusion detection

BOO will check
practically.
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s.N Description of Requirements Trial
Directives

15 System
tuning for
performance

(a) System should suPPort feature
improved workload throughPut

optimization.

for
for

applications sensitive to frequency
fluctuations. This feature should allow
processor operations in turbo mode "ON"
without the frequency fluctuations
associated with running in turbo mode.
(b) System should support workload
Profiles for simPle Performance

BOO will
check
practically

t6 Secure
encryption

System should suPPort
data (Data at rest) on

Encryption of the
both the internal

storage and cache module of the array
controllers using encryption keys. Should
support local key management for single
server and remote key management for
central management for enterprise-wide
data en t.

BOO will
check
practically.

t7 Firmware
security

(a) For firmware securit5r, sYstem should
support remote management chip creating
a fingerprint in the silicon, preventing
servers from booting uP unless the
firmware matches the fingerprint. This
feature should be immutable.
(b) Should maintain rePository for
firmware and drivers recipes to aid rollback
or patching of compromised firmware.
Should also store Factory Recovery recipe
preloaded to rollback to factory tested
secured ftrmware.

BOO will
check
practically.
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S.No Description of Requirements Trial
Directives

1 Make/Brand HCI appliance OEM shall be in the
Leaders category consecutively in last
two published Gartner's Magic
Quadrant (or equivalent) reports on
"Hyper converged Infrastructure"

BOO will check
practically.

2 Hyper
Converged
Appliance

Hyper converged appliance, which
comes Factory Installed with various
software including Software Defined
Storage and hypervisor. SDS should
NOT be top-up or add-on software
license bundled on generic x 86 servers.
It should be an integral Part of
appliance

BOO will check
practically.

3 Proposed HCI Appliance should be in all
flash drive configurations using not
more than 2TB capacity drives. Usable
capacity per-node should be after all
overheads in resPect of
core/memory/storage being used for
reduplication, compression and
optimization.

BOO will check
practically.

4 Solution must be able to integrate
storage, comPute, networking,
hypervisor, real-time reduplication,
compression, and optimization along
with powerful data management, data
protection, and disaster recovery
capabilities in a standard x86 server
buildins block.

BOO will check
practically.

5 Nodes should offer Storage Features
such as De-duPlication and
Compression.
Replication / backup license(s) should
be provided for the full capacity of the
system. Storage performance monitoring
software should be included. Future
capacity growth shall not warrant any
additional software license on the

landsca

BOO will check
practically.

S.HYPER CON1IERGENT INFRASTRUCTURE UTITH VIRTUALIZATION
LICENSE
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s.N Description of Requirements Trial Directives

6 Proposed hardware must be capable to
de-duplicate, compress & optimize all
data inline, in real-time with fine data
granularity of minimum 8KB data
blocks.

BOO will check
practically.

7 Solution should ensure minimum impact
to production workloads and guaranteed
CPU and RAM available to user
applications while doing global deduce,
com ssion and tion

BOO will check
practically.

8 The Hypervisors are to be installed in the
nodes along with Cloud / Virtualization
Management. The management node
requirements, if any should be included
by default and management node to be
considered outside of the HCI nodes. A11

offered licenses for virtualization
manager are to be of non-embedded type
and should have no limitation of
functionality.

BOO will check
practically.

9 HCI Solution should have minimum 2
types of data copies across Cluster
available in the offered solution.

BOO will check
practically.

10 HCI appliance hardware OEM shall
provide a single TAC suPPort for
underlying virtualization and
virtualization m

BOO will check
practically.

11

Processor

Latest Generation Intel@ Xeon Processors
product family, >=2.OO GHz per Core.
Populated with minimum 2 sockets per
node

BOO will check
practically.

t2 Total
Physical
Cores

48 Cores (Per-Node) BOO will check
practically.

13
Processor
Cache

Min. 35 MB L3 Cache BOO will check
practically.

l4 Total
Physical
RAM

Min. 500GB DDR4. ScalabilitY to double
or more of provisioned RAM

BOO will check
practically.
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S.No Description of Requirements Trial Directives

15 Total Usable
Storage

Min. 20 TB usable caPacitY Post
Reduplication and compression per
node. The proposed solution must be
able to sustain one node failure and it
should in no way affect/degrade the
production services & usable

to the end user a tion.

BOO will check
practically.

t6 Network Minimum 4 x LO l25l 4OGb SFP28
(10G SR optics populated) Ethernet
ports (each Node) and 2 x lcb RJ45
Ethernet ports (Additional ports to be
configured by bidders as Per their
solution requirement). Additionally,
Minimum 1 ' no lcb RJ45 Ethernet
OOB dedicated t port.

BOO will check
practically.

T7 Data
Protection
Features

Backup functionality as an integrated
feature or separate server / software
license to be offered.

BOO will check
practically.

18 Backup must be an indePendent coPY
of source Virtual Server and must
allow restore of deleted or corrupted
source Virtual Server.

BOO will check
practically.

T9 Support for Replication across separate
data centre with the ability to carry
simultaneous out bi-directional
replication between two data centres
and with the ability to replicate Any-to-
Any in a Mesh Data Centre deployment
of more than 3 DC's.

BOO will check
practically.

20 The ability to define backup policy per
data store, a group of VMs or sPecific
VM.

BOO will check
practically.

2l Data Protection should have RPO of 10

minutes for local backups
BOO will check
practically.

22 The ability to execute backup tasks
during office hours without impacting
to production workloads

BOO will check
practically.

23 Data loss protection against
node failure in cluster.

single BOO will check
practically.

24 The proposed solution must be able to
provide backup reports for audit
purpose.

BOO will check
practically.
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S.No Trial DirectivesDescription of Requirements

Virtualisation license for the complete
solution needs to be proposed with the
HCI Appliance for this requirement.

25

Proposed solution must be able to
support the following VM-Centricity
and Mobility feature:-

26

i) Backups for specific VMs and Clone
specific VMs.

27

ii) Ability to move specific VMs
between data centres.

28

BOO will check
practically and
Firm will submit
undertaking
certificate.

iii) VM-level backup instead of forcing
protection at the data store or
protection domain level.

29

Private Cloud
License

BOO will check
practically.

Data recovery should be independent
of source Virtual Server.

30

BOO will check
practically.

Solution should provide a backuP
catalogue to allow any Virtual Server
to be recovered to any specific point-
in-time.

31

Data recovery process should be
simple with an RTO in minutes.

32

Data Recovery
Features

BOO will check
practically.

SAS RAID controller with minimum
4GB cache for RAID 0, 1 and 5

33 Storage
Controller in
Nodes

BOO will check
practically.

Minimum 2lJ or higher rack unit (RU)
configuration Appliance with Sliding
Rails

34
Rack Unit

Dedicated non-shared Redundant
platinum rated AC power supplies on
each of the proposed HCI aPPliance
nodes and should be able to sustain
single power supply failqry Pe r-node.

35

Solution should be able to sustain one
node failure cluster.

36

Solution should be able to sustain 1

failure r node.NIC
37

BOO will check
practically and
Firm will submit
undertaking
certificate.

During a single component failure of
any type in any node, Production
services should not be affected or
d 1n

38

Redundancy &
Business
Continuity
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S.No Description of Requirements Trial Directives

39 Solution should be able to sustain
multiple points of failure with no loss
of functionalities or data.

40 Availability of Data Store with zero
RPO for all VMs is to be ensured in the
event up to 2 Node failures for the
stretch clusters at D3 domain.

4l In the event of a Hard drive failure,
appliance should not be affected and
virtual machines should continue to
run on the appliance. Drive
replacement should be seamless to
virtual machines hosted on the
a

42 Solution should be able to sustain 2
SSD Disk failures per physical node,
and 1 HDD failure simultaneously in
each node of cluster across all nodes in
cluster.

43 Disaster
Recovery
Features

The solution must provide a simPle
failover operation.

BOO will check
practically and
Firm will submit
undertaking
certificate.

44 The solution must allow changing of IP
address of recovered Virtual Servers to
match target data centre

45 The solution should allow changing
Virtual Server settings (example vCPU,
vRAM vSwitch if d

46 The solution must allow the option to
test DR failover to separate network
with no impact to Production
workloads.

47 The solution should have feature to
assist in failback process to Primary
data centre.

48 Hyper converged solution should have
a guaranteed local cluster backup time
of 1 minute

49 Data Protection should have a
minimum RPO of 10 minutes for local
backu

50 Data recovery process should be
with an RTO in minutes.slm

v
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S.No Description of Requirements Trial Directives

51 Manageability The ability for a single administrator to
manage all aspects of the HYPer-
convergence from within the
Yirt:ualization Manager or server OEM
browser based software for all sites.

BOO will check
practically and
Firm will submit
undertaking
certificate.

52 Globally ma.nage Backup Policies per
Data store or VM

53 VM-centric management through a
single pane of glass via the
virtualization manager or sen/er OEM
browser based software.

54 Programmatic/APl interface to enable
automated tasks like failover/ failback

55 System remote management should
support browser based graPhical
remote console along with Virtual
Power button, remote boot using
USB/CD/DVD Drive. It should be
capable of offering upgrade of software
and patches from a remote client using

folder
56 Should help provide proactive

notification of actual or impending
component failure alerts on critical
components like CPU, Memory and
HDD.

57 System should suPPort embedded
remote support to transmit hardware
events directly to OEM or an
authorized partner for automated

home
58 Scalability Minimum scalability of 16 nodes in

same cluster.
the BOO will check

practically and
Firm will submit
undertaking
certificate.

59 Hyper-converged solution must be able
to allow in-box uPgrade of CPU, RAM
and storage capacity as well as scale-
out

60 Hyper-converged solution should
support addition of compute/access
nodes to provide additional compute
resources

k.t6 se- h-
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S.No Description of Requirements Trial
Directives

6l Server
Security

Should maintain repository for firmware and
drivers recipes in the flash drive associated to
management port. This is to aid rollback or
patching of compromised firmware. Should
also store Factory Recovery recipe preloaded to
rollback to fac tested secured lirmware

BOO will
check
practically
and Firm
will submit
undertaking
certificate.62 For firmware security, HYPer conve rged system

should support remote management chip
creating a fingerprint in the silicon, preventing
system from booting up unless the firmware
matches the fingerprint. This feature should
be immutable

63 Directory services (AD/LDAP) compliance,
CNSA compliance, HTMLS remote console,
Workload Performance Advisor, Support for
external key managers, Security Dashboard for
assessment of important securit5r features, the
Overall Security Status for the system, and the
current configuration for the Security State

Server Co tion Lock features
64 OS

Support
Windows 2OL2, 2016 and latest
Standard lData Centre, SUSE Enterprise
Linux, RHEL 6.x, (Al1 latest flavours of Linux
and Windows) in Virtual Machines

BOO will
check
practically
and Firm
will submit
undertakin
g
certificate.

65 Serviceabi
lity

Proposed Nodes shall Provide insights,
forecasting and recommendations for quicker
problem resolutions including automating case
creation or alternate onsite solution on
proactive support services with proactive parts

rh direc from OEM.
66 Warranty On-site Comprehensive Warranty and Service

including all spares, and service offering with
NBD on-site for parts as well as telephone
support 24 hours.
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Trial
Directives

s.
N

Description of Requirements

decided
svstemFollowLug provide withdevices should

Shall be 19" Rack Mountablea
(b)
su

The switch should have dual hot-swappable power
S

1

(c) Switch shall have minimum 24 x 1/ 10G SFP+
ports, populated with 8x10G SR, 8x1G SX and 8x1G
BaseT transceiver
d 1 RJ-45 serial console

1 RJ-45 out-of-band rtte

BOO will check
practically.

(0 Should have minimum 2GB SDRAM
flash an.d 32 MB or

and 512 MB
rket buffer size

Shall have switching capacity of minimum
S

480(g)

G
(h) Shall have up to 350 million pPS switching

t

Firm will
submit OEM
certificate.

U) The Switch should support minimum 640OO MAC
address

Defined
Firm will
submit oEM
certificate.

(a) Open Flow protocol capability to enable so ftware-
defined networking

2

The switch should s HTTP redirect function Firm will
submit OEM
certificate.

3

(b The switch should support User role to
set of switch-based policies in areas such as
authentication, and QoS. A user role can be assigned to

defines a
securit5r,

switchof users or devicesa

Advanced classifier-
sing multiple match

criteria based on Layer 2, 3, and 4 information and
apply QoS policies such as
limit to selected traffic on a

(a) The switch should suPPort
based QoS to classifies traffic u

setting priority level and rate
or VLAN basis

4 totizationhswitc houldS suThe prioripport Layer(b
UDP umbersnonbased TCPtizationr1bleena

Firm
submit
certificate

will
OEM

4

(c) The switch should suPPo
to set the trEEE 8O2.lP PrioritY

rt Class of Service (CoS)
tag based on IP address,

IP Tlrpe of Service (ToS), Layer 3 protocol, TCP/UDP port
and DiffServnumber source

lls v 6 q,-v &-
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s.N Description of Requirements Trial
Directives

(d) The switch should support Port-based rate limiting
to provide per-port ingress-/egress-enforced increased
bandwidth.

BOO will
check
practically and
Firm will
submit OEM
certificate.

(e) The switch should support Classifier-based rate
limiting to use an access control list (ACL) to enforce
increased bandwidth for traffic on each rt
(0 The switch should support Reduced bandwidth to
provide per-port, per-queue egress-based reduced
bandwidth
(d The switch should support Remote intelligent
mirroring to mirror selected ingress/egress traffic based
on an ACL, port, MAC address, or VLAN to a local or
remote switch on the network.
(h) The switch should support Remote monitoring
(RMON), Extended RMON (XRMON), and Flow v5 to
provide advanced monitoring and reporting capabilities for
statistics his alarms and events.

BOO will
check
practically.

levels that will ma toe t S.

U) The switch
allows real-time

should support Traffic prioritization
traffic classification into eight priority

BOO will
check
practically.

5
(a) The switch should allow assignment
names to ports.

of descriptive BOO will
check
practically.

(b) The switch should suPPort IEEE
Layer Discovery Protocol (LLDP).

802.1A8 Link BOO will
check
practically.

(c) The switch should leverage RADIUS to
custom list of CLI commands to an individual
administrator's for an audit trail documents activi

link a
network

BOO will
check
practically.

(d) The switch should support Multiple co
files to store easily to the flash image.

nfiguration BOO will
check
practicdly._

(e) The switch should suPPort Dual flash images to
provide independent primary and secondary operating

files for backu while u

BOO will
check
practically.

(0 The switch should
management port to enable

have Out-of-band Ethernet
management over a seParate

physical management network and keeps management
traffic ted from network data traffic

BOO will
check
practically.

(g) The switch should support Unidirectional Link
Detection (UDLD).

BOO will
check
practically.

w- U- q a*h') dg-
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s.N Description of Requirements Trial Directives
6 Connectivitv

(a) The switch should support Jumbo frames on
t Ethernet and 10-G t Ethernet

BOO will check
practically.

(il The switch should support followj4gllvttr feature
(a) IPv6 host: enables switch management in an
IPv6 network.

Firm will submit
OEM Certificate.

(b) Dual stack (lR/4 and IPv6): transition IPv4 to
IPv6, supporting connectivity for both protocols.
(c) MLD snooping: forward IPv6 multicast traffic to
the appropriate interface
(d) IPv6 ACL/QoS: support ACL and QoS for IPv6
traffic.
(e) IPv6 routing: support static, RIPng, OSPFv3
routing protocols
(0 6in4 tunneling: support encapsulation of IPv6
traffic in IPv4 packets.

RA guard
lockdown,

DHCPv6
and ND

(g) Security: provide
protection, dynamic IPv6
snooping.

7 Performance
(a) The switch should support Selectable queue
configurations to allow for increased performance by
selecting the number of queues and associated
memory buffering that best meet the requirements of
the network applicqtjq4q

BOO will check
practically and
Firm will submit
OEM certificate.

(b) The switch should support Energr-efficient
Ethernet (EEE) support: reduces power consumption
in accordance with IEEE 8O2.3az

8 Resilie and hish
(a) The Switch should support 9 Switch or more
stacking and support up to 336 Gb/s of stacking
throughput. The Switch support Ring, chain, and
mesh stacking topologies. Stacking required from
day- 1.

BOO will check
practically and
Firm will submit
OEM certificate.

(b) The Switch should
switching to provide simplified

support Virtualized
management as the

switches a asa chassis when stacked.
(c) The switch should support Virtual Router

Protocol
(d) The switch should support Nonstop switching
and routing.

$- 6 sdtv 'h-
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Description of Requirements Trial
Directives

(e) The switch should su
gation Protocol (LACP)

pport IEEE 8o2 3ad Link
Aggre and SLlpport up to 1 44
trunks , each w1th u to 8 links r trunk

BOO will
check
practically
and Firm will
submit oEM
certificate.

(0 The switch should support IEEE 8o2.ls Multiple
Spanning Tree.
(g) The switch should enable loop-free and redundant
network topolory without using Spanning Tree Protocol;
allows a server or switch to connect to two switches using
one logical trunk for redund.r"y =4d load sharing.
(h) The switch should provide easy-to-configure link

of active and links.
9

(a) The switch should support IEEE 8O2.lad QinQ BOO will
check
practically
and Firm will
submit OEM
certificate.

(b) The switch should support VLAN and
support the IEEE 802.1Q standard and

tagging and
4096 VLANs

(c) The switch should support IEEE 8O2.lv
VLANS.

protocol

(d) The switch should support MAC-based VLAN.
(e) The switch should support RaPid Per-VLAN
S Tree ,+

(0 The Switch should dynamically load balances
across multiple active redundant links to increase
available aggregate bandwidth and allow concurrent
Layer 3 routing

The switch should su GVRP and MVRP
10 3

(a) The switch should support Loopback interface
address.

BOO will
check
practically
and Firm will
submit OEM
certificate.

The switch should su Route S

(c) The switch should support User datagram protocol
hel function
The switch should su DHCP server

(e) The sw1tch should Support Bidirectional Forwarding
Detection (BFD) to
and reduces netwo

enable link connectivi ty monitoring
static routing,rk convergence time for

OSPFv2 and VRRP
11 3 rou su 1

(a) The switch should support Static IP routing for both
IPv4 and IFv6 networks

BOO will
check
practically
and Firm will
submit OEM
certificate.

(b) The switch should support OSPFv2
and OSPFv3 for IPv6 routing

for IPv4 routing

V+,sc- Yp
3\

simultaneously.
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S.N Description of Requirements Trial
Directives

(c) The switch should support Policy-based routing BOO will
check
practically
and Firm will
submit OEM
certificate.

(d) The switch should support Border Gateway Protocol

(e) The switch should support RIPvl, RIPv2, and RIPng
routing

t2
(a) The switch should support Source-port filtering. BOO will

check
practically
and Firm will
submit OEM
certificate.

(b) The switch should support RADIUVTACACS+
(c) The switch should support Secure shell
(d)
(SSL).

The switch should support Secure Sockets Layer

(e) The switch should support Port security.
(fl The switch should suppo rt MAC address lockout.
(g) The switch should support Detection of
attacks.

malicious

(h) The switch should support Secure FTP

U) The switch should support Switch management logon
security
(k) The switch should support Secure management
access to deliver secure encryption of all access methods
(CLI, GUI, or MIB) through SSHv2, SSL, an dlor SNMPv3
(1) The switch should sUpPq4 ICMP throttling
(m) The switch should suppo4 Identity-driven ACL
(n) The switch
protection.

should support STP BPDU Port

o The switch should su IP lockdown.
(p) The switch should support DHCP protection

The switch should su amic ARP
r) The switch sbqul!_qg STP root guard
(s) The Switch should secure management in
such as SNMP, Telnet, SSH, SSL, Web, and USB

terfaces
at the

desired level.
(t) The Switch should disPlaY a cus tornized security
policy when users log in to the Iswitch

The switch should su rt CPU
(v) The switch should provide filtering based on the IP
field source /destination IP address/su

number on
bnet and

,
VLANsource Idestinatio n TCPI UDP port a per

or basis.
The switch should su IEEE 802.lX

(x) The switch
authentication.

should support Web-based

(V) The switch
authentication.

support MAC-basedshould

U- 4 wY) d>
-2trry



s.N Description of Requirements Trial
Directives

(zl Authenticates client with the RADIUS server based
on client's MAC address

BOO will
check
practically
and Firm will
submit OEM
certilicate.

(aa) The switch should support Concurrent
authentication modes to enables a switch port to accept
up to 32 sessions of 802.lX, Web and MAC
authentication.
(ab) The switch should suppollt4vate VLAN
Convergence
(a) The switch should support IP multicast snooping
(data-driven IGMP).

BOO will
check
practically
and Firm will
submit oEM
certificate.

(b) The switch should support LLDP-MED (Media
Endpoint Discovery)
(c) The switch should support IP multicast routing
including PIM sparse and dense modes to route IP
multicast traflic.
(d) The switch should support Auto VLAN
configuration for voice

BOO will
check
practically
and Firm will
submit OEM
certificate.

(e) The switch should support RADIUS VLAN
(0 The switch should support Local MAC
Authentication to assign attributes such as VLAN and
QoS using locally configured profile that can be a list of
MAC prefixes.

l4 Environmental Features
(a) Shall support IEEE 8O2.3az Energr-efficient
Ethernet (EEE) to reduce power consumption

Firm
submit
certificate
Govt. Lab.

will

of
or

NABL/ILAC
accredited
laboratory.

(b) Operating temperature of 0"C to 45"C
(c) Safety and Emission standards including EN
60950; IEC 60950; VCCI Class A; FCC Class A

15 Warranty and Support
(a) The below Warranty shall be offered directly from
the switch OEM.

Firm will
submit OEM
certificate.(b) Software upgrades/updates shall be included as

part of the warranry.
Following devices should provide with the system
lNumber will be decided Dv the user organizationl

1 Chassis lU Rack Mountable BOO will
check
practically.2 CPU 2 x Intel Bronze Processor 3204

3 Memory 16 DIMM slots. 2x 32 GB
4 Memory

Protection
Advanced ECC with multi-bit error
protection, Online sPare, mirrored
memo and fast fault tolerance

13

ry
k'
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Dlrectives
of RequirementsDescriptions.N

"DO NOT REMOVE" caution indicator that
gets activated automatically in order to
avoid data loss/downtime due to wrong

tive
carriervedriTheDHDU 8to Baysp

withbasedtui1n icon alongve displayha

drive removal

HDD Bays5

2 xt.2 TB SAS 1OK RPMdiskHard
drive

6

Hard Controller SUPPORT RAID 0.1

5
Should7 Controller

cards:
1. lcb 4-Port network adaPtors
2. lOGb 2-Port Ethernet adaPtor
3. lOGBaseT 4-port Ethernet adaptor
4. 4x25Gb Ethernet adaPtor
5. lOl2SGb 2-Port Ethernt adaPtor
6. 1O0Gb Ethernet
Infiniband OPtions:
4OGb dual port or 1O0Gb Single or Dual
port Adapter f OOCb Single port Omni path
adaptor Also lG x dual Port Should be

Provided from 1

Server should suPPort below networkingNetworking
features

8

Serial l,Micro SD 1,USB 3.0
1 front, 1support With UP to 4 total:

2 rearin

slotInterfacesI

Two PCI-ExPress 3 slots, at least one x16
PCIe slots

0Bus Slots10

Watt

lowtredundanhotShould plugsupport
x 5002umslie minimSLlr pppowehalogen

Power
Supply

11

Redundant hot tem fansFanst2

BOO
check
practically

will

PCIe 3.0 ComPliant
PXE Support
Energr Star
ASHRAE A3lA4
UEFI 2.6
SMBIOS
Redfish API
SNMP v3
TLS 1.2

t Architecture

ACPI 6.1 Compliant

DMTF tems M

Industry
Standard
Compliance

13
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Trlal
Directives

Description of Requirementss.
N

BOO will
check
practically.

l4 System
Securit5r

UEFI Secure Boot and Secure Start support
Security feature to ensure servers do not
execute compromised firmware code FIPS 140-
2 validation Support for Commercial National
Security Algorithms (CNSA) Common Criteria
certification Configurable for PCI DSS
compliance Advanced Encryption Standard
(AES) and Triple Data Encryption Standard
(3DES) on browser Tamper free updates
components digitally signed and verified Secure
Recovery - recover critical firmware to known
good state on detection of compromised
firmware Ability to rollback firmware Secure
erase of NAND/User data TPM (Trusted
Platform Module) 1.2 TPM (Trusted Platform
Modu1e) 2.O Smart card (PIV/CAC) and
Kerberos based 2-factor Authentication
Configurable for PCI DSS compliance Chassis
Intrusion detection.

BOO will

practically
check

1. System should support feature for improved
workload throughput for applications sensitive
to frequency fluctuations. This feature should
allow processor operations in turbo mode I'ONrr

without the frequency fluctuations associated
with running in turbo mode.
2. System should support workload Profiles for

rformance tion

15 System
tuning for
performan
ce

BOO will
check
practically.

16
n

System should support Encryption of the data
(Data at rest) on both the internal storage and
cache module of the array controllers using
encryption keys. Should support local key
management for single server and remote key
management for central management for
ente twide data

BOO will
check
practically.

1. For firmware securit5r, system should
support remote management chip creating a
fingerprint in the silicon, preventing servers
from booting up unless the firmware matches
the fingerprint. This feature should be
immutable.
2. Should maintain repository for firmware and
drivers recipes to aid rollback or patching of
compromised firmware. Should also store
Factory Recovery recipe preloaded to rollback to
facto tested secured firmware

l7 Firmware
security

Aq,
v t- 4 zd.-v' h-
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6. NETWORK TRAFFIC MANAGER

s.N Description of Requirements
Trial

Directives
BANDWIDTH CONTROLLER
An additional device for bandwidth control should be provided along
the system. The features are as follows.

with

1 General
Features

(i) The system
performance for
applications.

should ensure reliable
network dependent

BOO will
check
practically and
Firm will
submit OEM
certificate.

(ii)The system should reduce the impact of
non-strategic traffic, and diagnose and resolve
network problems
(iii) The system should identify and control
bandwidth hogs so that network
administrators can identify problem users,
applications and websites and apply
automated policies to limit or prevent
bandwidth allocation.
(iv) The system should have the feature to
easily monitor recreational traffic like video
streaming and P2P sharing.

Technical
Features

(if Real-time Monitoring:
The system should monitor the health of
network in real time and give insight about
how applications are performing, bandwidth
consumed by users, applications across the
network
(ii) Policv-Based Shapins:
The system should have the feature to
prioritize how and when users, applications
and websites can consume bandwidth on
network.
(iii| Interactive Analvtics:
Intuitive dashboard feature should be there to
visualize activities by all users.
(ivf Application Acceleration: The system
should support acceleration and caching
features.
(vf Predictive Recommendations:
The system should have the feature to study
the patterns and trends in the network and
automatically make suggestions to repair and
improve network

V--f s&Y h- eq
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Trial
DirectivesDescription of RequirementsS.No

BOO will
check
practically.

Slcype for Business correlates Skype@ call data
with network information to provide a complete
end-to-end view of your call traffic, down to the

1CevoFor
tS forBooandvideo QXsharing.application

Device level.

(i) Traflic shaping and Acceleration

Sha t: -1G
Concurrent Flows: - 22O,OOO

Packets second: - 200,000c S

d New Connection Rates: - 10,000 S

Acceleration t:-30M Se

Cache t:-50 S

timized Connections: - 6,000
APS O ects 250

I ts 250SLA O
PDF 60
Traffic Policies lO24
Interface

BOO will
check
practically and
Firm will
submit OEM
certificate.

(a) The system should have 1 x RJ45 based
dedicated console port for management

(b) The system should have at least 3 x lG
(Copper) bypass bridge pair and 2x lG (Fiber)
bypass bridge pair. Also, the system should
have one additional NIC slot for future

ters
Form Factor: -lU rack mountable

practically

BOO will
check

(b) Power Rating: - 17W @ 0.13A, 22W @0.16A

Firm will
submit
certificate of
Govt. Lab. or
NABL/ILAC
accredited
labora

Hardware
Features

(c) Environment: - 0 deg cel to 40 deg cel, Soh

to 9Oo/o operating humidity.

v6
k@ +

Qo

the quality of exPerience
(vil
Improve

2f, t



Trial Directivess.N of ments

decided
will

300 to 34OO HzSpeech band

Pulse Code ModulationModulation
32 (30 speech channels, 1 terminal

c. Channeland 1S
No. of channels

tem
8O0O HzSampling

No of sample
bits

8 per channel

Total bits per 256
2048 Kbps t 5O ppmBit rate

fax and LAN traffic.

Chassis based modular multiplexer
shelf capable of suPPorting
minimum 12 slots for integration of

volce

Construction
and
Architecture

A11 slots (other than for Power

capable of accepting any WPe of
voice/datal fax card manufactured

and

the same OEM.

be universal i.econtrol) should
Universal Slots

drop/drop-insert voice and data at
channel (6a kbps) multiple channel
(nx64 Kbps) and at E1.
(b) Add-drop should be software

ble user in the field.

able to add-(a) Should beAdd-Drop
Drop
Function

or
Insert

(a) It should have an in
connect facility on
equipment.
(b) Cross Connect :

able to map the following voice
interfaces:
(i) El to El.
(ii) E&M (two wire or four wire) to
el and vice versa.
(iii) FXO/FXS to El and vice versa
(c) Add-drop should be achievable

built cross

software user in the field

It should be

the same
Digital
Connect
function

Cross

BOO will check
practically and
Firm will submit
OEM certificate.

Dual
load

controller, dual Power withRedundancy

t/

{-f ac-k; d.
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Trial
DirectivesDescriptlon of Requirementss.N

1 for I protection , El, T 1, FOM

PDH ring protection, QE1, QTl, FOM,
Mini QE1, 3E1 for DSO SNCP

Protection

Console, Telnet, SNMP, and In band
t

interface port for connection to
external I;CD
Compatible to a SNMP based GUI

t temnetwork

Management

Should have 16 or more
slots with caPabilitY to suPPort

hot plug-in

cards.fo
Single
Quad

E 1/Quad
E1/3*E1

E1 (G.703)/
card-DSO

Mini-
SNCP

n
x.2U v. 3s / RS 232 / DLAS3O

2W l4W E&M

QFxo / QFXS / t2FXo I t2Fxs I 24Fxo
4FXS

l2

10/ 100 Base-T Router Card

214 c}lrannel G.SHDSL card

8-channel Dry Contact I lo
Magneto lnterface Card

TDMoE ( TDM over Ethernet) with 2

Combo GigaBit (GbE) interface for IP
u

No. of Slots

Interface SuPPort - The sYstem suppott below mentioned
Cards.inte

shall

Network Llne Interface ply with-El should

tErl4El/3E1Number of

2.048 Mbps t 5O PPmLine Rate

AMI or HDB3Line Code

ITU G.703Input Signal
ITU G.703Output Signal
ITU G.704Framing
BNC/RJ48C DB25S for Mini

E1
Connector

120 ohm twisted pairElectrical

BOO will
check
practically and
Firm will
submit OEM
certificate.

ITU G.823

B

Jitter

)d, ir' L C s&v, M 42-



Trial
Directivess.N Description of Requirements

ca
thewith64to

100
WANs

2 LAN ports, Max. 64 WAN Ports,
WAN port has data rate n x 64K bPs, 1<

n ZSZ (s 4Mbps for total

Each

of all 64 WAN rts

Number of
ports

10/ 100 BaseT x 2Physical
Interface

RJ45Connector
RIP-I, RIP-II, OSPF, StaticRouting

tocol
PPP (IPCP/BCP), MLPPP, HDLC, Frame
Relay, and Cisco comPatible HDLC,
NAT NAPT DHCP

Supporting
Protocols

Ping, Trace routeDiagnostic

BOO will
check
practically
and Firm will
submit OEM
certificate.

Rate limitQoS

WANs
8* LOII-OO Ethernet Router 64towith ca

8 LAN ports, Max. 64 WAN Ports.
WAN port has data rate n x 64K bPs.

EachNumber of
ports

1Ol 100 BaseT x 8Physical
Interface

RJ45Connector
RIP-I, RIP-II, OSPF, StaticRouting

PPP (IPCP/BCP), MLPPP, HDLC, Frame
Relay, and Cisco comPatible HDLC,
NAT NAPT DHCP

Supporting
Protocols

Diagnostic , Trace route

BOO will
check
practically
and Firm will
submit OEM
certilicate

QoS Rate limit

U 6 uelv; h''
Az
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s.N Description of Requirements
Trial

Directives
Voice 8EMI oott linterfaces I should comolv with theI

(a) Connector: RJ45 connector
(b) Alarm conditioning: CGA busy after 2.5
seconds of LOS ,LOF
(c) Encoding: a low or u low user selectable
together for all.
(d) Impedance: balanced 600 or 900 ohms.
(e) Longitudinal rejection : 55 dB
(0 Loss adjustment : -21 to +10 dB/O.ldB step
transmit and receive
(g) Single/ distortion: >46 dB with 1004 Hz, 0
dBm input
(h) Frequency response: -0.25 to-l dB from 3OO to
34OOHz
U) Signaling : lype l,TYpe 2,TYpe 3,TYpe 4,Tlpe 5
transmit only

BOO will
check
practically
and Firm will
submit OEM
certificate.

I portVoice t t2 Fxs/ t2 I 24 FXS/24

(a) 12 FXS/FXO Connector : TWelve RJl1
(b) 24 FXS/FXO Connector:One RJ2lX
(c) Alarm conditioning : CGA busy after 2.5
seconds of LOS ,LOF
(d) Encoding : A-law or p-law, user selectable
together for all
(e) AC Impedance: : balanced 600 or 900 ohms
(0 Longitudinal Conversion Loss : > 46dB
(g) Cross talk measure : Max -TOdBmO
h) Gain Adjustment : -21 to +10 dB / 0.1dB step
transmit & receive
0) Signal/ Distortion : > 25dB with lOO4 Hz,
OdBm input
(k) Frequency Response : - O.25 to -1 dB from 3OO

to 3400 Hz, coincide with ITU-T G.7t2
(1) Loss adjustment: -21 to +10 dB/ 0.1 dB step
transmit and receive
(m) Signal / Distortion:. 46 dB with 1004 Hz ,

OdBm input
(n) Frequency response: - O .25 to -1 dB from 3OO

to 34O0 Hz , coirtcide with ITU-T.
o) Ideal channel noise : Max -65 dB Mop
(p) Inter- modulation : coincide with ITU-T 8.712

BOO will
check
practically
and Firm will
submit OEM
certificate.

q\A,- \zrX *4-x; 4'

following speclficqtlqgqi:
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s.N Description of Requirements
Trial

Directives

(q) 2Wire return loss : > 2 dB echo , ) 20 dB
signing
(r) FXS loop feed : Nominal -48 V dc with 20 mA
current limit
(s) Signating: Loop Start, DTMF, pulse, PLAR,

Battery Reverse

BOO will
check
practically
and Firm will
submit OEM
certificate.

G. the

Number
ports

of 2or4 BOO will
check
practically
and Firm will
submit OEM
certificate.

Line Rate for
4-channel
G.shdsl

n x 64Kbps (n= 3 to 31)

Line Rate for
2-channel
G.shdsl

n x 64Kbps (n= 3 to 15)

Line Code 16-TCPAM, full duplex with
echo cancellation

adaptive

Connector RJ45
Electrical Unconditioned 19-26 AWG twisted

Sealing
current

Max. 20 MA source current

Clock Source From System, Line
Diagnostic
Test

G.SHDSL Loopback: To-LINE, To-
bus

TDM over rnet Card
Combo
Gigabit
Ethernet
(GbEl
Interface

toltoollOOOM bps

GbE, LC for optical GbE, auto
detection

BOO will
check
practically
and Firm will
submit OEM
certificate.Gigabit

Ethernet
(cbEl
Interface

-> Connector RJ45

Ethernet
f'unction

MDI/MDIX for lO I IOO I 10O0M BaseT
auto-sensing Ping function contained
ARP Per port, programmable MAC
hardware address learn limiting

MAC table 8192 en

h.v,vw w
4sY



Trial
DirectivesDescription of Requirementss.N

Basic Features:

n

Packet
Transpare

Packet transparency supPort for
packet types including IEEE 8O2.1q VLAN
and 8O2.lad 1n

all types of

configurable 8O2.lp CoS, ToS inUser
ou IP frame

Qos

(a) Ingress packet Rate limiting
per port for Ethernet Port
(b) Supporting Rate-based and Priority-
based rate limiting for LAN Port.
(c) Pause frame issued when the traffic
exceeding the limited rate before packet

buckets

IEEE8O2.3X

Traffic
Control

WAN support link aggregationLink
Aggregati
on

BOO wilf
check
practically
and Firm
will submit
OEM
certificate.

PPM: per G.823 Traffic PPB: Per G.823
ronous*

Jitter &
Wander
Standard Compliance
IETF (RFC5087), SAToP (RFC4553),TDMoIP

CESoPSN 86
Firm will
submit
OEM
certificate.

802.1q, 8O2.lp, 8O2.Ld, 8O2.3, 802.3u,
802.3x, 802.32, 802. ls, 802. lw, 802. lAX

IEEE

with
specifications :-

Interface ITU G.703 64 Kbps co-directional interface

Connector 120ohm, RJ48
Line
Distance

Up to 500 meters

BOO will
check
practically
and Firm
will submit
OEM
certificate.

Loopack DTE Payload Loopback, Local Loopback

)(c
--- \ \-/ V d o$Y h- h*Y



s.
N

Description of Requirements
Trial

Directives
Voice Card 12 lMagnetol
(a)

(b)
LOS,
(a)

(b)

(c)
(d)

(e)

(0

(e)
(h)
(i)

(,)

(k)

(1)

(m)

(n)
(o)

Connector : TWelve RJ 1 1

Alarm Conditioning CGA busy after 2.5 seconds of
LOF.
Encoding A-law or p-law, user selectable together for
all.
Impedance Balanced 600 or magneto telephone
impedance match.
Longitudinal Conversion Loss > 46dB.
Gain Adjustment -21 to +1O dB / 0.1dB step
transmit & receive
Signat/ Distortion > 25dB with 1004 Hz, OdBm

input.
Frequency Response - O.25 to -1 dB from 3OO to

3400 Hz, coincide with ITU-T G.712.
Idle Channel Noise Max. -65 dBmOP.
Min Detectable Ringing Voltage 16 Vrms.
Ringing Detectable Across L1 and L2 (Tip and Ring),
Ll and GND (Tip and GND)
Single Ring Tlpe: ring for 2 sec. and stop, or ring for

4 sec. and stop.
Continuous Ring TVpe: 1 sec on 2 sec off, or 2 sec

on 4 sec off
Ringing Send across L1 and L2 (Tip and Ring), L1

and GND (Tip and GND).
Signaling Magneto MRD (Ringing across Tip and

Ring or Tip and Ground).
Signaling Bit A, B, C, D Programmable.
Signaling is carried transparently by the digitizing
process.

BOO will
check
practically
and Firm
will submit
OEM
certificate.

C Clock
Source

Internal, E1/T1 Line, External BOO will
check
practically
and Firm
will
submit
OEM
certificate.

D
Alarm
Relay

Alarm Relay: max. Voltage 3 Vdc/ max. current:
1A
Fuse alarm, and Performance alarm

X-
V.
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s.N Description of Requirements
Trial

Directives

E System
Configuratio
n Parameters

Active Configuration,
Configuration, and
Configuration

Stored
Default

BOO will
check
practically
and Firm will
submit OEM
certificate.

F Su
RS232
Console Port
(vr100)

10 Base-T, Ethernet,
In-band 64
supports HDLC/PPP, SSH

SNMP
Kbps

BOO will
check
practically
and Firm will
submit oEM
certificate

G
Separate
Registers

Network, user, and remote site BOO will
check
practically
and Firm will
submit OEM
certific ate.

Performance
Reports

Reports include El BurstY Errored
Second, Severe Errored Second, and
Degraded Minutes. Also available in
Statistics

Alarm Queue To record the latest alarm tYPe,
location and date & time

Threshold Bursty
Second

Seconds, SeverelY Errored
d Minutes

H Diagnostics
Loopback E1/T1 interface (Line Loopback,

Payload Loopback, Local LooPback),
DTE Loopback (DTE-to-DTE, DTE to
Line)

BOO will
check
practically
and Firm will
submit OEM
certificate.

Test Pattern For Controller: 221-I, 215-1, 2ll-1,
29-1, and 4-bye user define Pattern

J Front Panel
LED 1 per V.3S-interface, ACO, Power,

SYNC/TEST, LOF, BPV, RAI/AIS
BOO will
check
practically
and Firm will
submit OEM
certificate.

)",
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Trial
Directivess.N Description of Requirements

Phvsical /Electrical
432.4 x 22O x 223.5 mm (WxHxD)Dimensions
Single/ Dual -48 Vdc: -36 to -75 Vdc,
100 Watts max.
Single/ Dual -48 Vdc: -36 to -75 Vdc,
15O Watts max.

BOO will
check
practically
and Firm will
submit OEM
certificate.Single/ Dual -24 Ydc -18 to -36 Vdc,

150 Watts max

Power

0'c -55'cTem ture Firm will
submit
certificate of
Govt. Lab. or
NABL/ILAC
accredited
labora

0-95%RH (non-condensing)Humidity

Mounting Desk-top stackable , 19" 123" rack
mountable

SLl

Line Power Available only with DC power for
G.SHDSL card

practically

BOO will
check

Max 110 WattsPower
Consumptio
n

Firm will
submit OEM
certificate.

The OEM should have authorized R & D &
Repair/Replacement center in India with presence in
India of about 10 Years

K

L Certification EN55022 Class A, EN50024, FCC Part
15 ,Class A, FCC Part 68, CS-03,
IEC60950, UL60950, IEC 6 1850-3,
IEEE 1613

Firm will
submit OEM
certificate.

Compliance ITU G.703, G.704, G.706,
G.736, G.823, G.826, G.7ll,

G.732,
G.7 t2,

G.775 v.54o. 151 v.11 v.28

M

tion re ofasCard
card - 1 noController

Card- 1 No48 V Dc Power S

3-Port El card - 1 No
RouterCard-1No2-

N

(a)
VAC

Input 230 VAC (Range 170-264
50H

Current :- 8 Am
(c) Size: - 485(w) x385(D) x165(H)
mm with screw terminals at front

BOO will
check
practically.

Should have short circuit
ction.

(d)

o DC Power
Source
(-48v)

Vv &ry a. q1A-,. ry



7. 24' MONITOR

8. KEYBOARD & MOUSE

INTRUSION & FIREUIALL

1. UNIFIED THREAD MANAGEMENT

S.No Description of Requirements
Trial

Directives
1 Screen Size: 24 inch Full HD (1920 X 1O8O) IPS

Panel
BOO will check
practically and
Firm will
submit OEM
certificate.

2 Connectivi Port: l VGA 1 HDMI Port
3 Aspect Ratio 16:9, Brightness (\rpical): 25O

cd rn2

4 Number of Colour: L6.7 m Colours
5 Refresh Rate: 60 Hz (AnalPg)
6 se Time: 4 ms
7 Viewing Angle: 17S-degree horizontal I78-

vertical

S.No Description of Requirements
Trial

Directives
1 104 Keys USB keyboard BOO will

check
practically.

2 2 Button USB O Scroll Mouse
3 The Keyboard and Mouse should be from the

same OEM.

Trial DirectivesS.No Description of Requirements

Network
"Stateful"
also have

security appliance should support
policy inspection technolory. It should
application intelligence for commonly

etclike ftused TCP IP

1

2

99o/o

have

minim

ssfullucceSsu t vvendor meTh proposed
v8 0thoMebs N FWG doloryLaNSScompleted

ofratetumthw1 a blockingexploitesting

Firm will submit
OEM certificate.

OEM should be in l,eaders quadrant
in Enterprise Firewall Magic Quadrant (or

of Gartner's -

n as the latest

3

Firm will submit
certificate of Govt.
Lab. or
NABL/ILAC
accredited

Firewall
ICSA certified forAppliance shall be EAL4 and4

l/

V q 9d>v; b so



Trial
DirectivesS.No Description of Requirements

uire ts

1

The ptatform must be
x GE RJ45 inbuilt

supplied with minimum 1O

interfaces&4xGESFP
oneinterface slots from

BOO will check
practically.

The A should have USB & Console Ports2
Pe

1 The Firewall should be on m
architecture with minimum SGbps (or more as per
user requirement) of Firewall throughput &
support of 1,500,000 concurrent sessions, and
rSb,OOO new sessions per second from day one &

should not be more than 3

ultiprocessor

la
Minimum IPS throughPut of 2O0O Mbps for real
world traffic or en mix traffic2

Inspection ThroughPut of 5OOMinimum SSL
3

4
Threat Prevention ThroughPut

(measured with Application Control and IPS and
Anti-Malware enabled) of 1OOO Mbps for real world

Minimum

mix traffictraffic or en
5 IPSec VPN t: minimum 5 G

Simultaneous Client-to-Site IPSec
300

VPN tunnels:
6

7
Proposed solution must suPPort
SSL VPN users from one

minimum 3O0

BOO will check
practically and
Firm will
submit OEM
certificate.

Proposed solution must suPPort
virtual firewall from

10minimum
one8

1 Static Rou
2 Based Rou

BOO will check
practically and
Firm will
submit OEM
certificate.

The Firewall should support dynamic routing
protocol like RIP, OSPF, BGP, ISIS3

1

Firewall should Provide aPP lication inspection for
LDAP, SIP, H.323, SNMP, FTP,SMTP, HTTP, DNS,

ICMP DHCP RPC NFS etcSNMP IMAP

2
IPv6-enabled inspection serices for applications
based on HTTP FTP SMTP and UDPICMP TCP

BOO will check
practically and
Firm will
submit OEM
certificate.

3

Allows secure deployment of next-genera
networks, as well as hybrid environments that
require simultaneous, dual stack support of IPv4

and IPv6

tion IPv6

V

v & s",9 Y)' k, 51At-



Trial
DirectivesS.No Description of Requirements

The firewall should support transparent (Layer 2)
3 firewa11 tionfirewall or routed4

5
The Firewall should support ISP link load balancing
outbound traffic & also should support SDWAN

for

functionali for future scalabili

6 Firewall should support link aggregation
multi ASto

functionality

Firewall should s minimum VLANS 20487

8
Firewall should support static NAT, policy
and PAT

based NAT

Firewall should support IPSec data encryption9
It should support the IPSec VPN for both site-site and
remote access VPN10

11 Firewall should pport IPSec NAT traversalStI

control SNMP access through the use of SNMP
MDs authentication.

and
L2

Firewall system should support virtual
route-based IPSec VPN

tunnel
interfaces to13

The Firewall should have integrated so
VPN & both IPSec & SSL VPN functionality should be

lution for SSL

ICSA certified
l4

15

Should support LDAP, RADIUS,
based Authentication & should
Factor Authentication server support & this two factor
authentication can be used for VPN users for accessing
internal network from outside and for Local users
accessing internet from in
administrative access to the

Windows AD, PKI
have integrated 2-

side the network and for
e or all of them

BOO will
check
practically
and Firm
will submit
OEM
certificate.

The solution should have basic server
functionatity as an inbuilt feature

load balancing
16

tures
1 IPS should have DDoS and DoS anomaly detection and

mechanism with threshold configuration.protection
2 Support SYN detection and protection for both targets

and IPS devices.

3 The device shall allow administrators to create Custom
IPS signatures
Should have a built-in Signature and Anomaly based
IPS engine on the same unit

4

BOO will
check
practically
and Firm
will submit
OEM
certificate.

5 Signature based detection using re
database & should have minimum

al time updated
10000+ IPS

oneture database from

A{
t\/
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S.No Description of Requirements
Trial

Directives

6 Supports automatic security updates directly over
the internet. (ie no dependency of any intermediate
device)

BOO will
check
practically
and Firm will
submit OEM
certificate.

7 Signature updates do not require reboot of the unit.

8 Configurable IPS filters to selectively implement
signatures based on severity, target (client/server)
and operating systems

9 IPS Actions: Default, monitor, block, reset, or
quarantine

10 Should support packet capture option
11 IP(s) exemption from specified IPS signatures
t2 IPS should be ICSA Certified & should be

recommended bv NSS Labs
Anti Virus & Anti Bot

1

Firewall should support antimalware capabilities ,

including antivirus, botnet traffic filter and
antispyware

BOO will
check
practically
and Firm will
submit OEM
certificate.

2
Solution should be able to detect and prevent
unique communication patterns used by BOTs i.e.
information about botnet family

3 Solution should be able to block traffic between
infected host and remote operator and not to
legitimate destination

4 Should have antivirus protection for protocols like
HTTP, HTTPS, IMAPS, POP3S, SMTPS protocols etc.

5 Solution should have an option of packet capture for
further s of the incident

6 Solution should uncover threats hidden in SSL links
and communications

7 The AV should scan files that are passing on CIFS
protocol

8 The proposed system shall provide ability to allow,
block attachments or downloads according to file
extensions and/or file types

9 The proposed system should provide cloud based
sandboxing solution from day one to prevent from
zero day threats

10 The gateway Anti-Virus functionality should be ICSA
certified

-\"o Uf-
/---.\ w 
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S.No Description of Requirements Trial
Directives

Other support

1 Should support features like Web- Filtering,
Application-Control & Gateway level DLP from day
one

BOO will
check
practically
and Firm
will submit
OEM
certificate.

2 The proposed system should have integra
Enterprise-class Web Content Filtering solution with
database which should support over 2 billion
WebPages in 72+ categories and 68+ languages
without external solution, devices or hardware
modules.

ted

3 Should support detection over 4,000+ applications in
multiple Categories: Botnet, Collaboration, Email,
File Sharing, Game, General Interest, Network
Service, P2P, Proxy, Remote Access, Social Media,
Storage Backup, Update, Video/Audio, VoIP,
Industrial, Special, Web (Others)

4 The solution should have the flexibility to write
security policies based on IP Address & User Name &
Endpoint Operating System

5 The product must supports Layer-7 based Firewall
virtualization, and all Firewall features should be
supported in each virtual firewall like Threat
Prevention, IPS, Web filter, Application Control,
content filtering etc

6 QoS features like traffic prioritization, differentiated
services,. Should support for QoS features for
defining the QoS policies.

7 It should support the VOIP traffic filtering
8 Appliance siiould have identity awareness

capabilities
9 The firewall must support Active-Active as well as

Active-Passive redundancy.
10 Solution must support VRRP clustering protocol.

Management & Reporting functionalitv
1 Support for Built-in Management Software for

simple, secure remote management of the security
appliances through integrated Web-based GUI

BOO will
check
practically
and Firm
will submit
OEM
certificate.

2 Support accessible through variety of methods,
including console port, Telnet, and SSHv2

+, vqw k, 6'
s/l



S.No Description of Requirements
Trial

Directives
3 Support for both SNMh/2 and SNMPv2c, providing ln-

depth visibility into the status of appliances
BOO will
check
practically
and Firm
will submit
OEM
certificate.

4 Should have capability to import configuration and
software files for rapid provisioning and deployment
u Trivial File Transfer Protocol HTTP HTTPS

5 Should capable to provide a convenient method for
alerting administrators when critical events are
encountered, by sending e-mail alert messages to
administrator defined e-mail addresses

6 The Firewall appliance should have minimum 45OGB of
internal s for & functionalities

7 Solution must allow administrator to choose to login in
read only or read-write mode

2. FIREtrIALL LOG ANALYZER

v

Trial
Directives

Description of Requirementss.N

1 The solution should have a separate a
storing logs & generating reports centrally for all
conn""t"d Firewalls of the same OEM & should have

ppliance for

3O Firewallsofminimum ca
solution

2OOGB
The proposed centtalized logging & reporting
should have a capaciff of accepting minimum

of l2TB.& a total

2

3 The solution should have suPPort forRAID olLlslto

4 have customizable
rapidly pinPoint

The reporting solution
interactive dashboard

should
to

roblems
5

saction insigh
fo antrailthellowto fo-downdri1luStI should pport

tsnewandStran gaintraceattacker
It should have minimum 25+ built-in templates with

reports readY for usesample
6

Calendar view

tion or-demandontort runhouldS StlsoluThe reportppo
andnotificationted emailwlth tomaauscheduleaon

7

It should suPPort customization with
charts ready for gen

300+ built-in
erating custom rePorts

8

The solution should Provide ble report formats like
HTML/ CSV/XML/ PDF

flexi9

10 It should suPPort retrieving archived logs to Perform
against historic data

of
analytics

BOO will
check
practically
and Firm
will submit
OEM
certificate.

The solution should suPPort forwarding of logs to a
g server or a CEF 1og server for long-term storage,

forensics or com
Syslo

11

v 6 wv) h^ 8tr.
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3. T'IREIIIALL POLICY MANAGER

s.N Description of Requirements Trial
Directives

1 The solution should have a centralized management
appliance for managing minimum 30 Firewall
appliances of the same OEM from a single console

BOO will
check
practically
and Firm will
submit oEM
certificate.

2 The management solution can collectively configure the
device settings, objects and policies across the network
from a single user interface

3 The management solution can review, approve and
audit policv changes from a central place

BOO will
check
practically
and Firm will
submit OEM
certificate.

4 It should support automated process to facilitate policy
compliance and policy lifecycle management

5 Should support enforcing workflow to reduce risk for
policy changes

6 The centralized management solution should support
for: Application Control and Intrusion
Prevention updates, Vulnerability Management,
Antivirus and Web Filtering updates to all the
connected Firewall appliances from a si4gle console

7 It should support for RESTful API which allows to
create customized, branded web portals for policy and
object administration

8 Should capable to provide a convenient method for
alerting administrators when critical events are
encountered, by sending e-mail alert messages to
administrator defined e-mail addresses

9 The solution should support ensuring common
security baseline to be enforced and shared among
multiple administrative domains (ADOMs).

c. CYBER FORENSIC
Data Analysis Tool1

s.N Description of Requirements Trial Directives

1 Ability to automatically queue multiple
acquisition and processing actions to
increase efficiencies and save time.

BOO will check
practically and Firm will
submit OEM certificate.

2 End-to-end experience that brings together
acquisition, processing and analysis, creating
integration and a more navigable and
manageable digital evidence database

BOO will check
practically and Firm will
submit OEM certificate.

A-'- V & ry k, 6, 56T



s.N Description of Requirements Trial
Directives

3 Support for a broad array of artifact types, and
support for the latest versions of those apps and
artifact Wpes

BOO will
check
practically and
Firm will
submit OEM
certificate.

4 Access to file system, registry and artifacts data and
trace artifact evidence to its source data efficiently for
a better verification process.

5. The ability to present findings in a customizable way
that fits their report needs and rs.

6. Acquire images from any iOS or Android device, hard
drives, and removable media.

7 Recovers evidence from 30O+ types of Internet
Artifacts from Windows and Mac computers.

8 Recovers 165+ types of Smartphone Artifacts from
iOS, Android, and Windows Phone powered smart
phones and tablets

9 Get to relevant evidence faster using filtbrs. Isolate
evidence from a specilic date or time range, or create
filters to narrow results based on field values for any
supported artifact Upe. Filter stacking allows you to
layer on several dimensions of filter criteria to
pinpoint specific items in a large dataset.

10 Create and manage a number of different tags to help
you narrow down the results quickly and begin to see
patterns in an individual's activity. Using the
comments function, identify and share your thoughts
with other key stakeholders. You can also create
profiles that are associated with an individual and
then associate other identifiers (email addresses,
phone numbers, etc) with the profile, so that you can
filter evidence to show only the evidence associated
with the individual.

11 Create your own custom artifact definitions to find
more artifact data or have Evidence Analyzer's
Dynamic App Finder automatically identify new apps
and create artifact definitions which can then be
saved for future use.

t2. Recovers more artifacts from both allocated and
unallocated space by extracting data from full files or
carving for deleted data and traces of data
elements/fragments left behind by apps and
websites, presenting it in an organized and easy to
read format.

k,v & w d)-
57
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Trial
Directives

S.No Description of Requirements

Add hash sets to either filter out non-
to enhance search performance and reduce false
positives or add hash sets that will specifically call

relevant files

out and iden known bad s and videos.

13

t4 Efficien volumes of dataan
15 Explore file systems and registry hives

ts
for greater

16. Process and recover 5OO+ types of artifacts
acquisition and Processing tasks

evidence for analto
Automate allt7.

18 Explore file systems and registry h ives for greater
ts1n

t9 Trace artifact evidence back to its source data in
seconds

20 Trace artifact evidence back to its source data in
seconds

21. buitt on the analysis capabilities
hundreds of types of digital forensic

allowing you to
recover
artifacts

22 Should be able able to extract data
Tokens from evidence

from cloud data
source

BOO will
check
practically
and Firm will
submit OEM
certificate.

23 Easy-to-use interface that moves you
tion

through your

EVIDENCE SEIZURE KIT32
1 Multipurpose,

Complete Array
Portable Unit That Contains A
Of Hardware/ Software Solutions

EvidenceOr ProcessTo Preview
2 Kit Should Contain High End Forensic

Minimum ConThe
Laptop With

(a) Intel Core i7-67OOK
Processor or higher or equi

Slrylake Quad Core
valent, 4.O GHz, 8MB

Intel Smart Cache or
32 GB PC4-17000 DDR4 2133 M
256 GB Solid State Internal SATA(c) Drive or

d Intel Z|TO ss Chi Or vallent-
15.6" FulI HD (1920x1080) IPS(e) Display with
c Technolo Matte Finish

(0 NVIDIA GeForce GTX 1060 wi
VRAM

th 6 GB GDDRs

1 RJ-45 LAN 1000M10 100 S

BOO will
check
practically
and Firm will
submit OEM
certificate.

Wirele A 82C 60SSI teln BandDual(h)
+ th 24wi Fi BIuetoo2x2Band11 Dualaco28

Vq 58T



S.No Description of Requirements
Trial

Directives

0) Card Reader 6-in- 1 (MMC/RSMMC/SD/Mini-
SD/SDHC/SDXC up to UHS-II)

BOO will
check
practically
and Firm
will submit
OEM
certificate.

(k) 2.O Megapixel FHD Videpla amera
(l) Hieh Definition Audio
(m) Microphone
(n) Speakers (2)

(o) 19mm Fuil-Size Keyboard with numeric keypad
- Illuminated
(p) Touch Pad pointing device(2 buttons)with multi-
gesture and scrolling function
(q) Finger Print Reader
(r) 1 HDMI Port
(s) 2 Mini DisplayPort 1.3 ports
(t) 1 Thunderbolt 3 / USB 3.1 Gen 2 Combo Port
(TVpe C)
(u) 1 USB 3.1 Gen 2 Port (Type C)
(v) 3 USB 3.0 ports
(w) 1 USB 2.0 Port
(x) 1 Headphone jack (2-in-1 Heasdphone/ S/PDIF
Optical)
(v) 1 Microphone jack
(zl 1 Line-In jack
(aa) 1 Line-outjack
(ab) 8 CelI Smart Lithium -Ion, 82WH Battery Pack
(ac) Kensington Lock Slot
(ad) Universal AC Adapter (100-24OV AC SOl6Ohz)
(ae) Dimensions: 15.20 x 10.32 x 1.41 (inch)
(a0 Weight: 7.5 lbs (complete system +

(ag) Windows 10 Professional (64 bit)/ Other
Operating Systems included: SUSE Professional Linux
(64 bit)
(ah) System Restore Media - Bootable Blu-ray disc
containing restore environment and factory configured
operating system images

3 KIT SHOULD CONTAIN PORTABLE FORENSIC WRITE BLOCKER
IITITH THE FOLLOWING INTERFACE
(a) USB 3.O - IDE/SATA, SAS, USB 3.0, Firewire,
USB 3.O Forensic Card Reader and Writer has been
designed specifically for forensic use and incorporates
Super Speed USB3 (scb/s) technolory.

BOO will
check
practically
and Firm
will
submit
OEM
certificate.

(b) Universal Power Supply and Power Adapter
cables, Standard Cables and Adapters

ff, v .pz E qcLP- h- 5q



Trial
DirectivesS.No Description of Requirements

4 KIT SHOUD CONTAIN LATEST FORENSIC
FOLLOWING CONIGURATION

DUPLICATOR WITH

(a) Should have a Forensic Duplicator wilh
capabilities to support Greater than 2TB HARD
DRIVES

a 2TB HDD OGB
Clone HDDs with no size limitll

Forensically duplicates HDD 's faster(b)
ever - u

than
to 15 GB min with

(c) Standard features include Disk-to-Disk
(clone) and Disk-to-File (image) duplication, Format,
Wipe, Hash (MDs or SHA-1), HPA / DCO detection
and removal and Blank Disk Check.
(d) Make one (1:1), two (l:2), or three (1:3) copies
of evidence drives.
(e) Acquisitions of USB 3.O, SATA,
IDE/PATA devices can be directed to either USB 3.O

t devicesor SATA ou

and

(0 Option to acquire SAS drives with additional
modules

Outputs to raw DD, .eol (comPres
formatsor

sed), .ex01(e)

com
USB 3.0 convenience and ed built in
Extensive files is ea to view and save

(k) Built-in, user-selectable MDS and SHA256
verification

on read from

- user-selectables
re-verification

destinatio
(1) Hash

Colour LCD user interface
EXTERNAL DEVICES AND ENCLOSURES

Drive Chassis with Power S

bletchar1w te swlReado3USB Read Inlya)
External Hard

5

BOO will
check
practically
and Firm
will submit
OEM
certificate.

(b) Digital Intelligence Integra
Card Reader - Read-OnlY

ted Forensic Media
and Read/Write

Switchable
EXTRAS

Hard Drive Ada 2.5 Inch
Hard Drive Ada 1.8 Inch
TDAS-ZIF ZIF HD Ada ter wc case

d TDA3- 1 Micro SATA HD Ada
SATA LIF re

2 TB SATA Hard Drive
Precision Electronic Tool Kit
Power S - l2Ov 24Ov Co ble

BOO will
check
practically.

Universal Power Ada

6

A4., V 6 V b- 6o
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Trtal
DlrectivesDescriptlon of RequirementsS.No

PELICAN CASE
Hard -sided Insertwith LaPadded

tw
Im

d C LinedFoamtomSu
eustom Lid Organizer(e Cables andfor

practicallY and
Firm will
submit OEM
certificate.

checkBOO

24 2o 1 4 581bsIn xx

7

SOFTWARE
(a) 98SE Standalone DOSMicrosoft W

& Pre-
(b) ssional 64 bit8 ProfeMicrosoft Windows

& Pre-Installed
Microsoft Office 20 1 6c
Suse Lin Profeux

tec GHOSTe
SoftwareDVD CD Au

Eoo will check
practicallY and
Firm will
submit OEM
certificate.

com

terface
tering,

pting
capability

investiga

comeshouldslcEnd orenF laptopHigh(e)
softwareth Forensic analysiswiinstalledpre-

CShadown opyvirtualizatio,ve Bootthwi Li
andts IndexSeashHextractionMeta Canring,

inuserflexiblesearch graphicKeyword
fl1 keywordsorting,th advancedwlGUD

scrland technoloryprevlewmgsearching,
The softwareBookmarkingand

forensicBoottotortheallowshould
in aevidence,lectronicevrewandfrlesimage
Boott.envlronmenvirtualsoundforensically
toshacinMandverslonallindows s)w (both

(h) Prod
Repute &

uct Offered
Brand and

should be of In
should not be

ternational
assembled

Machine

Service

EMoRe ,11ersetor IstribuDiof IIn case0 andfor StionuthorizaA upplyManufacturer's
Tenderth thewiabe ttachedshould

Firm
submit
certificate

will
OEM

tion
pporting

trainedEMohaveuldshoBidder(k)
Sr-land PPOft,nstallaIuctProdforManpower

to besamethet fordocumenSu
attached.

8
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3. INTELLIGENTINIIESTIGATIONMANAGEMENTSYSTEM

Trtal
DlrectlvesDescriptlon of Requirementss.

N

that uses a clean, intuitive interface, allowing
anyone get started with very little training. It should
provide digital evidence and lab management, as

well as archiving, which allows teams to

understand how t[e evidence was handled and

to-end producttive end-Tool should be collabora

where to find it in the future.

1
check
practically and
Firm will
submit oEM
certificate.

BOO will

tools

Linux,
tion.informastatistics

onbrowserscommonworksshouldTool through
Sbuild1tSo andSmoand bileMacwindows,

betI shouldterenAS you
to1nstatstcase mErnagementoblea incorporate

2

Also have below features:
(a) Global Collaboration on AnY Case

(b) Unlimited Client Base

(c) Permanent Case Archives

(d) Chain of CustodY Preservation

(e) Complete Exam Documen tation

tae
(e) Asset Management

(0 Local or Remote Browser Access

(g) Consolidation of All Case Information

(h) Automatic Statistics Generation

(,) ICAC and CYber tip Managembnt for Law

(k) Financial Information Management

(1) Lab Expenses Analysis

(m) Grant Documentation Management

(n) Project ExPense AccountabilitY

(o) Invoice Generation
(p) Process Review Facilitation

(q) In- eld Evidence Triage

(r) Scalability to Grow with Your Needs

(s) Barcode Generation
(t) Secure 256-bit EncryPtion

BOO will
check
practically and
Firm will
submit OEM
certificate.

Standardrzed, repeatable Process(u)

3
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4. ARTIFICIALINTELLIGENCE(Illorkstation!

Trial
Dlrectlvess

No
Description of Requirements

fabric

tform providinghave plashould learningThe deepsystem
1indwith leadingustryperformanceunprecedented

andthbandwidPU 1nfas terconnect, hight GPUG S,
kloadswormatchtoPUble Ga

1
BOO will

practically
check

have autothe abilishould tyThe system
sets.datamasslveadaand

2

2 x Intel Xeon Scalable Processors
with 3UPI links, 2.4GHz Processor
base frequencY
20 cores with Intel HT Technolory
4 NVIDIA TESLA V1OO SXM2 GPUs

3OO GB/s GPU-to-GPU NVIDIA

a

a

a

a

NVLINK

Processor/
Cache

GPU

CPU
Cores

3

o L2 DIMM slots
o 384GB DDR4- 2666 ECC DIMM
o 2666l24OOl2133MHz ECC DDR4

SDRAM

System MemorY
Memory
CapacitY
Memory ffie

4

o 4 x l.92TBssD5
o Intel C62L chiPset or
o SATA3 (6GbPs) with RAID O, 1, 5,

10
. Intel X54O Dual Port lOGBase-T
o Support for Intelligent Platform

Management Interface v.2.O

higherOn-Board
Devices
Chipset
SATA
Network
Connectivity
IPMI

6

o 4 SATA3 (6GbPs) Ports
o 2 RJ45 lOGBase-T Ports and 1

RJ45 Dedicated IPMI LAN Port
o Minimum 2 USB 3.0 Ports
o 1 VGA port

Input/OutPut
SATA
LAN

USB
VGA

7

o 4U Rack mount8 Chassis
Form Factor

o 4 PCI-E 3.0 x 16 slotsExpansion Slots
SPCI-

I
o 2 Hot-swaP 2.5" SAS /SATA driveDrive BaYs

Hot
10

BOO will
check
practically
and Firm
will submit
OEM
certificate.

o 2OO0W Redundant Power
Titanium Level

Supplies11 Power SuPPIY

ld- \ f wv b- 6f



CY-BER MANAGEMET{T AND MONITORING
1. 55'' DISPLAY FOR CONTROL CENTRI

Trial
Directlves

uirementsDescrlption of ReqS.No

55" or above.1 ScreenSupply
Size

IPSPanel2
Direct/Edge LED Slim depth offorBack Light'IYPe3

16.9RatioAs4 080 (FHD) or High,
UHD

tion.
should suPPort

solution in Video wall

1,920 x 1,

display
re

Native Resolution5

visibility in highlight
to get clear
condition of

room if

700nits or HigherBrightness6

45O,OOO:1 or Better to ensure
contrast as Per requirement

the
of

contents

Contrast Ratio
Dynamic CR

7

cover Mar
location of

178 X 178 angle to
viewing angle from anY

TimeRoom

Viewing
Angle(HxV)

8

Landscape suitable format to ensure
zero gravity effect in case of
customized installation for long

eary
required

Hefor nsurerSH24 panelgrade
t &PortraiifDuty cycle

Life time (TYP.) or
High to ensure
full performance
of LED for Long
period. OPeration
Hours:

9

Portrait & LandscaPe
to ensure zeto gtavity effect in case

of customized installation for long

suitable formatOrientation:10.

RJ45(LAN1) or high to
types of inPuts as
requirements &

D 1.USB
cover all
per site

future

HDMI 1.DPl DVT

ts.

Input ports:11.

Display port
run FHD
controller.

tochainfor daisyP)(D
thoutw1tstencon

Output Ports.t2.

check
practically
and Firm will
submit OEM
certificate.

BOO will

control of video wall from remote
chain to takeRJ4s (LAN 1) for daisy

location

External Control:13.

V
a* \.K ,'/P
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Trial
DirectivesDescription of RequirementsS.No

1 mm or less to get seamless
video

to
Ga

Bezel
Bezel

t4 BOO will check
practicallY and
Firm will
submit OEM
certificate.

Screen.

Au

tion

sourcetoSensortureTempera
SavingEnerryselection,
wakeFailoverModeCalibra

on LAN No

Key Feature
required ;

15.

6OHz5000 240V1Power su16
BOO will check
practicallY.300 Watts or lessPower

Consum
t7.

10% to 8Oo/o. -Operation
Humidi

18
Firm
submit
certificate
Govt. Lab.
NABL/ILAC
accredited

will

1a

of
orMagnetic Communication, Enerry

stal rated for confirmation of
power consumPtion & BIS'

for ElectroUL for safetY. FCCCertification's19.

2. DATA WALL CONTROLLER

3. INCIDENT RESPOI{SE MANAGEMENT AI{D ALERT SYSTEM

Trial Directlves
DescriPtlon of RequirementsS.I{o

Supply of controller for video wall DisPlaY &
1

Display multi
sizeto

on displaY uPanywhereple sources2

displayed theonbeshouldsourcesinA11 put
bIemovaandresizable1nwal1 freelyvideo

tswindows

3

option to connect to 4 minimum
HDMI.sources

Should have4

BOO will
practicallY and
Firm will submit
OEM certificate.

check

Format 1920x1O

totou0819I 0x tpu2 0)HD Format(Fu111nEach
HDFu111nEach4umminim Displaystoconnect

5

Trial Directlves
DescrlPtion of RequlrementsS.No

IT
Should able to su and handle large

volume of incident
pport(a)

Should able to su and handle large

volume of service requests
pport(b)

BOO will
practicallY and
Firm will submit
OEM certificate.

check

Should able to su and handle large

volume of changes
pport(c)

1

44,
rl) q q4-VL fuss



Trial
Directives

of RequirementsDescriptionS.No

Firm will
submit OEM
certificate.

MS must be ITILProposed Service desk/ HD

certified
(d)

versa

(e
tInciden1S eof1n.ve processetiNa tegration

vlceandntwith Managemement ChangeManage

wittr Knowledge
knowledge base

tive
tion

Softionte1n processeaN gra(0
ofcreaai.e utomaticallYbase

st closure of tickets

incl

Architectureahave SingleshouldutionsoIThe(e) ITILacrossinstancetiona applicasingleand leverage
workflowsandtadaunlqueS udingprocesse

un1Sbusinested
(h) Able to modify forms as per

tcustomer
create and

t
domains

0)
t SLAs forAble to define differen

servlces
ti

tionisola

tional

withtenancYmulsushould pporttionSolu(k) forth abiliwlAS tyas welltadacomplete
neofordavlew tatotsaccess righonbasedtsanalys

tsun1moreortwo
0)

for differentworkflowsAble to define different
processes

tion mails astomatic escalasend au
defined in workflow
(m) Able to

B from
a single

able CMDln'to tegratebeShould(n)
buildandsourcesdatatedfederatdifferen

CMDB
interactions
approval of

provide
allowing

basedemailShouldo)(,

anducreation pdateticket

(p)
and

Directory,veActiw1th1ntobleaShould tegrate
te user information au

toterfaceinhaveshould graphicalThe systemq)(
SLITI processeandualizevls' updatedefine

check
practicallY and
Firm will
submit OEM
certificate.

BOO will

provide

pletioncapabilitie Cis

their

browseto throughshouldtionsolueThr)(
rhsearcrfuloffer poweshouldhichwC BMD

for configurationto-comauandS
ASfindto quicklyenablingsennces,andtemsI

Cisto otherASwell

tr, VL 6w h-
(6ry



Description of RequirementsS.No

across multi domains.

detailedallowshouldutionsolDeskrvlceSe(a) ofthen on typecaofS tiers tegorizatio:levelmulti Iple t shall spanS thaIT servicefortinciden loggedbeing

tion
incidencriticali

shouldeskD providesoluService(b
v1atthe secunof tythetetia tyto differen

levels.1mandlevelsleveIsthe

practices workflows i.e,, best
embedded(c)

tations

and
-practicesactionable best

ihould provideThe solution

& views based u

ciden
ticketaw1thbetoSLAallowouldtI shd) setASstort1n requeseverl typeqvqvpnorlbased on

location.
(e)

incident data.
restorationfast serviceSolution should suPPort

basettosearch each

have
like

1ntbuilultimsearch pletothe abilitytI should0( knownandt blem,incidenthe probasesknowledge thetthouwi requiringslmultaneouslYbasetadaerror

businessright

totickett oftictoma assignmenauSlIShould pport(g) Extyon prioribasedresourceskilledthe BADL3antobenotneed assignedsue1ScrashtabaseDa
downcom1SservlCeSbusinestheunless

technical

forbaseknowledgeteablean uhave pdashouldtI(h searchto1ISCTS,1he endfurtherandS panalysi
sissuesolvedfor,1so tionsu

Should suPPort text search caPabilities
0)

(k) Should centralize blemanderror proknownall
baseknowsearchableworkarounds into a

guides

barflowSSveteractian 1n procetI should provide0) forSSITILthe proceSETS throughunovicethat ution.resolISStlefastert ensuretoincident beshouldtionsoluincident ManagementThe(m) canCisthatB ensuretoCMDthetoted1ntegracompletely
bettertoticketthethw1associatedbe

The incident management
stto initiate the

(n)
abili

should have thesolution

S

have

incident

anteassociatobiliathe tyhouldstionusolTheo orblema prorequest,changeanwith existing
known error for

tickets
availabili

tshift managemenhaveshoulddeskservlCeThe(p tedallocaarehereinwstaffforbilitiesca supportpa
shiftonbased

check
practicallY
and Firm
will submit
OEM
certilicate.

BOO will

it should allowq)
with tickets.be associatedthe CI to

2
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4. CEI{TRAL NETtrIORK ASSEf, MANAGER

Trial
DirectlvesDescription of RequirementsS.No

and securi needs

delivers
configuration,

tthatformtsive,hen plamanagemencomabe preShould
St capabilitieularmod managemenintegrated,

accoun performancetingfaulSSacro t,

1

from day
500 wired

up-

minimum

withoudevices

devices50 wiredSl.lShould pport
to 1scalablebeshould uptionsolutheand1

or softwarehardwaret any

2

tionacreanddiscoverytictomaau topoloryallowShould 3aswellAS2 layerfork ma layernetwor psof
sVLANavailabletheal1ksnetwor

3

have IPforbilica tylnven patwork tory pollingneShould
ulesmod portscardslinebleavailasnodetworkne

SNMPothertheallandterfaces1nVLANlinksysicalph
network.the1ndevices

4

notilica
timerealw1thnme tfaulve t manageextensiallowu1dSho

temrl1nctioNSandt alarmeven
5

tion and management ofShould allow cen trallz;ed crea
VLAN and ACL

6

device configuration
and restore

back-upShould have scheduled7

Should have automa
c

detection of configurationtic
and isolationtroubles for

8

t of 3rd Partyand managemenShould allow monitoring
devices and end ts.

9

functionalitYShould of scheduled

tion ro11 out
have the10.

scheduled or
or firmware

su

functionalihave tothe performtyhouldS
softwarewideknetworunscheduled

11

Should have the customize MS dash board.Nto12
device afor anyS pplyrngofallowShould pmggrou

task
13.

bi sut64vehaShould15.
Should suPPort distributedcentralized

t
as well as

16

BOO will
check
practicallY and
Firm
submit
certificate

wiU
OEM

with virtual S

virtualization

policies

tmanagemenS1-lpportShould andbothof physicaland monitoringmanagement to and1nttI should insighprovideksnetworvirtual
reduce migrationandnetworksvirtualoftmanagemen knetwortomaticauandby aligningcomplexity

t7

u
{ ry L @ ry V 6g
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Trial
DirectivesS.No Description of Requirements

18 Should pport role based trolconSSaccesu
19. Should be with software uPdate and upgrade assurance

the warran

routers, wireless controller
wireless client devices.

no: samethemod-on ulesaddforveha SShould upport
ofandfor managementmonitoringsoftware platform

ts andacceSS SSwirele poin

20

centralized management ofShould facilitate enable

baseline
tomatedaua ofwits thelemen varietynetworksedpropo

tasks

more

tiontions software configuraimages,configura
andalerts1s versiontoo tracking, changecomparlson

21.

Should
current

support centralized
VLAN configuration,

VLAN Management to view
VLAN topolory, bulk VLAN

t etc.

22

activities of internal users

(a)
audianalysis

blescalahoulds -performancehighprovide
Sll w1th tingtaudi andknetwor pport1og

online

tsFTP and SMTP

NAT

ti diges

assuchformats1ovarl0uss gShould upport(b
taudiallowstsforma thatc1n udrletSN tream loglngflow

HTTPfromt dataandve rationssensisecurl opety-

Should su driven fl1

(d dothatdevicesfromcollectionStlShould logpport
ASsuchthe standardStlotherwise protocolsnot pport

Flow NAT NetStream sFlow Netflow etc.
(e) Should suPPort user activi
50 users from day 1 and this

ty auditing of at least
should be oPtionallY

to 1500 users.extendable u

23

24 Should offer fo RADIUS fuL\ features'

users from 1

tionidenti
associatedpolicies

license

basedticaauthenuserSllhal1S typporta)
infrastrrrcturewithSthe acceson

for 001routers tchesswlsuch ASsourcesre

b) Shall provide a
supports centralized

fuII-featured RADIUS server that
authentication, authorization, and

taccoun

based
BYOD.

Network-agnostic device
ON gAIP+MAC+DHCP

fin gerprintin g caPabilitie s
device recognition for

c)

BOO will
check
practically
and Firm will
submit OEM
certificate.

with different securi
PAP

802like 1modesthenau tiontica x,suShall pportd)
likemodesidentiSSwirele accessand tyVPN portal
intotoPEAP fitandTLSEAP-MD5EAP-CHAP

L 6*v- &.61
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Trial
DirectivesDescription of RequirementsS.No

policy creation to set
for each type of user

provide centralizedShalle
tsSSacce righthe appropriate

and device across the network.

needs.

complian

ties
tion

slvecotITILv3 mprehenbe aShould
1n,1iversde ted,that tegrat platformmanagemen

u1fa tacrossbilit capamodular managemen
secunand tyaccoun ting, performanceconfigura

25.

Offered software have compatibilitY with
soft Windows or Linux

should
Micro

26.

check
practically
and Firm
will submit
OEM
certificate.

BOO will

Offered software should
s and 1500 users.

to 1500 wiredbe scalable uP
device

27.

E. COMMON HARDWARE
1. TIME SERVER

Trlal
DirectivesDescription of Requirementss.N

23O + - lOo/o V ACVol1
willBOO

check
47-55 Hz2 Frequency

ns
Using
ordinatio

Universal Time co-Time Facility3

Supported
nsationCom

Propagation
delay

4

+ - 25O Nanosecond5
Better than 1 PPMTime6
Front panel LCD disPlaY to

time and no. of satellites
show

statusLCD DisplaY7

GPS Antenna inPut through BNC
connector

Inputs8

BOO will

practically
check

Power S9

NTP output (2 nos. cus ) for NTP client
Ports shall beaccess through RJ-45 .Both

t

tomizable10.

RS232 serial Nou t11.
Pulse t: 1 PPS LaPPM lPPM blet2.

BOO will
check
practically
and Firm
will submit
OEM
certificate.

10,000 or higherSupport Client
request Per
Second

13
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Trlal
DlrectlvesDescription of RequirementsS.N

50 metersof GPSL4.
Over 30 DBGain15.

BOO will

practically
check

16.

Re solutio n:24Ox4O0 Pixels ; Data
lnterface : Ethernet; Pc
Interface : Ethernet; ;Expansion Slot
Tlpe:Usb;Way Points:2; Server
Frequency: 48-55 Hz; OPerating
Temperature : O-55 Deg. C ;Electrical
Rating: 230 Vac;Additional Information:With
Antenna And Arrestor

isplaytioning
rh;isplayLcd;

Dbal1overRecei G System
1S3x Dnc5 I;2Size playDlYpe

-\tirat#.r;o",
ITBP

(P. R.Jha), DC
CRPF

, AC)
SSB

(Col.Omkar Singh)
Assam Rifles

. A.P )(v DC(rT)

CRPF

(Amit a), DIG(Eqpt)
CRPF

\

CRPF

I
(v ),DIG(Comn) (Ravideep Singh Sahi)

IG(Comn&IT), CRPF

roved

Singh, IPS)

(Zulifiquar Hasan),IPS
SDG(HQ),CRPF

(Kul
DG, CRPF

-7 
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