\
oy No.IV-17017/48/02-Prov.k .
S Ministry of Home Affairs 7
e T Prov.l
Ty - - .
- New Delhi the 6™ Oct.2004
To

The DGs:Assam Rifles/BSH/CISF/CRPF/ITBPINSG/SSB/BPRED

Subject: Finalization of OQRs/Specifications Communication and other Securify
Equipments.

The Sub-Group constinted by MHA vide Memorandum No.
V. IV.17017/18/2001-Prov. dated 5-7-2002 for laying down QRs/specifications of
various ilems/equipments has since submifted its recommendations in respect of
following communication and securily equipments:

{1 Fax Encrypter :
(i)  Frequency hopping HF/VHF sets .
(i}  Digital hand held mobile/static VHF/UHF Radio
(ivi Wideband surveillance receiver (VHF/UHF Analog)
) Wideband surveillance receiver (HF Analog}
(vi) Wideband surveillance recover (HF/VHF/UHF Analog and
digital} .
(vii} Light Vehicie based Direction finder
{vii) Pottable Direction finder -
(ix)  Dnscone, Parabolic Dish Antenna
(x}  High altitude Parachute Penetration System(HAPPS)
{xi) Bomb Data Centre Equipment
i. [ED Response Vehicle
ii. Explosive Test Kit
iii.. PBIKit
(xii) + Telescopic Manipulator
(xiii)~ Waterinan ship Equipment
i~ Deep search Mine/Metal Detector.
(xv)v Digital HF Transceiver
{xvi) Satellite Phone (Hand Held)

2. These recommendations have been accepted by MHA. The (.)Rsl finalized by
the Sub-Group and accepted by MHA in respect of the equipments are enclosed
herewith

3. Henceforth, ali the CPMFs should procure the above items required by them Lo
meet their aperational needs strictly as per the Iaid down QRs/specifications.

Yours faithfully,

Left. -
{Alok Mukh{padhyay ]
Under Sccretary(Prov.})



SUR FORLIGHT YEHICLE B

DE Equipment
DE Processor

1. Frequency Range

2. DF Accuracy (Mulli Path
Propagation)

3. Bearing Resolution

Display Paramelers

@

Delection Modes
[:% .Qper.ali.ng Modes
7. I.:H DF Capabilily
8. DF Receiver Channels

Minimum Required signal
~ duration for OF

10. Response Tima of LF syslem

ED DIRECTION FINC!

20 MHz = 3000 M4z,

Delter than 02 degree RMS over enllre freq
rasge

Beller than ar equal lo 0.1degree :
{a} Modulalion -
(b}  Bandwidlh

() Signal Strength in dbm

{d} ‘Bearing and Localion Fix

(@] Bearing quailﬁr .
0 TimeofDF. = - ’

() Should have facilily for wurking in
darkness by lighung the displays.

AM, FM, S5B, GW) PSK, FSK. Frequency
]iopping and Burst: Signal

(a) Autcmali_q )
{6} Manual .- < .-
Minlmum 350 hops perse o nc

ERAS
h

Minirmum Three Chanhei DF Processor..
Lass lhan or:equa\ ta1m 5.

Display of iocauon fix w1l‘nln 2 seconds of
infliating LF . command. :-“The'  enliie
procedure  of requesting ‘the beasings,
locallon calculation and- plotting the same

on he map . must,cnmplete wﬂhln 2
aeconds

R




12,

13

14,

11.

Receiver Sensilivily
Frequency History

Calibration

Compuler

Exlernal PC post

Of Antenna slslém

16,

7.

18.

OF Antenna

GPS Recaiver

GPS Integralion

-G

Slala-of-art, beller than 2 miern volls par
meler in entirg frequency range for 10y
SNR and 6 KKHz Randwldth,
Slere histary of minimum
Inzluding time of DF, 1F,
bearing qualily

Should cater for auto
slte error calibration,

1000 frequency
modulation and

~calibralion as well as

Rugged laplop. GiS* sofiware '~ sliould .
aps * digllized In -

facillate display of m
DVD/DGNIDEM (in DTE
All

oxiending Coniral Station d
temalely connected PC,

D) fonmats
ata base o a
(&) Coverage of Azimuth 360", Elevalion
Gge. ' -

[b} Light wei
phewmaticaltyiel
masts

(c} Masl and anlehnae shauld be abie lo .
nd high -'wind_'valociiias_ of upla 150"

wilhsia
Kmih.

i

{d) Height of antenna .mast- sheuld nct )

ba more than 10 meters from ground,

{8)  Masl should ba mounted on top of

vehicle and should: penmit - erection ]
ground uplo 50 mateg_rs.gygay_fr_onj:_uahicla.

()] All antenna’ accessories should be -

auitabls.’
o be made on topleide of .

capable of being’ carred in
modificallon
vehicle. .
Should be avallable wilth sach slalion of the
system. Facliity for:manual entry of own
Ioeation sheuld also exist in the system,

Each slation of the system should have an

additional part for ip‘?e_grailol_-l_ of GPS resulls,

DF stalions should provide port for

ght, robust, telescdplc type- .
ectro: mechanically raised -

on’




Search and Intercepl Receiver
S 19.  Frequency Band

.
20,

Marnory ncen.

21.  Scan Ralc | earch

22, Protected efuency
23, Pre-sellable scanning
requencies badd

24,  Antennas

Intra System Conununicalion

25 Inlra Syslem Communicalion
(Belween DF stalions in a
cluster},

26.  Inlta System Communication
{Belwesn DF slalions and Hand
hald lerminals).

.t g

o~

ZGMHZ — 3000 MHz
1600 channels par seq
Minimum 10 GHz /Sec
Minimum 200

(@) Edge Scap. Facilly to scan belween

specilied lower and upper limils covering
enlire freq band,

()" Should be able to cover entia
Traquency band for scanning, -

(e} Should be abls 1 select a sub band

far seanning.

)  Should ba able to prolect fraquencies
and sub bands from seanning.

Ormni directional and directional with 6 dB
galn. The antenna should be soflware
seleclatile from tha Scanning Past.

{a) Taclical VH!‘-’EUHF FM radio.
(b} Transmilter power minimum 20w,

(¢}  Forvoice and data communlicalion
balween posls of DF station.

{d}  Should incorporale FH lechnolopies

Tor ECCM.Jor ccmmumcatinn belween OIF
slalicns.

{8) Smaltin slze and light weighl.

) Minimum range 20 Km, with suitabia
anlenna syslem mounled on the vehicle,

{a) Taclical VHF/UHF FM radio,
(L} Transmitier power

(i} LVIDES end. Minimum 20w,

(i) Hand held. 5w.

(2)  For voice or dala communication
between LVDFS and Hand held terminals.

(d)  Should incomporata digilal seciva

3



-1 - . o ﬁ)

communicalion le chnivua.

{8)  Small In size and light weaigint,
- U] Minirum range 10 Km, with suitable
f 1 anlenna system. :
e Iower Suppty
: 27, Power Supply (a) Syalam sl16uld be sell conlalied for
' slabillzed power requiremeant Ly
provisioning rechargeable Lalterles and
. lighl weight noiselesa generators.
| . - b} Should alzo be capable of oparaling
o D - fram single phase 220 Voit AC with bulitin
i

facilily to char,

g2 iha ‘ballery. - A stabllizar
shoult be cale

red for ihig purpose.
{c) The balery pack shoud ba capabla

. of providing uninlerrupted power aupply lor
IE _ ) six hours without charging.

{d) Circuit breakers should be catered

for pralection of critical subsystem from
powar llucluations, .

(®)  Earlhing protection” should be -
: . calered both In the System Unit vehicie and
o ) in.lha Power Supply vahiclae.

) HNolse level of {he ganerator selz
should ba belter than 98 dBA,

Environment .
"J T 20 Temperaluré operaling -~ ~10 degree Celsius 1g + 50 dagrea Celsius.
o - and slorage .
20. EMIEMC - To conlorm lo MIL. STD 4641 C/D
) . " specHications,
|I - .

_ {Kosilegh Deka )}
Inspeqior Genersl{Comn), BSF

N

{R, REulkernt )

Sclenty at!B* DRIO
DIG{omn), N3¢ -
: {(8.8,Lal) : . (HLE MBI R d X
: ) Dy. Mrector(Tech),IB Har . Dy Tdr ex:';:‘( ;haks "Ry

-
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