
GOVERNMENT Or. INDIA
(Ministry of Home Affairs)

COMMUNICATION & IT DIRECTORATE
CENTRAL RESERVE POLICE I.ORCE

EAST BLOCK-7. SEC-I. R.K. PURAM. NEUI DELHr-11OO66
(Email: - comngeU@crgf. eoy.in Tele / Fax: O I I -26 1 09038)

I . 'I'hc DsG: AR, lJSIf, CISIT, ITI"3P, NSG, SSB and ISPR&I)
2. I)irector, I)CI)W

Subject: Regarding QRs/TDs of "NAC 0[gtluork Access ControU"

I am directed to refer on the subject mentioned above and to say that the

QRs/TI)s of "NAC (Network Access Control)" has been approved by the DG CRPI,- after
deliberation and recommendcd try CAPI,'s sub-group and experts from DCPW.

Encl:-As above

No. B.V-T I 2024-25-C-(NAC)-a

To

Dated, the ?)une'2025

,l\^
Singh)

. DIG (Communicationf
Communication & IT Branch
Directorate General C R P F

No. B.V-7I2O24-25-C-(NAC)-Q Dated, the l)une'2025
Copy to:-

2. Mrs. Sugandhi, Technical l)irector, North block, MIIA with request to upload the
QRs/TDs of "NAC (Network Access Controlf" on MI-IA website (e-mail ID:
mpsugandhi@nic.in).

Encl:-As above

,h"
{I,{arj'iMl

DIG (Communication)
Communication & IT Branch
Directorate General C R P F
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ORs/TDs of NAC
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tions Trial Directives
Thc proposed solution shall mcet the below specifications. Any hardware/software/licenses

enabte the frlction3lit.y sh_alt b_g provi-dcd from Darr I

Automatic detcction and categorlzation of endpoints
for sccurity and audit dcmands, rcgardless of dcvicc

C

Stored profiling data should identify device profile
changes and dynamically modify authorrzatton
privileges. Itor example, if a printer appears as a
Windows laptop, the system ca.n automatically d"eny
access. should xtpport Load balancingl fo, profile scarLs
anci Scheduled S-u bnet scarus
Support passive device profilir-rg methods such as
I)l{CI), Span l)orts, }I.11'P User-Agent, MAC OLJI I

I)rinting and TCI) SYN-ACK handshakes
Support. active device profilir-rg methods such as
SNMI), Subnet Scan, SSII, SflowlllSPAN, WMI and
NMAP Scan
Intcrnal device fingerprint dictionaries that provide a
way to automatically or manually update periodically
Capablc 1o dcfinc custom fingcrprints for wircd and
wirclcss deviccs
Offer a comprehensivc dashboard to see l.he tota-l
number of endpoints, and the number by category,
family and device
Authentication, Authorization and Accounting
B44J
Intcgrated scalable AAA senriccs (authentication,
authortzatroil, and accounting) including access polic5,
managemcnt. with a complete undcrstanding of
conteXt, such as u.ser's rolc, dcvicc type, local.ion,
timc of
Uscr and dcvice aut.hentication based on BO2. I X, and
Wcb l)ortal acccss methods across mult.i-vcndor wircd
nctwork., wjrelcsg nctyzortg, and VPNs
Usagc of multiplc authcntication protocols
concurrcntly, such as I)FIAI), IlAl)-liAST, IIAP-TT,S,

d IfAl)-l)liAI'} -llublic.
Must support RAI)SEC protocol to support RADII.JS
datagrarns ovcr TCP and 'lLS.
Should be able to work on all major OIIM network
switchcs.
Must be supplied with finc-grained control using
attributcs from multiplc idcntity storcs, such as
Microsoft Activc I)ircctory, Kcrbcros, LI)AP-compliant
dircctory, Opcn l)atabasc Conncctivity (OI)llC)-
compliant SQI, databasc, tokcn scrvcrs, and internal
databases across domains within a singlc policy from

Verification with OtrM Tech
brochure and Console
Software
Verification with OIIM Tech
brochure and Consolc
Software

Verification with OIIIM Tech
brochure and Console
Software
Verification with OIIM Tech
brochure and Console
Software
Verification with OIIIM Tech
brochure and Console
Softwarc

Verification with OIi)M Tech
brochure and Console
Software

Vcrification wit.h OIiIM Tech
brochure and Console
Softwarc

Verification with OIIivl Tcch
brochure and Consolr:
Softwa-re
Verification with OllM Tech
brochure and Consolc
Sol-tware
Verification with OIIM Tcch
brochure and Console
Software

Verification wit.h OIiIM Tech
brochurc and Consolc
Softwarc
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tions Trial Directives

Non-BO2 lX devices (suctr as printers, IP Phone Verification with O IrM'l'ech

cameras and IO'l'devices can be identified as knowrr,

based on the Presence of'their MAC addresses ln

database, or unknown ul)on connecting to the

network.

brochure and Console
Sclftware

tication Verification wrth OtrM Tech

brochure and Console
Software

ulecl Verification with Ot M Tcch
brochure and Console
Software

Integrated TACACS+ sen
of device administrators, operators etc. with varied

privile ge levcls. It shoulcl keep a track of the changes

made the d-in u

s, lI)

t

Cu stomi zable RePortin g
, inventorY dashboardreports in PI)F/ CSV forr-eats

real-tirneshowing details of learnt:d deviccs,
events, Proactivemonitrtring of access rt: cuests and

alerts Ilmail
I I'11'P/ RIISTfuI API's, s1'slog messaging and

Ilxtensions capability to exchange endPoint attributes

with firewalls, SIIIIM , endpoint compliance suites and

other solutions for enhi;.nced

Mobile ijevice Ma.agenrent Integratlon to fetch

information such as de'zice manufacturer , model, OS

Version, Jail-brokeil, Pl'esence clf anY black -Iisted

application, MI)M Agerrt installation status etc. and

use this information in access

API Integrati on with hctpdesk software allowing

dynamic creation of problem tickets of any network
breaches

lnbuilt utilities for inl.eractive PolicY simulation and
before applYingmonitor mode for asse.',sing the policies

to the ction netw ork
Process inbound threat-related events (which are

Syslog events received
from any third-Party \/endor d.evice, such as Firewall,

SIITM) and Perform entorcements and actions basecl

on the defined enforccment S and services.

Must have Multi domrdn and multiple Al) and user

database support for rlser information

All the user machines mus t be evaluated before

allowed on the network and thus must onlY dePloy

with a secured IItt hl t302. lX architecture
Guest Access
IIasy -to-use guest mi,-nagemen t solution for visitorS,

contractors, partners, Auditors etc. on wireless and

wired networks usin of devicc.

Guest access through captive Portal with extensive

branding and custo r:rrzation including company logos,

visual imagery and optional advertisemen ts with

multimedia content t o extend organ tzatton's

$
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Verification with
brochure and Console
Software

OI|M'l'ech

brochure and Console
Software

brochurc and Console

brochure and Console

brochurc and Console
Software

Verification with O
brochure and Console

Tech

with OIrM'l'cchVerification

Verification with OIrM

Verification with OIrM'l'cch

lrM 'l'cch

Verification with OlrM'lech

Softwarc

Software

Softw'are

Verification with
brochure and Console

Verification with
brochure and Console

brochure and Console
Software

'lechVerification wrth OI'M

Ot M'lech

OIrM'lcch

Software

Sclftware
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S/No cifications

Capable to define the number of devices that can be
on-board.ed pcr uscr and validity of thcir certificates

Verification with OIiIM Tech
brochurc and Consolc
Software

$
,?YL

p,

Trial Directives
Captive portal (ltesponsive I)esign to support different
screen size) should have mobile device awareness to
automatically sLZe for smart phones, tablets and
1a

Verification with OEM Tech
brochure and Console
Software

4 Guest self-registration through the web portal,
delivering usernarne and password directly to the

, or sent via email or SMSvisitor's Web browser

Verification with OIIM Tech
brochure and Console
Software

5 Spnnsor-based approval workflow to enable an
internal employee to approvc guest account before
guest is allowed to access the network

Verification with OIIM Tech
brochure and Console
Software

6 Cu stomize guest access privileges to enforce
bandwidth limits, access to specific resources, length
of connections and set automatic account expiry after
a specified number of hours or days

Verification with OIJM Tech
brochure and Console
Software

7 Guest portal shall have an option to accept logins
based on AI), RAI)IUS, II)AM or Social sites

Verification with OIjM Tech
brochure and Console
Software

Third-party integration providing custo rntzable
workflows using rest-based API's for delivering
streamlined registration and payment system
integration

Verification with OEM Tech
brochure and Console
Software

Personal Device (BYODI Management

B

D
I

2

Automatically configure and provision mobile devices
such as Windows, macC)S, iOS, Android,
Chromebook, and Ubuntu, enabling them to securely
connect to enterprise network. Support for at least (l[o
of Users defined by User Department) users on day
one. I:lach user can have up to two devices and
support Sponsor approval rcquired option for
Onboarding.
Offer built-in ccrtificate authority (CA) to secure
device onboarding without requiring the
implement.at.ion of an external CA or make changes to
an internal public key infrastructure (PKI) . In case for
somc reason any OIIM unable to provide inbuilt CA
then can provide it externally, however from day orle.
should work as a Root or Intermediate CA and
support Self-help portal for certificate
Flnsure rapid revocation and delet.ion of certilicates for
specific mobilc deviccs if a uscr leaves thc
organrzation or the mobile dcvicc is lost or
Support Onlinc Ccrtificatc Status Protocol (OCS1')

management

stolcn

Verification with OIIM Tech
brochure and Console
Software

Verification with OIIM Tech
brochure and Console '!

Software

Verification with OI.IM Tech
brochure and Console
Software
Verification with OIIM Tech
brochure and Console
Sofltware

3
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tions Trial Directives

Automatic device certifica te provisioning / installation Verificat.ion wrth OIIM'lech

with sponsor approval rerluired oPtion for onboarding brochure and Console
Software

Certificate Provisioning rtust work even aftcr failover Verification wrth OIrM'l'ech

of its nodes
brochure and Console
Softw are

Must support Oauth and SAML 2.O ldentitY Provider,
to the

Verification with olrM 'lech

which allows seamless single sign-on (SSO) brochure and Console

cloud or on SC
Software

Must suPPort multiple n-ul ti- factor authenticators

(MF'A l2FA\

Should support Secure c:ertifica te-based onboarding

and Automatic devicc ccrtificate Provisioning I
installation

t Posture Che

support Perform advanc:ed endPoint Posture
is

assessments to ensurc ( )r gan tzatton' s compliance

met before devices connect
Support thc following ol)erating systems and versions

Microsoft Windows 10 and above , Apple mac OS

10. 10 and above
Support Users o[ unhea-lthY endpoints that clo not

meet compliance requlrements, should rcceive a

message about the end roint status and instructions

on how to achieve

Predefined templates [or reporting must be available Verification with O t M 'lech

brochure and Console
Softwarc

Solution must have built -in monitoring, reporting, Verification with ot M ',lech

and troubleshooting oonsole to assist helPdesk brochure and Console

s and admini strators streamlinc ations. Software

Solution must collect- and keeP forensic evidcnce on Verification with OtrM'lech

any unauthorized acoess activi ty within the network brochure and Console
Soft.ware

as fo llow: Event timer;tamp, network events in

sequence, host info, lI' address, MAC addresS,

,E
s
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Verification with O
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E Verification with
brochure and Console

'lechOI'M

Software

1

Verification with
brochure and Console

Verification with
brochure and Console
Software

'l'echOI'M

OttM'l'ech

Software
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brochure and Console
Software

Verification with O
brochure and Console

Verification with O
brochure and Console

brochurc and Console

brochure and Console

'I'ech

ch

Tech

with OlrM'lechVerification

Verification with OI'M

IIM 'IC

I'NI

Verification wtth OI|M'lech

Softw'are

Software

Softwarc

Software

check of Personal and non-IT-

Control it

t and

a!{ ee+tlql----_

include
,)r ocesses

mclnit tring

chccks shouldr,r'c and healthEndpoint PostSupport
s, Antivirus, I"irewall,Installed APPlir:ation

, Patch Managemeflt,Network Connections,
Virtual MachinesPeer to Peer

for operating sYstem toSupport to Persistent a gent
of the end Point withprovide nonstoP

remediatiorrautomatic
t fclr-based dissolvable agenOffer webSupport

endpoint compliance
devicesissued

andterfaces1nnetworklTIctdeteort ultipleustM Stlpp

stTruZerobascclstandardreenS;1.1um sttionsolu'lhe
7thw1 24r1 framework ISCCLl.kne twor tyACCCSS t.enforcemenandnetwork

F
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2
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S/No Specifications Trial Directives
4 Solution must support capability to generate report

for hardware (Memory, RAM, IIDD, Peripheral devices,
etc.), All installed software with version, Open ports,
Seruice Runnit g, Process Running and application
inventory across managed extended enterprise.

Verification with OEM Tech
brochure and Console
Software

Verification with OEM Tech
brochure and Console
Software

5

6

Solution must be able to display information
notifications in an interactive mann er vLZ. bubble
notification, email, etc.

The NAC solution should be able to integrate with
Nextgcn SIFIM and other SOC components.

Verification with O}lM Tech
brochure and Console
Software

7 The proposed NAC solution should provide user-
friendly policy management (policy search, policy
updates, importl export policies, etc.)

Verification with OEM Tech
brochure and Console
Software

A rcporl.ing option must be available to provide a
mcthod for delivering validated templates to unique
requirements in a timely manner.

Verification with OEM Tech
brochure and Console
Software

Understanding t.rends, compliance and forensic
analysis requires the ability to generate reports on
data from selectable time frames in the past as well as
on currcnl. data i.e. Specific datc and time range

In order to provide the information needed to make
decisions and minimrze data overload reporting
systcms must providc robust filtcring options.

Verification with OIIM Tech
brochure and Console
Software

Verification with OIIM Tech
brochure and Console
Software

Verification with OEM Tech
brochure and Console
Software
Verification with OIIM Tech
brochure and Console
Software

Must have support for notifications via L,lmail

Web-based user interface that simplifies policy
configu ration, monit.oring and troubleshooting

Capabilities with Existing Unmanaged Switches
Thc Proposed NAC solution should able to detect the
endpoint at the instant it connects to Customer
network

I0

12

B

I

G
I

2

H

1l

Thc Proposed NAC solution should able to restrict
communication to a non-compliant devicc which is
conncctcd to a hub/unmanagcd switch, whilc another
compliant device which should remain functional.

Capability of building complete device inventory &
context.

Verification with OIIM Tech
brochure and management
Software
Verification with OIIM Tech
brochure and management
Software

1 Solution should maint.ain an up-to-date f centralized
invcntory of authorized devices connected to network
and authortzed devices enabline the network

Verification with OIrIM Tech
brochure and management
Software
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Solution must Provide tr rre-up enterPrise endPoint Verification with O trM'l'ech

data with complete devic' : inventorY & context rn brochure and managemcnt

automated manner Software

Solution must be ablc to Provide compliance f or Verification with OIrM 'lech

I{ardware Properties r-)n windows likc Flardware brochure and management
SoftwareComputer, l)isks, Monitors, Motherboard, Network

Aclapter, I'hysical l)evicr: , I'hysical Memory, Plug and

Play Device, Processor, rtc'

Solution must automirte the inven torying of IP- Verifica.tion with OIIM'l'ech

connected assets across extended enterprise networks brochure and management
Software

along with detailed information of hardware vrz. Disks,

Monitors, Motherboard, Network AdaPter, PhYsical

Device, PhYsical MemorY, Plug and I)laY Device,

Processor, etc. PinPoint the real-time location of all IP-

connected. things, Contj nuously
all lP-connected devices;'

and accuratelY assess

t
The solution should be based I Iardware appliance. 'lhe Verification with Ot M 'lcch

solution must support minimum 500 (Number delined brochure and management
Softwarcby User DcPartment) crrdpoint support from DaY- 1

'l'he solution shall support mlnlmum 200
for

m50
BO2. 1xlRADIUS/'f ACll.ClS+ /Guest and minimu
clients / second for endpoint Posture checking

Licenses supporting nrinimum 50O (Numbers decided

by user dePartment) concurrent sessions for AAA,

Endpoint posture ckreck, Guest acceSS, (Numbers

decided by User deptrtmen Ilndpoint Profiling and

per secondauthentications

t)

Numbers decided bY User deP artment) IIYOD devices

from day- 1 . Solutior Should scalable as per user

t.
S-Year 24x7 I lardwarc and Software WarrantY with

perpetual I subscription licenses

OEM and Product Com
'lhe solution shall t;e Common Criteria certified for

network access contr:ol (NAC) solution, under both the

Network l)evice collallorative Protectron Profile (NDcPP)

and. the Extender-. Package for Authentication

Senrers modules. 'lhe certificate shall be attached as

re[erence

OEM shall have lR&l)
visit shall be arrange:d

facility in India; if required site

AAA shall be offered with minimum
warranty with 24X'i' OllM direct
software update s / u llgrade s

five years hardware
support along with

F'irm will Provide OEM
Certificate

Trial Directives

Verification with OIIM
brochure and management
Software

Verification with

Verification with O
broc'hure and management

h'irrn will Provide OhlM
Certificate.

Firm will Provide O

'l'echotM

'I'ech

F]M

IrM 'lech

Software

Certificate

brochure and management
Software



S/No S_pecifications Trial Directives
4 Optio_rUrl:

On Site OIIM certified llngg. (l3e decided by user
dep_artment)

F'irm will provide OEM
Certificate

I

AC CISF

(I)rcm N
I)C(Comn) ,SSf]

(Vivek I{, Gupta)
AI), I)CPW

(Raje
Comdt ('lele) , ITIII)

(Vrj ay
IG, CRI)F'

(Ujjwal Kumar Singh)
AC( C

(Major Atul Sharma)
NSG

(Sunil Kumar Singh)
DC(Comn) ,CRPlr

(P.C.Jha)
I)lG(Comn) , CRPII

(Vitul Kumar,lPS)
st)G (olrs), CRPF''

\
f'lr l'-

a

DC

(Lt. V.P.Singh)
Assam Rifles

(S.K.Sas Comdt)
tssrf

(Syed Mohammad Ilasnain)
IG (Comn& IT) , CRPF'

M,
(Koushik c{;rJr,u.yy
Sr. Director (lT) , NIC

(Gyanendra Pratap Singh, IPS)
DG, CRI)F'
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