No. 1V-24011/22/2020-Prov-1 l 490 -

Government of India
Ministry of Home Affairs
Police Modernization Division
Prov-I11 Desk

26, Man Singh Road,

Jaisalmer House, New Delhi

Dated the 94 April, 2024,
Office Memorandum

Subject : Forwarding of MeitY's communications regarding CCTVs.

(i) Notification dated 06 March, 2024 on the amendments to Public Procurement Order
(PPO)-2017 for CCTV/Video Surveillance Systems,

(ii) Amendment notification dated 09 April, 2024 to the "Electronics and information
Technology Goods (Requirement of Compulsory Registration) Order, 2021

(iii) Advisory dated 11 March, 2024 on the Threat of Information through CCTV/Video
Surveillance system."

The undersigned is directed to say that Ministry of Electronics and Information Technology
has notified amendment to Public Procurement (Preference to Make in India) Order 2017 for
CCTV/Video Surveillance System for Security and furtherance of the order vide Gazette Notification
dated 6th March, 2024 (copy enclosed). MeitY has also issued amendment notification dated 09
April, 2024 to the "Electronics and Information Technology Goods (Requirement of Compulsory
Registration) Order, 2021" for the security of a CCTV system (copy enclosed).

2. All Government agencies are advised that henceforth they may procure their CCTVs and
allied solutions and hardware on the basis of the Public Procurement Order-2017 and ensure the
security of CCTV systems as mentioned in the above said notifications.

B Further, MeitY has issued Advisory vide O.M. dated W-43/11/2021-IPHW dated 11 Mar,
2024 (copy enclosed) on the Threat of Information through CCTV/Video Surveillance System
(VSS)/Digital Video Recorders/Network Video Recorders. All Government agencies are advised to
adhere to the guidelines outlined within the ambit of the Public Procurement Orders to safeguard the
overall security and integrity of CCTV Cameras and IoT Devices.

SR

Encl:A/a
(Anuj 1‘:1’?n1£>a.’r0)qi G
2IC (Prov.)
Tel: 23386034
e-mail ID:anuj-kumar38@nic.in
To:
1. Chief Secretaries of all States.
2. Administrators of all UTs.
3. Commissioner of Police, Delhi.
4. Directors : CBI, IB, SVP NPA-Hyderabad, NEPA-Shillong, NCRB, NICFS.

5. DsG : AR, BSF, BPR&D, CISF, CRPF, ITBP, NDRF, NSG, SSB & NIA
Internal:

1. All Divisional Heads, MHA.

2. SO(IT) with the request to upload the OM on MHA's website.

3. Director (Procurement)/Director (PM-I & II).

4. US (Prov-1)/US(Prov-II).
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#1062 7€ Reeft, mgeafRaTs, 7k 7, 2024/%TE7T 17, 1945
No. 1062] NEW DELHI, THURSDAY, MARCH 7, 2024/PHALGUNA 17, 1945
wagiAH sl gEaT drenfadt s
(srfrg=Eseyg W)

srferg=ET
7% fae=lt, 6 w1, 2024

R ardefs w7 (A% 1 €Rar st a87am) aer 2017 ¥ agww § goar ¥ g wve affe Tfifaem
(FrhdyAfRET At sorret #r sfgfRa @

v
(i) ST 3R srafe sTaR dade R (@dfrearisrd) ¥ Reiw 28.05.2018, 29.05.2019

04.06.2020 ¥ et ¥ WG FqrEORT Aew deqT T-45021/2/2017-f€-11 Reiw
15.06.2017

(i) TwgIREr sl gumr it ey (gwsrddaTg) § Reiw 07.09.2020 i @wgiAs
IeqTE ARG &, T-43/4/2019-srEfruaeseg-raridrare

FT.AT. 1119(30).—FTHT A "B o7 24T FT Arearigd FT T 317 i TR 92 & I299 &
qTCd H Feqer e Famst F FAfRwi o Ieres # 3w 37 F o 9w s siafs s a9
e (Srfrardsredt) F Reiw 28.05.2018, 29.05.2019 3T 04.06.2020 ¥ andwt F sy qurae g
a3 deqT f-45021/2/2017-8€-11 Rei® 15.06.2017 ¥ aga wrdw® 7 (A% w7 feyr afigan)
Frer, 2017 W AT &1

1616 G1/2024 (1)
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2. Ivdw g2 ¥ 9 s ades #7 (3F 37 IR a1 adgan) sar%srzow[diﬂ’rd’r-@wr%a'n%.'
A2 2017) F ATFHT F ettt e gEar srenfid sy (mwisridaTs) agr afigfEa e
& gug-gag 9T genfag @ie ake F aqar e =7 F AR @i st #oad w
FEgTSr g TEIAT waTT it AT

3. T AT F IZeT A
3.1 aoft- 1 =i srgfdrat, Soft-11 wrftr srgfieat s dr-earia smgfdaat f afvamar R
16.09.2020 ¥ Ffrsmssmddt frfifi-vwardsns smger 2017 d=a1 gUg-A9T 9 TUT Hfea
H1-45021/2/2017-Frdt(E-11) F dTUTE 2 F swtqare Enfh, | T wftgEET # vaw sfigf
gorzifAe geaTe ¥ forg s sraft € o F foro @ Raifa B T 2

3.2 HHT-THT 9T TTHINT BA1F 16.09.2020 F Frfrsriarsdt frfrfi-uwsmdang smeer 2017 4.
1-45021/2/2017-91f1(#E-11) ¥ dwrars 3 F 1 @z F vfFea ¥ forg @z G smom,
Rrers e e =7 & FAfif worife Semat #1 3T ya 6 et § (0w F aad #))

4. FifEar ferot yoreft & FRafefae o ot «r aEefAs @ds (3% 39 3R=ar 5 adgan)
Arzer 2017 & Tga afvgfa v ¢
4.1 fifeay Aot sorrsft

e

T A== F waew F e, fiftgr Aot ot s 97 uw yonet @ B s arar #
ary-ary Fatatam afas 8 (i) F=iee affe T=hfaes (@ &) Fao (gametsrddoarstr
wftg Sra/arddt ofte em), (i) Rfes fifear fetEt (Fftom)fAzas fifzar fFE (mad=m)
T e fiftay Rt yorelt ¥ $7 aguEnT agd, S 5Al, a9, T waiAdt, arasias
Tt FraraTa Rt st g g ey fi Aot 2

4.2 T Fmr (gaetn) F sy qrnft i e F R @

HHTEET F9 (TATATT) F oA Ao FAwterfET arfer F wtaw 1 § g9 @i gew e i ava
FT AN T, T TAYE ARG & F qTiersT & waw 2 # AfFe go7 dad7 smaegsar 71 @0 F73 26

| e # gew Trge / fAadR T B W A F w7 7 afiga w0 F frg it o
|t (qmmertm) ¥ Frsfor % Rrg sy reareita ATt
=0T
(1) (2
1.0 | e frefref TfFeaer & g Afgg ** i Faw it ¥ gem #r s avg
(i) |=mE /s A (Awfeuw) rfreft et * ol srafae / we = v & fAfids et o daet
(i) | z=AreE (srdsme) A1 (Awfeus) ofteror,. greAif, dwfeas aret F araaaF G gew i & 59 v
(i) | Fr=ror ¢ (d=fe) FT1 A2 HEET Fway (vATET) ¥ F fH0H F10% & wfiw 78 e
2.0 FaT frefiedt T =7 § fAfd7 e & 9y = & A dg7 {6 F 59 gew w0
e #EET FHT (TATEiT) F T H0H F 5% F e 7Y g
3.0 | #ifeewy weg w7 & [AffT gaqe & g = & [ age fofidt § 5= oo
et T e (wATAhn) F ger Sisiem F 10% & sfew 78 g
4.0|ZA-gEE AT UT T # YT/ BISE AT UT § F T4 A0 SAre/FHArasar w1 IvdnT 7 A4
Ieqrat, whkarst, stenfadat a1 quaEt ¥ B ¥ RBo dsfRs
HHYT, TART, Wi #7 ofdw sar aa § dwfaw i
st srgeraT AT (Fromardse) F arg ofiga smedr S TwE F
AT FILAT ST oA B TEH Feor Y o wafee R ok F iy
#reow ¥ wfdem ¥ smure 9r i sroeft dur F AT A owf o &
sfeafaa 21
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‘ 2023-24 & 2024-25 2025-26 2026-27 ¥ 91%
7% 10% 12%

5.0 | T7-gTaw Remsa/smidtam # TLA/TT ETSH TRATSIAT H 6aT & AN HATHA/TANATAT FT THAT FT
ot HfRfedt # € oz wagfat Favst a7 guramt £ gfFar suar
e & AT TAFIC F /TG FILAT Ay oA §) e & SfEw "uar
sftrre (mrédftame) ¥ @ga g off ¥z, Teamdh, sifroge s =
TEEY IAHT AT AT AR F BT F uw F AT w=rfae
T T 81 9 deor it womT "dfeg Ay af # wig fishuw F
sfdrera & smweme 97 it St stay & fiw & 7€ e & sfeafaa &)

2023-24 & 2024-25 2025-26 2026-27 F a1
7% 10% 12%

6.0 | BT=fET gy &9 & A e 7 o w9 § fAffmin | gefEr d d o arse %
(rfEew/mepftaw/mmee) s | e wqe ¥ 3o g w1 aes @ Fua (waretn) F g fisiee F
FHLT AT 15% & srfers T2 g

7.0 | FATHET e ST FAwd i w9 F fAfde oqe & gy w0 & 7T AT fsm e wwd &

oo Taqe F o gew FT qw A e (TATEiT) F v fAue F
5% ¥ srfera 7t grm
8.0 | sifaw srfwareft sirT wdieror HH-HET 9T AT ST Aa # Q@ S a1 uYg w9 &

srereare | wfer. sifaw d@arem ot ofteror F gor gow w7 2w Hefrd
FHE F F STT F 10% & Ftfor"w 781 g

" IF ATOTF § [F vawadt gFAT F1 G9IIT #XF 9 (A 97 FAGAT AT GIeF F Jlad aide TS

#F1 et (A1) sifard &7 aawa & #1 a7+ 9130/

XA & GHIFSFT OHTA F TG §I7 9T 59F qHIT #1 A7
# srawF qataad @Ay v F Ao f7 & 75 arfawr F sfeafaq gaaw geaaE/mmT it #7 ©T
FIF T GIEA/THIT Gt #1707 F U gatdd @7 a5 F 77 G@q7 4.0 (37-8799 A7 v ) 7
FH TEIT 5.0 (37-8199 [A157/ATEHI3Y) FT T 217 # [77q 977 ZIIT.

RAfigaf 2023-24 & 2024-25 2025-26 2026-27 ¥ AT

HAITF & ®T § AqH Goq qAdA/eqTH g
areeft (79 |, 1.0) e e sl (F
#.8.0) sifaw sri=et s gfteor sfiw s
FFfeuw F =T H

25% 35% 45%

4.3 it Farr (srddY) i s qenft i e F g
HHEET e (mddt) #r wi fsirew FefefEe oo F wtaw 1§ 7ar [Affe qea qe i ama 7
T BT, F974 TAYE AT €T F qrieraT & Hrew 2 # e geaad= srasasar st @@ F7a &

w | e ¥ ger e/ TG ®Y wiy N F w7 F afiga v & g sraegs
& | e e (ardd) ¥ g dadw/earT 't
FRwfor ¥ Rng =<or

(1 (2

1.0 |wer ffidf o dryar | Ffdeae ¥ qew afge oo . Al F gew A e weg e
THEET FTE F A979 vt * o smarfaE / wie w1 & RfdT weqet siw dwest & ol
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)

Fzas TR FTE
(F=feaF)

Freifs, Awfors dret & Ava/gAw A qer S F 3 o gy
A ey (ardefY) F Fr dvErw F 10% F srfirw w4 S

(i) |zopreE (smdwT)  A@TE
(&=feaT)
(iiiy | smE/s A (Awfea)
(iv) | omaT daT gaae (e f)
1 (F%feaT)
20 |Fme fiefiE T =7 & AT e & aeg =7 & {7 age {8 F 7 gom e
A ET e (smddt) F Fo1 frsirow F 5% & wfaw 7 e
3.0 |sifeew T =7 7 AT =g & g =7 & #{fde awfad F 3= 177 w1 2=
AT Foar (srdft) F o frshom F 10% #F sforw 7 g
40 |TA-ETSH ACUT T # T2 BTEE A T € F =y N qunE/fRAdasar #1399 T A%

Feqraf, wiFarst, wrenfat ar aammEt & FEw % Fo dafas s,
g, WrErerefhr T aftewr sgar aea § dwfAw shw shenfiw s
R (Fromardar) F a9 ooftga s o & T F oAy ST Sy
oot 81 T F2er i AT "afie g af § gvg fdow F offem ¥
T g7 FY Sroaft St A= 4§ v arfer # sfefa &

2023-24 & 2024-25 2025-26 2026-27 F aTF

7% 10% 12%

5.0

-grew  fRerzA/sridtame

T/ BTee Rurefir # wrea F uA dAT/fAtersaT F1 wEnT FT et
&ty § & Rerea a@faat Favst a7 aumamEt £ afegr sgar g &
FHT gaFT & /g FIAT AqEy arfae g1 wa § AfEE d@var afiwe
(arEftam) ¥ aga #d off ¥z, Tzwrh, Ffee s s wer g
THATSE AT ArfASET F ReArea F qer & FTAT Ffyey warfe #wAr f1 9w
Feor £t T Hdftm fAefrw ad § avg fisow F wfvem F e o
STt ST & #r & 7 arferer & sfeafaa #)

2023-24 & 2024-25 2025-26 2026-27 F AT

7% 10% 12%

6.0 |gmfim (=fes /| wig w7 @ AT e & 9w =7 & @i gefEr ¢k v ame ¥

TegHifATs  THUE) 7 | TYE F F9 geg w7 aow deftdd e (amddY) ® g9 Ao F 15% F
wftr gt gl

7.0 | FAfEFET Faew s Fawed | Wi =7 & AffT e & ag w7 # P s daew s waed ¥ o

TAYZ F T goq F7 F5 HEET Fmer (arddh) F 9 fraiow F 5% F g
TET Zm

8.0

sfaw srdvaeft sie gt

qFHT-H9T 97 797 AOgE qedtT qEE w@ QT #79 ar 9 w9 F
warae [ gifea wreae sFafem o HEw ¥ ge gew 1 Few fES
Fwar (ArEdT) F T AU F 10% & wfyF 7E g

* 7 AFITF & [ TTUHST IFAT FT ITINT FF 9T 1A 97 FAGAT A7 G92H #1 JlAT AlF 71
ATt (A7) sifaard &7 & aa & # A TR
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TR T T ; ST 5

@ T # FHiFEIET g ¥ TG F17 T GHH aHAT # A AT AT AT T ¥ g A
& 7w FrferFr § Ffeatad FAaH FeaaE /AT AT F QT #F JoF daeA/2rAT arridt 1 ot
# faw gafda @7 av 7 #7 &7 4.0 (57-3799 T Ug &) & #7 qeqr 5.0 (57-8199
RoTsa/3EHTsIT) T 79 32T+ ¥ 7T 977 ZH7T.

g ot

2023-24 & 2024-25 2025-26 2026-27 F 917

AFTF F T § FAAH T HaUA/ETHT
aradt (FW .
#.8.0) sfow s¥faet sfw wfiwor s s
Fwfoas F w7 F

1.0) geg i s

Vo 25% 35% 45%

4.4 T ES Far (TATetT wftw $h) i i vt Fi omT ¥ g d

HEE Fa (wATEtT vt ) F7 9w frerow et e F st 1§ 797 [ty gew e
& AW FT TIT FIIT, FAT IAYE AT ®T F qTfernt & wraq 2 ¥ e qea dadw smasawar w1 q@
FTd Bl

w
.

#8irgw # weu ge / fd
o (gaTetT wfte @) F P
¥ forg =Tor

TIGE 1 9y gy ¥ w7 § wffga w3 ¥ Rrg sraregs g @

(1)

)

1.0

qer A= 9

(i)

arg /A JE (Awfeus)

(il

TERTLE (TS a1 (F%feT)

Ffrdeser ¥ qeg gfRg * v Fax foftdt F 707 f1 @Ew g
Frefteft srivaeft * sie smafa / o =7 & T Foget s dwesi &
afteror, graitd, Fwfeas et & ara/F @y geg Faas ardmer G
F A qET T dew A FHr (TuEt) F g A0A F 10% F
sifers et g

2.0

g frefieft

g ®7 & fAfdq e & v w0 & F{fde) duw el F 57 gww
ot et Fmar (TuEdh) F g frow F 5% & swfvw aF e

3.0

TAETIH 1T 1T

/3T gSH A< U F wd s qeree/fAdrasar F1 I9dn # Ay
geqrat, wfwars, srenffat o swemEt F fEw F g dwfas
AT, WA, WErErEfir . afemer svEr wa # dsfAw i
drerfir st AT (Froasrdamr) F |19 9oftga AT i A FE F
AT FTIAT ST AT §1 T Feor &7 ToraT Fafea fafa af & a3
drsrow ¥ wfaera # srye o ff ot dur F A & o oo #
Ifeefea 2

2023-24 & 2024-25 2025-26 2026-27 F =12

7% 10% 12%

4.0

TA-grew Rumea/aridrarey

Te/ET gred RETET # we F oo wary/ NS F G=q6 w7
oAt wfRAferdt & & Rerew vzt davstt a7 awmm=i fi afvar staar
AL H et qeraTe F 67 FLAT dqay oA §) Area § AfEF g
st (e ¥ aga #r€ oft 92z, TEwmh, Fidze st =
ey IR AT AT wfaewrd F e F gw F Fph anfae
TIT FTAT §) T T At TomT Hafyw B ad § g fishuw F
wferera ¥ sware 97 FY Froft &y 7 A 8 w1 arfe # sfeaf@a &)

2023-24 & 2024-25 2025-26 2026-27 ¥ a1

7% 10% 12%

5.0

(wrfRewmepfifaw/ma) s

o w7 7 fAfd e & vy w7 & f{fdm gefv ik Fro e ¥
fRrT Taqe ¥ Fo geq FT Je e FA (Tuast) F 3 AT F




6 THE GAZETTE OF INDIA : EXTRAORDINARY [PART II—SEC. 3(ii)]

FHaT ATIE

5% & sfars 7Ef grm

6.0 | FATHET Faew offT Faaed

o w7 & AT e 7 iy =9 F AT #AfEET Faew e waed §
e e ¥ 39 g=7 #1 Fw drEE Fa (nued) ¥ g fsow F
5% & sfers 7&f g

7.0 | "2z, Ee7 T sAree, W "=,
Aoz, AT REH &5 AT, ™0 Anfe

oy ®7 & srarfaaay &= & Afds g A s 3ifEE a=wt 8
fffe graifs, = aft arri/Eest F @ gog &1 ao fHEE Faa
(TuaEY) & T Frairuw F 5% F wfirw 7L e

8.0 9TAL UBT=X

e i st * s afae ) o =7 & Rfde Faget s
wazat & W sEvaelt i gfierr, gord & "wraw veTe fi sdraet
# zeawTe wve =7 § AT Ferqet o duest 71 777 =gaaw 40%gnm
("oraT wET=" ¥ fAwin § Eme FAqEt o a9eHt F 79 g7 ;7).
BTATT, "ITaT TR F T qoF FT AA LA FAT (TUAE) F FA
3w F 5% & swtfes 7Y grm

9.0 | #fAw st s afferor

aRT-a97 97 sftgRa wreftT weEt fr ow F A 9 'Y 7
sraraer [ gt sifaw daree sfe oftaor ¥ 3o o #7 32w @fES
ey (woEdt) F g Asow ¥ 10% ¥ i 7

* 7 FITTF & [F U IAIT FT ITTNT FXF F4T GIe1d1 97 FAGAT AT AI2F F AT ql3E TS

#1 gdaet (Aeidg) sfFard &7 Faa 7 #1 9741 Tz

AT & GHFSF27 UFTAT # I 517 T ST GHIHT #1 F107
# s dafaT @AdT av # fau 719 & 7F arfawr 7 sfeafaa gaaw geaaEa/2riT aradt # 17r
FF GoF ATEA/THT Tt 1 70ET F A7 dqfad @AT a7 F F79 GEqT 3.0 (37-8799 57 vF &)
T FG TG 4.0 (37-F139 RATEA/HTEHIIT) FT AT IST7 % [0 977 17T,

fasft =f

2023-24 &
2024-25

2025-26 2026-27 ¥ AT

HF9TF ¥ ®Y H AGH Toq qqua/eqrAra qaradt
(®FF . 1.0) geg G e (F77 4.8.0) sifaw 25% 35% 45%
srtareft i gfreror i dwfoqs F w9 F o=

4.5 FHEF o (ardft wfte ) i warefr arnht i e ¥ frg @
HHE S (arddt wfte ) #71 wi frerow Fefefas ot & stow 1§ fffe qer e &

TTE T T1T ENT, T gAY AT &7 & qrferar & wfaw 2 #§ Ay geaads smavgsar £ @ s+

gl
w9 | e # e e/ TIYE FT Uiy 8w F w7 F wffga w3 F g sravas
# | #efrédt S (arddt =fre q dada/eaTg arft
1) ¥ Frfor ¥ Rrg s<or
M (2
1.0 |wex fAg=s are TRy ¥ gog #fgq ** o7 Jav fefft ¥ geg 1 grewe s e
—= garet * ST smarfae / avg w= & fAffe feqet o dwewt & afteror
i kil ) greifd, dwfeas At F ama/F G qew s 99 F 39 0ow w1 2w
(i) |TFeE (mEER)  ATE | fiefideft drer (o) ¥ g s F 10% & srferw T8 g
(A% o)
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STT T TSI SETETIOr 7

(i)

TTHET FTE (FFoTF)

(iv)

Fzad Teh FE (AFoTE)

(v)

aTaT AT gue (fr e f)
FT¢ (F=foas)

2.0 [T i g &7 & [Affa e & g &9 & [ aw {6 F 59 507 w7 32w
Hef T Foer (e ¥ o fteew F 5% & wfos 98 e
3.0 |TA-gTSH AT UT I # TE/ET TS AT UT A =@ qud "qqrye/fRAdasar #1399 w7 A9

Ieqrat, whwaTsr, srenfrdET ar quraEt F fww F e dsfhE aaEym,
YA, SErETET 7 gt wgar wa # dwiiAs o s srEu
B (frogsmrs) ¥ arg OSfiFg W dT § wEE F AT FwTEAT AqEy
arfaer 81 TEF Feo 1 womT Fefde R o # wig fievow F wftew ¥
AT a7 FiT ATt S B A & v arferr F sfeafag &

2023-24 & 2024-25 2025-26 2026-27 F a1

7% 10% 12%

4.0

-grew  Remga/smdieme

qye/ea grew sl # wwea F sraw daryw/fAdersrar #7 @0 F7Toaat
et # & Romea vafaat Farsit ar qura=T £t gl staar s # g
TEHTL & AT FILAT AA ATFHS §) AT F Afga doar Aferwre (swdfra)
F aga #rs ot Yz, TzuTh, *wifiee i =TOT e IAdr ATt Or
afaewret & Remew % e § At w=fae st #Far &) 9% aaw f
AT wEfer el af #§ v disirow F witera ¥ swame ow i srosft s f
Hrar &t € arfer & sfeafaa &)

2023-24 & 2024-25 2025-26 2026-27 FaTT

7% 10% 12%

5.0

grafeT (=T /
vegfifAaw / uHuE) @R
& gTde

o ®7 & e qe & vy =7 & [{ffE gefir s fqa e o
TAYE & T qoq FT deo HHErET Fuar (Frdioad) F g fiuw F 5% F
sftr 72 g

6.0

FATHET Faew 3T Fawed

T w7 & AT e & 9 = & [T FafEET Faew s waeed F o
TAYE F FA o FT T HHTEET Faar (ArEfroest) F 57 AMuHT F5% &
st =g grm

7.0

i, gle 3T s, J7
ST, YT SR

o = § smarfa/ey w1 & AT e it s gifis g=wi & R
aarfa, T aft wrri/AEEEt F o gow w1 IS @t Fu (arsdfoedn) ¥
o Fr=rTH F 5% & srferF 7E grm

8.0

ITET TET=T

e Tt et * ol smanfae / avg w7 & fAfda Feqs s gz &
e st o ofteqor, Fud & "graT vEreT ff sEelt # wewTe
o &9 & Afi Ferqet o @ueat F1 o0 FFaw 40%gHT ("9TaT uETe”
¥ fAwfor # geawTer Ferqelt ol H9Hl F FA T ). FA(F, "ITEAL TS
¥ gof goF T Ao T Fr (SrEfruast) F §9 fAew F 5% F AfoF
R g

9.0

sfaw srfvaet s afteror

THY-ARY T FATATOG o ST ATAHT AT QL FA I T T F Fowarer
[hfera | sifaw ddree i ofew F g qew & qew dEEE fwa
(arEfroet) F 3= dHrew F 10% & sfers 781 grm
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* g7 FIFeTF & [ uquadt 9397 FT I9IIT #3F 397 {14 97 FAqAl H7 GHF F AT e

e #1 y@qefT (FA7) FfFard &7 Faea 7 #7 a7+ TR

A § GHFSFT THUAT F TG £17 T¢ FTHT THIET #1 T10771
# JraTT gara AT 9 # a7 719 & 7F aifawr 7 sfeatad gaaw geaada/m AT aredt #7177
FIF JoF dTET/TNT AT F1 AT F [0 @7 @ T v & #47 9597 3.0 (577-5799 A7 07 §)
T FH TEIT 4.0 (37-5T39 Rr373/3r3H1317) 7T 719 3217 % 307 977 Z1I7.

et

2023-24 & 2024-25 2025-26 2026-27 ¥ A%

AAYTF F ®9 H FAqH g7 dada/earrg aradt
@ . 1.0) qer frfdt e (w7 7.9.0) frw
srEaet 37 gt o7 w7 AweuE F = H

25% 35% 45%

4.6 Frdraryuadtan it sty graaft it woET ¥ e a

Frftare/madftame w1 a3 ferow Fafefag afeom F staw 1 5 797 Ry geg 37392 & ava 51 90
ENTT, 9T Y AfTa &9 & arfersr F Fiaw 2 § Affe gegads smasasar 1 @0 9 26

wE. | deigy ¥ ger e/ TIYE #1 a FEgw & w7 § aiffga w@ & Rrg sravgs
frftsrvgadem & T dadareariy arft
FAwfor ¥ forg =<or
(1) (2
1.0 |qe fiefref Fftdeder F geg Afga ** o7 v A F gem F1 drewe g fefeE

(i

% e s eddt aF
(&=fou)

FaTeT  * s st [ wg w7 & {fife seqet st dwewt & adeo
Farfy, dwfeas @t & #raF e ger fftEh ¥ 399 gm0 w1 ¥
Frdtamooadtsme F $o frTw F 10 % & stferF 785 g

(iiy |smEEmw arE (Awfeaw)
2.0 |FmT S v =7 & ARt w1 & g =1 & Bt aa fdf F 39 e w3
& S (e / vaEtem) ¥ 59 deiow F 5% & st a8 gem.
30 |FA-gE AR UT A |TLE/EA FISH AT U S H = A9 S91eA/RA99sar F7 IIGRT £ 99 IeEy,
wfkarsii, srenfidat a1 aumaEt F fEm F B danfs agguame, w5,
grErersfiT s afteror srgar e § dwfRE o sienfiw saqEae e
(Fromramrsme) F A7 SftFT a7 vz § THE F Ay FTEAT Aqgad oariHT 2
THF T Ht worT Hafig Bl ad # g ferow F wfRea F s ow A
sraft st B A= & v e # sfRafaa &
2023-24 & 2024-25 2025-26 2026-27 ¥ 413
7% 10% 12%
40 [3A-gTEH qeey/za grew RurefH & dwa F avn darya/fAtesar 1 99 w7 qody
ewTea/amE e # Sfafedt 7 & Rerga vafagt farst ar quramt £ whrar stvar wra # g

THFHIT F AT FIEAT A orfae &1 wrea § s dwar afwe (@rddtam)
F qga wr% A ¥z, gEATH, FfEz @ =R wEr A e A
arfassret F fRomsa ¥ 9 § wrpAt wfaey wafe T §1 mw
woraT Fatea Bt ad & o ftsiow  wfves F arare o i sroaft S
Fr= &t g aferr & sfeafaa

2023-24 & 2024-25

2025-26 2026-27 & A1

[PART LI—SEC. 3(ii)],
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‘ 7% 10% 12%

50 [z=fir  (wnfees  /|atg w1 & fPfde qe & 9 w7 & F{fdE smaw s o e F oo
et [ tHuw) @I F F9 ge 71 F2w Afrery/uadrae F 5 0w F 5% F qfoF 7@

FHI TS il
6.0 |FATHT Fawd, Foded Ui w7 & AT e & vig =9 & [Afds Fa3E Faw, F9d o quaeEt
A quaHT AT 199 F U 399 ¥ T gew w1 dew  SA/uAdaT F Fo AT F 5%
# wrfers =€t gem
7.0 |foe FEe o srdaet * s smarfa/a w=v & Aff seget s dwest & afew @

ot F srefier & % "fodre 2 ff sfaelt #§ sug frg o9 a e g = R
Fffa Faqet siic doesi F1 qeq ¥ 2 § =gAaq 20% e ("Tee w2t F
fRwfor & su=nr fFu ST aTer Ferqeit T dHewt F § gog &), o7 fFAew ad
2025-26, 2026-27 3T 2027-28 & T FHer: qATH 30%, 40% IHT 50%
T qF SATUAT |

8.0 |Wra¥ mET=Y o FEET st * s ararfag / v w1 # AT st it qwest |
sifaw srEelt sl adteror, Ferd & "araT vETeT i sErEet # TR 91
w7 & fAfda Faqel sfiv @uz#i &7 o7 qAaw 40%E0T ("IrET vere ¥
Awior & zw=mme Faqeil o @9e®i F T JoF 7). FrAiF, "ITEC I ®
T qoq FT deo FEAMY/TAIAR F T AT F 5% & F0F 781 g
9.0 |sifow ardvaelT | gwT-awg T afegie 2w W ATE f O FA AT 9o § 9 F
TEregor wovEw / qifem. sfw w9 i@ oftew ¥ 3w gew w1
et/ uAdTaT F For T F 10% & wfew T8¢ g

* 7 FrFeTF § F uauHeT 9FAT FT IGANT FF 4T G 97 FAGAT ST TH2H 7 Gl afFe
FIE sdaelt (F1d1T) SfFard &7 & srea § (347 F1a7 TR0

* GTTT F GHIFSFET UFQEAT F TG §IF U7 STFT FHIET #1 1wt

# Az darda AT a9 F fw 717 & 7 arfawr & sfeataad gaaw geaaea/ T aradt #7177
FF qoq TIA/TAT qrHdt #1 T F v @t @97 a7 § #79 €41 3.0 (37-8197 A7 T &)
HIT 7 TEAT 4.0 (37-gT3 [S157/31E91307) FT AT ISI7 % [T 977 Z17.

<o = 2023-24 & 2024-25 2025-26 2026-27 ¥ 91T
AT F ®9 # FAaq Joq gadw/eqrrg qrft
(@ &. 1.0) qer et s (w9 €.9.0) sifaw 25% 35% 45%
st T TLerr ST s Awfoqw F w4 H

5. ot sasot art fHER S (Tt TaTetT Bt Sw/arsdt wfte Smy/ErEdt wfie
) FT ART-T7F IT 47 FHenfera qfifors & F sqa froaua/Afdd few i qear gt s
* oo wadsrEdard g Ruifia geen F P sraeas sraegsarsit ($317) F1 o1 99" FLAT AR
drfidrd/doara F o gqrem gdeor gftdes amdmor afew si e gaoe ((radEgE)
TARTTEAT AT UHErEare g qwE-auy u aftgta R swr oo g s R smom)
THEFHT d9 gT A aheer i f Juar o F arh @ f arfe & fi 3 gef @S
Fri/droauy yorst Y geer F o @ affard sraeawarst () # 1 gw afEgEar ¥ S e A
AT & 3 wEA ¥ arg @ T srovm e si vadtere F oo gt adst @i e # g
3T sTom

6. Afor==T T8 Afg=T F JE g T ardE F 3 7EA F g wwrht Rt a7 swfdegEar dofaa
Ffer=T AT g @ vy AT T i F v # g 1 3 31.03.2025 % g
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7. ardwfaE @i (A% o 2fEar #1 ah7a) m%arzow%ag?rﬁﬂﬁ%ﬁzﬁ?ﬁﬁ?ﬁmuﬁqaﬂ%wb
TEeTft AT A Eem

8. TATT Torazi=ad Iaaral Hit @R & e aug-"aw7 97 797 donfaa RAr+ 16.09.2020 F drdwa+
TiT (% T Efear F1 a6Far) Araer 2017 ¥ IZYT TTTLTAT F HTATC @ET THFAT T&TF HF SATTIAT |

9. If% TTd |LHTT G TIATSAT AT FTAT T a9g | 7 4o =7 & &g fifva gt 8, ar =4yt i
oyt rat g 39Ty U Teasife sardt f v F o st vt Fe At (o)A
& Y Arrarett (FHroau) o7 ot ang g

10. Taritr aTit/e JeaadT ft o w3y ST

10.1 =i fAffmiarst (Ferom-darom) & sy ameft F e & T suasy siFst F araw 9w
Fefafaa & 3 G v F smare o & a7 F6dt 21

F. g TAYE! it FTTET FART A IT I F A9 F oo sraemw (3R £ F7 9 790 10
o= AT 1 "wiga, Ry s+ g BeF g FRef@z-sis w1 @ far s awar 8) sk S
AT WAy T F IT T ATITLT T ATEAET F JTEAH & q51 (447 797 81

T, I F FFY FTE T F IeATT F IR H TAE! F & H IvAnr K 7 avwft F syl e
(eI AT ATHE T F) FT TI(HL (TAGET $1 57 I AWC 7T 9% {7 w21 a@fzq, Famg o @ea
S forg wfRe/A=-atw #1 @y o i aar 8) 3w s9d & i @ F:1 92+

T, ATATE God & ITATEA TS HTAATST, FHT T 3777 AT ANTAT F7 T2TH, IHH o FHT THATT AT,
T ATTT T TETAT TG &, ITH A IeATET F IeqTEA (TS FT FT I T A0 FF AT F4 A2,
Rramr st gewe SmF oo wRe/@z-ats frar s awar 8) § w9t & =7 # syamr £ 78 amft F
srfae fas & Anr 1 2T Amar £ #@ f@E i fFoee == # i g2y s

10.2 FTHft F g foer (For-freirom) it 7o Suersy swet a7 smari Refateg § & Y oF ¥ s
97 £ AT FHAT

%. T TAGET Ft FTTET FT AR T IF IATE F FA F AU srFAeqF g (AR i FF 9T T 70
9% T F11 7iza, Ay s ges GeF o wRe/mz-siw w1 oy g srasar )

. IETZ F FFEY TR qoF F FT 0T AT ST AT ATTET FT TITGT ATAT 2

T, ATATE Yo § IeATEA TATT HIAHTST, FTHT 3T 177 ZATAA ATTAT il HETHT IHA F FL THTT ATH,
FTEET @nra, fasht s oo &= sz smar 2

10 .3 FAafafee wieT F aqare Te=a AHFET F ST 97 e gea-gfE F wiaed i T £ 5

GEL IS
wqrefty araefi/ate gea-afa 1 aftera = ferom-disiom x 100
FA-ArereH
1. ST AR/ qeagte #T e

11.1. Af3=r, Tt whrar ar frefrer F aur sarfr st s=-swmoe saw w0 & gaafEe
1 Feqd AT s arnft £ sraeawarstt @ @ F#A § i 37 s (2amt) #7 e
2, e o7 warit gem gfg fr w8

11.2. 10 F20 =9C & AfF qoq 6t 77 F wrHat §, wrry srqfdeat s araft #1 aftea 33
U FUAT F Hifafa® s oite® )FaHal F g ®/) a1 9 s v FT deET aee
FAGTHT T AAT FTe€ A@THIT (FIAGT F FATAT 377 ArgfAFaratt F q=er §) F UF THOMTH Iqere
FLITIATI
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11.3. 7f% et saaeiffs Sae & day § sy sl e gl Faaw d Sfiwal v e 5
fems w7 wsteft a7 wEfie deverg/framr g forwrae wrw o St €, 97 3% vedagEt F o der
ST

11.4. et F1 G2fifa F1¢ oft g 4 gag F ofiae faer 6 sroefn Fiefeat # v oadgdt
&g et ToreifAs goare & qrar ff € i gew 3t F awda # sraenw awvas weqa w7 i
sraegTar gritl af arefiwal F g FrE TTaEr T A2l hr A f, 97 U= wqrremend Iy ¥
Freafawar #1 g F7 F o soreft smaegs Fwriarg w7 g% §) sy qrlt i et #F
REwfat & e &, sty arft & widera 6 momr ¥ g $oit ¥ wifdfas dar s a7 swe
Far giws (Feat & wma #) ar el sie gade ar et 9dd oeede (@afRat &
FATAT A=Y AYfAFatall & dag §) ¥ TH THIT T T-STGUT AT TF 9T FfRwHAT )

11.5. 2 9iT@ T9T AT @R I @ g &9 F AfAata @i saEt f fiaa w1 1% e goF
(5 @@ T9T it sftrgaew #r F aemefia), S oft sifer @Y, #7 Rwiw 3o g s fFr s,
ST THEAFHT ® S| SwT g AR frwrad wera av STt 8, av frraa g stea w7 R srom
7f2, forsraa 1 awFT T@r Arar § 7 FThr g% 9% HE I A4y g qv rwraawat w7 ww,r 996
o= et =t & aras w7 R s

11.6. amT=r fa=ftg Faw (Sfrowem) & R 175(1)(i) (=) F aga gat Srvme gerfaer dfgar #1
Ieeras g, o forg Freft s A ar 3w seateETrat #1151 (i) F sere wfaEtie
T 5T et 81 " B Rt F ar-ary St A F O 39 ITaUE, Use At/
1T T 9T 3T =17 T ¥ Fraters S99 9%4T U%.1/20/2018-414EY B+ 2 9947, 2021 F
FAATT AR FY TE FIAT THY-THT UL AT FT7 F 78T ATHT g ThaT 2l
12. TewifAew Ieare affg=aTer ¥ srat=ga f At ¥ fro ordsridard Sree d=meg gem
wEErFgHT g Ru wu fviw & e @l fRameendisor F e 8§, gt F aeraargadie,
g AT T FF-AINTH H FA@T TEHF/AGTHRC F AHTUGHAT F TFGT qATIA, TAFEANT IeqTar
F "o fatRatarst ¥ feg saurars sic Saaragt Reuw siv ot % oo Fefefee gt areft o
wfafa nfeq et &: -

i) qE qH-agH/ATTAT- S (FrEfruaesy) - IeqE
i) T & defAw- s AsRE- T - qEF T
i) Fsmfaw- € é-gamrsas Rdfew spaar afte. - g
vi) FETE GICT AT H1E 7T TIET (T3E) HqEE
V) FrEdTuaEesy 9T & Awfae-Eyafafafy -Haew g

13. 72 w1 3zar g & w7 @64 o i FE 79q OF sl IR g, B arEwtAs w5 (3% 5 iR
FT FETAT) 2T 2017 F T onfHe oy sraw &, 9 7= wvwer F1 svgiEr ¥ e weg iR o gee

srenfidT d=arer #r @i BT smom
[WT. &. T56g-43/11/2021-smEdru=rss=y]
srerT FifAT, aqg queaasd o7 dsrfAE S
gfifere '+
A i grar ¥ Rrg sfrard sraeasar

Hagaefter s 1 geer s few #r awrEt @ & dure w9 F g AR (Fer-afie
FefifasT) worret i gEiEm FeAT st 1 T F wia et # vaedree J2ad qard, fargy §=e
T, fRarge ¥ quardd, FAvs, vaesegdt arfR % Wifaw 9gw, drd s wiEaaw Feem fi
AHAT, FHATT FqeT wikar gar f 2T F7 sErewr s ufRteem afie §) @SS Rreew fr g ¥
foro gt wferm sraegsward & 7 &
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MINISTRY OF ELECTRONICS AND INFORMATION TECHNOLOGY
(IPHW DIVISION)
NOTIFICATION
New Delhi, the: 6th March, 2024
Subject: Public Procurement (Preference to Make in India) Order 2017-Notifying CCTV/ Video Surveillance

Reference:

System for Security in furtherance of the Order

(i) Department for Promotion of Industry and Internal Trade (DPIIT) Order No. P-45021/2/2017-
B.E.-I1 dated 15.06.2017, as amended by Orders dated 28.05.2018, 29.05.2019, 04.06.2020 and

16.09.2020

(ii) Ministry of Electronics and Information Technology (MeitY) Electronic Products Notification
No. W-43/4/2019-IPHW-MeitY dated 07.09.2020

S.0. 1119(E).—The Government has issued Public Procurement (Preference to Make in India) Order 2017
vide the Department for Promotion of Industry and Internal Trade (DPIIT) Order No.P-45021/2/2017-B.E.-II dated
15.06.2017, as amended by Orders dated 28.05.2018, 29.05.2019, 04.06.2020 and 16.09.2020, to encourage ‘Make in
India’ and promote manufacturing and production of goods and services in India with a view to enhancing income and

employment.

2. In furtherance of the Public Procurement (Preference to Make in India) Order 2017 [PPP-MII Order 2017]
notified vide reference cited above, the Ministry of Electronics and Information Technology (MeitY) hereby notifies
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that preference shall be provided by all procuring entities to locally manufactured Video Surveillance Systerﬁ fore
Security as per the aforesaid Order, as amended from time to time. .

3. For the purpose of this notification:

3.1 The definition of Class-I local supplier, Class-II local supplier and Non-local supplier shall be as per
paragraph 2 of the DPIIT PPP-MII Order 2017 No. P-45021/2/2017-PP(BE-II) dated 16.09.2020, as
amended from time to time. The mechanism for calculation of local content is prescribed for each
notified Electronic Product in this notification.

3.2 Paragraph 3A of the DPIIT PPP-MII Order 2017 No. P-45021/2/2017-PP(BE-II) dated 16.09.2020, as
amended from time to time, shall be referred for percentage of procurement for which preference to
domestically manufactured Electronic Products is to be provided (in value terms).

4. Following electronic products of Video Surveillance System are notified under the Public Procurement
(Preference to Make in India) Order 2017:

4.1  Video Surveillance System
Definition:

For the purpose of this Notification, Video Surveillance System is usually a system that inter-alia
includes: (i) Closed Circuit Television (CCTV) Camera (Analog/ IP/ Analog Speed Dome/ IP Speed
Dome), (ii) Digital Video Recorder (DVR) / Network Video Recorder (NVR). Some of the applications of
Security and Video Surveillance System are surveillance of Cities, Schools, Banks, Government Offices,
public places, traffic monitoring and home security, etc.

4.2 Mechanism for calculation of local content of CCTV Camera (Analog):

The domestic BOM of CCTV Camera (Analog) would be the sum of the cost of main inputs as specified in
Column 1 of the following table, provided the inputs individually satisfy the value addition requirement specified
in Column 2 of the table:

Sr.| Main inputs in BOM / Value addition / local content required for the input to be classified as
No.| stages for manufacture domestic BOM
of CCTV Camera
(Analog)
1) 2)
1.0 | Main PCB* Domestic PCB Assembly* and testing from imported / domestically manufactured

S 110 Board el parts and components, including the value of Semiconductors** and excluding the
@ oand (optional) value of bare PCB. However, the weightage of the total value of Main PCB
(ii) |Infrared  (IR)  Board | with/without optional boards shall not exceed 10 % of the total BOM of the CCTV

(optional) Camera (Analog)

(iii) | Control Board (optional)

2.0 | Bare PCB Domestically manufactured from domestically manufactured inputs. The weightage
of the total value of Bare PCB shall not exceed 5 % of the total BOM of the CCTV
Camera (Analog)

3.0 | Optics Domestically manufactured from domestically manufactured inputs. The weightage

of the total value of Optics shall not exceed 10 % of the total BOM of the CCTV
Camera (Analog)

4.0 |In-house R&D # Domestically/In-house R&D includes scientific research, experimentation,
prototyping and testing for development of new products, process, technologies, or
solutions using its own resources/expertise or legal contract with R&D unit
registered with Department of Scientific and Industrial Research (DSIR) in India.
The weightage of this will be calculated based on the percentage of the domestic
BOM in respective Financial Year as mentioned in below table.:

2023-24 & 2024-25 2025-26 2026-27 onwards
7% 10% 12%
5.0 | In-house Design/IPR # Domestically/In-house Designing involves the process of design practices, services,

or solutions within the organization's own facilities, using its own
resources/expertise or legal contract with third party in India. Any patents,
trademarks, copyrights, and trade secrets registered under Intellectual Property
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Rights (IPR) in India in favor of the design for their creations or inventions
establishes legal ownership. The weightage of this will be calculated based on the
percentage of the domestic BOM in respective Financial Year as mentioned in
below table.:

2023-24 & 2024-25 2025-26 2026-27 onwards
7% 10% 12%

6.0 | Housing (Plastic | Domestically manufactured from domestically manufactured inputs. The weightage
/Aluminium/MS) and | of the total value of inputs for Housing and Camera Mount shall not exceed to 15 %
Camera Mount of the total BOM of the CCTV Camera (Analog).

7.0 | Connecting Cables & | Domestically manufactured from domestically manufactured inputs. The weightage
Connectors of the total value of inputs for Connecting Cables and Connectors shall not exceed

5% of the total BOM of the CCTV Camera (Analog).

8.0 [Final  Assembly  and | Domestically assembled / tested meeting Indian Standards as notified from time to

Testing time. The weightage of the total value of final assembling and testing shall not

exceed 10% of the total BOM of the CCTV Camera.

* It is essential that the Printed Circuit Board Assembly (PCBA) of the parts and components on the bare PCB
using the SMT process should mandatorily be done in India.

** This shall be reviewed when the Semiconductor FAB in India is operational.

# The applicant will be eligible to avail the benefit of Sr. No. 4.0 (In-house R&D) & Sr. No. 5.0 (In-house
Design/IPR) in respective financial year for calculation of Value Addition/Local Content by meeting the minimum
Value Addition/Local Content mentioned in below table for respective financial year.

Financial Year 2023-24 & 2024-25 2025-26 2026-27 onwards
Minimum Value Addition/Local Content of
(Sr. No. 1) Main PCB and (Sr. No.8) Final o . "
Assembly and Testing as -Essential and 3\3/3 > A% o
others as optional

4.3 Mechanism for calculation of local content of CCTV Camera (IP):

The domestic BOM of CCTV Camera (IP) would be the sum of the cost of main inputs as specified in Column 1 of
the following table, provided the inputs individually satisfy the value addition requirement specified in Column 2 of
the table:

Sr. Main inputs in BOM / Value addition / local content required for the input to be classified as
No. | stages for manufacture of domestic BOM
CCTV Camera (IP)
1 2
/1.0 [Main PCB* with Capture|Domestic PCB Assembly* and testing from imported / domestically
and/or Processor Card manufactured parts and components, including the value of Semiconductors**
5N K Interf Card and excluding the value of bare PCB. However, the weightage of the total value
) twan : RERESRoe A% of Main PCB with/without optional boards shall not exceed 10 % of the total
(optional) BOM of the CCTV Camera (IP)

(ii) | Infrared (IR) Board (optional)

(iii) | I/O Board (optional)

(iv) | Power over Ethernet (PoE)

Card (optional)

2.0 |Bare PCB Domestically manufactured from domestically manufactured inputs. The
weightage of the total value of Bare PCB shall not exceed 5 % of the total
BOM of the CCTV Camera (IP)

3.0 | Optics Domestically manufactured from domestically manufactured inputs. The
weightage of the total value of Optics shall not exceed 10 % of the total BOM
of the CCTV Camera (IP)

4.0 |In-house R&D # Domestically/In-house R&D includes scientific research, experimentation,
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prototyping and testing for development of new products, process,
technologies, or solutions using its own resources/expertise or legal contract
with R&D unit registered with Department of Scientific and Industrial
Research (DSIR) in India. The weightage of this will be calculated based on the
percentage of the domestic BOM in respective Financial Year as mentioned in

below table.:
2023-24 & 2024-25 2025-26 2026-27 onwards
7% 10% 12%
5.0 |In-house Design/IPR # Domestically/In-house Designing involves the process of design practices,

services, or solutions within the organization's own facilities, using its own
resources/expertise or legal contract with third party in India. Any patents,
trademarks, copyrights, and trade secrets registered under Intellectual Property
Rights (IPR) in India in favor of the design for their creations or inventions
establishes legal ownership. The weightage of this will be calculated based on
the percentage of the domestic BOM in respective Financial Year as mentioned

in below table.:
2023-24 & 2024-25 2025-26 2026-27 onwards
7% 10% 12%
6.0 |Housing (Plastic / Aluminium | Domestically manufactured from domestically manufactured inputs. The
/ MS) and weightage of the total value of inputs for Housing and Camera Mount shall not

exceed 15 % of the total BOM of the CCTV Camera (IP).

7.0 |Connecting Cables  and | Domestically manufactured from domestically manufactured inputs. The
Connectors weightage of the total value of inputs for Connecting Cables and Connectors
shall not exceed 5% of the total BOM of the CCTV Camera (IP).

8.0 |Final Assembly and Testing | Domestically assembled / tested meeting Indian Standards as notified from time
to time. The weightage of the total value of Final Assembling and Testing shall
not exceed 10% of the total BOM of the CCTV Camera (IP)

* It is essential that the Printed Circuit Board Assembly (PCBA) of the parts and components on the bare PCB using
the SMT process should mandatorily be done in India.

** This shall be reviewed when the Semiconductor FAB in India is operational.

# The applicant will be eligible to avail the benefit of Sr. No. 4.0 (In-house R&D) & Sr. No. 5.0 (In-house
Design/IPR) in respective financial year for calculation of Value Addition/Local Content by meeting the minimum
Value Addition/Local Content mentioned in below table for respective financial year.

Financial Year 2023-24 & 2024-25 2025-26 2026-27 onwards

Minimum Value Addition/Local Content of
(Sr. No. 1.0) Main PCB and (Sr. No. 8.0)

0, 0, 0,
Final Assembly and Testing as -Essential 25% A o

and others as optional

4.4 Mechanism for calculation of local content of CCTV Camera (Analog Speed Dome):

The domestic BOM of CCTV Camera (Analog Speed Dome) would be the sum of the costs of main inputs as
specified in Column 1 of the following table, provided the inputs individually satisfy the value addition requirement
specified in Column 2 of the table:

Sr. | Main inputs in BOM / stages Value addition required for the input to be classified as domestic

No. for manufacture of CCTV BOM
Camera (Analog Speed
Dome)
1 2
1 Main Controller Board* Domestic PCB Assembly* and testing from imported / domestically
M 1/O Board (optional) manufactured parts and components, including the value of

- . Semiconductors** and excluding the value of bare PCB. However, the
(1) Infrared (IR) Board (optional) | weightage of the total value of Main Controller Board/Main PCB
with/without optional boards shall not exceed 10 % of the total BoM of the
CCTV Camera (ASD)

2.0 Bare PCB Domestically manufactured from domestically manufactured inputs. The
weightage of the total value of Bare PCB shall not exceed 5 % of the total
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‘ ' BoM of the CCTV Camera (ASD)

3.0 Inhouse R&D# Domestically/In-house R&D includes scientific research, experimentation,
prototyping and testing for development of new products, process,
technologies, or solutions using its own resources/expertise or legal
contract with R&D unit registered with Department of Scientific and
Industrial Research (DSIR) in India. The weightage of this will be
calculated based on the percentage of the domestic BoM in respective
Financial Year as mentioned in below table.:

2023-24 & 2024-25 2025-26 2026-27 onwards
7% 10% 12%
4.0 In-house Design/IPR# Domestically/In-house Designing involves the process of design practices,

services, or solutions within the organization's own facilities, using its own
resources/expertise or legal contract with third party in India. Any patents,
trademarks, copyrights, and trade secrets registered under Intellectual
Property Rights (IPR) in India in favor of the design for their creations or
inventions establishes legal ownership. The weightage of this will be
calculated based on the percentage of the domestic BoM in respective
Financial Year as mentioned in below table.:

2023-24 & 2024-25 2025-26 2026-27 onwards
7% 10% 12%

5.0 Housing (Plastic/ Aluminium/ | Domestically manufactured from domestically manufactured inputs. The
MS) and Camera Mount weightage of the total value of inputs for Housing and Camera Mount shall

not exceed 5 % of the total BoM of the CCTV Camera (ASD).

6.0 Connecting Cables and | Domestically manufactured from domestically manufactured inputs. The
Connectors weightage of the total value of inputs for Connecting Cables and

Connectors shall not exceed 5% of the total BoM of the CCTV Camera
(ASD).

7.0 Motor, Heater & Blower, | Domestically manufactured from imported / domestically manufactured
Zoom Module, Belt, Plastic|input parts and mechanical components. However, the weightage of the
Mechanism Parts, Glass etc. total value of all these parts/components shall not exceed 5% of the total

BoM of the CCTV Camera (ASD)
8.0 Power Adapter Domestic PCB assembly* and the final assembly and testing from

imported / domestically manufactured parts and components, subject to the
condition that the value of domestically manufactured parts and
components used in the assembly of “Power Adapter” will be minimum
40% (of the total value of parts and components used in the manufacture of
“Power Adapter”). However, the weightage of the total value of “Power
Adapter” shall not exceed 5% of the total BoM of the CCTV Camera
(ASD)

9.0 Final Assembly and Testing Domestically assembled / tested meeting Indian Standards as notified from
time to time. The weightage of the total value of final assembling and
testing shall not exceed 10 % of the total BoM of the CCTV Camera
(ASD)

* It is essential that the Printed Circuit Board Assembly (PCBA) of the parts and components on the bare PCB
using the SMT process should mandatorily be done in India.

** This shall be reviewed when the Semiconductor FAB in India is operational.

# The applicant will be eligible to avail the benefit of Sr. No. 3.0 (In-house R&D) & Sr. No. 4.0 (In-house
Design/IPR) in respective financial year for calculation of Value Addition/Local Content by meeting the minimum
Value Addition/Local Content mentioned in below table for respective financial year.

Financial Year 2023-24 & 2024-25 2025-26 2026-27 onwards

Minimum Value Addition/Local Content of]
(Sr. No. 1.0) Main PCB and (Sr. No. 9.0) . - -
Final Assembly and Testing as -Essential and 25% o 6
others as optional
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4.5 Mechanism for calculation of local content of CCTV Camera (IP Speed Dome):

The domestic BOM of CCTV Camera (IP Speed Dome) would be the sum of the cost of main inputs as specified
in Column 1 of the following table, provided the inputs individually satisfy the value addition requirement

specified in Column 2 of the table:

Sr. Main inputs in BOM / Value addition / local content required for the input to be classified as
No.| stages for manufacture of domestic BOM
CCTV Camera (IP Speed
Dome)
1 2

1.0

Main Controller Board*

Domestic PCB Assembly* and
manufactured parts and components, including the value of Semiconductors**

testing from imported / domestically

(D). [VC Boasd (optianl) and excluding the value of bare PCB. However, the weightage of the total value

(i1) | Infrared (IR) Board | of Main Controller Borad with/without optional boards Shall not exceed 10 % of
(optional) the total BoM of the CCTV Camera (IPSD)

(iii) | Processor Card (optional)

(iv) | Network Interface Card
(Optional)

(v) |Power over Ethernet (PoE)

Card (optional)

2.0 | Bare PCB Domestically manufactured from domestically manufactured inputs. The
weightage of the total value of Bare PCB shall not exceed 5 % of the total BoM
of the CCTV Camera (IPSD)

3.0 | In-house R&D # Domestically/In-house R&D includes scientific research, experimentation,
prototyping and testing for development of new products, process, technologies,
or solutions using its own resources /expertise or legal contract with R&D unit
registered with Department of Scientific and Industrial Research (DSIR) in India.
The weightage of this will be calculated based on the percentage of the domestic
BoM in respective Financial Year as mentioned in below table.:

2023-24 & 2024-25 2025-26 2026-27 onwards
7% 10% 12%

4.0 | In-house Design/IPR # Domestically/In-house Designing involves the process of design practices,
services, or solutions within the organization's own facilities, using its own
resources/expertise or legal contract with third party in India. Any patents,
trademarks, copyrights, and trade secrets registered under Intellectual Property
Rights (IPR) in India in favor of the design for their creations or inventions
establishes legal ownership. The weightage of this will be calculated based on
the percentage of the domestic BoM in respective Financial Year as mentioned in
below table.:

2023-24 & 2024-25 2025-26 2026-27 onwards
7% 10% 12%

5.0 | Housing (Plastic /| Domestically manufactured from domestically manufactured inputs. The
Aluminium / MS) and | weightage of the total value of inputs for Housing and Camera Mount shall not
Camera Mount exceed 5 % of the total BoM of the CCTV Camera (IPSD).

6.0 | Connecting Cables and|Domestically manufactured from domestically manufactured inputs. The
Connectors weightage of the total value of inputs for Connecting Cables and Connectors

shall not exceed 5% of the total BoM of the CCTV Camera (IPSD).

7.0 | Motor, Heater & Blower, | Domestically manufactured from imported / domestically manufactured input
Zoom Module, Belt, Plastic | parts and mechanical components. However, the weightage of the total value of
Mechanism Parts, Glass etc. |all these parts/components shall not exceed 5% of the total BoM of the CCTV

Camera (IPSD).
8.0 | Power Adapter Domestic PCB assembly* and the final assembly and testing from imported /

domestically manufactured parts and components, subject to the condition that
the value of domestically manufactured parts and components used in the
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assembly of “Power Adapter” will be minimum 40% (of the total value of parts
and components used in the manufacture of “Power Adapter”). However, the
weightage of the total value of “Power Adapter” shall not exceed 5% of the total
BoM of the CCTV Camera (IPSD)

9.0

Final Assembly and Testing

Domestically assembled / tested meeting Indian Standards as notified from time
to time. The weightage of the total value of final assembling and testing shall not
exceed 10 % of the total BoM of the CCTV Camera (IPSD)

* It is essential that the Printed Circuit Board Assembly (PCBA) of the parts and components on the bare PCB
using the SMT process should mandatorily be done in India.

*¥ This shall be reviewed when the Semiconductor FAB in India is operational.

# The applicant will be eligible to avail the benefit of Sr. No. 3.0 (In-house R&D) & Sr. No. 4.0 (In-house
Design/IPR) in respective financial year for calculation of Value Addition/Local Content by meeting the minimum
Value Addition/Local Content mentioned in below table for respective financial year.

Financial Year 2023-24 & 2024-25 2025-26 2026-27 onwards
Minimum Value Addition/Local Content of (Sr.
No. 1.0) Main PCB and (Sr. No. 9.0) Final & 4 "
Assembly and Testing as -Essential and others as 2% o Hazs
optional

4.6 Mechanism for calculation of local content of DVR/ NVR:

The domestic BOM of DVR/ NVR would be the sum of the cost of main inputs as specified in Column 1 of the
following table, provided the inputs individually satisfy the value addition requirement specified in Column 2 of

the table:
Sr No. | Main inputs in BOM / Value addition / local content required for the input to be classified as
stages for manufacture domestic BOM
of DVR/NVR
1 2
1.0 Main PCB* Domestic PCB Assembly* and testing from imported / domestically

()

Front Panel & LED Board

(optional)

manufactured parts and components, including the value of Semiconductors**
and excluding the value of bare PCB. However, the weightage of the total value
of Main PCB with/without optional boards shall not exceed 10 % of the total

(i1)

I/O Board (optional)

BoM of the DVR/NVR.

2.0

Bare PCB

Domestically manufactured from domestically manufactured inputs. The
weightage of the total value of Bare PCB shall not exceed 5 % of the total BoM
of the CCTV Camera (DVR/NVR)

3.0

In-house R&D #

Domestically/In-house R&D includes scientific research, experimentation,
prototyping and testing for development of new products, process, technologies,
or solutions using its own resources/expertise or legal contract with R&D unit
registered with Department of Scientific and Industrial Research (DSIR) in
India. The weightage of this will be calculated based on the percentage of the
domestic BOM in respective Financial Year as mentioned in below table.:

2023-24 & 2024-25 2025-26 2026-27 onwards
7% 10% 12%

4.0

In-house Design/IPR #

Domestically/In-house Designing involves the process of design practices,
services, or solutions within the organization's own facilities, using its own
resources/expertise or legal contract with third party in India. Any patents,
trademarks, copyrights, and trade secrets registered under Intellectual Property
Rights (IPR) in India in favor of the design for their creations or inventions
establishes legal ownership. The weightage of this will be calculated based on
the percentage of the domestic BOM in respective Financial Year as mentioned
in below table.:
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2023-24 & 2024-25 2025-26 2026-27 onwards ‘

7% 10% 12%
5.0 Housing (Plastic /|Domestically manufactured from domestically manufactured inputs. The
Aluminium / MS) and|weightage of the total value of inputs for Housing and Camera Mount shall not
Camera Mount exceed 5 % of the total BoM of the DVR/NVR.
6.0 Connecting Cables,|Domestically manufactured from domestically manufactured inputs. The
Connectors and USB|weightage of the total value of inputs for Connecting Cables, Connectors and
Mouse USB Mouse shall not exceed 5% of the total BoM of the DVR/NVR.
7.0 Remote Control Domestic assembly* and testing from imported / domestically manufactured

parts and components subject to the condition that the value of domestically
manufactured parts and components used in the assembly of "Remote Control"
will be minimum 20% (of the total value of the parts and components used in
the manufacture of "Remote Control") in Year 2, which will increase to
minimum 30%, 40% and 50% in Financial Years 2025-26, 2026-27 and 2027-
28 onwards respectively.

8.0 Power Adapter Domestic PCB assembly* and the final assembly and testing from imported /
domestically manufactured parts and components, subject to the condition that
the value of domestically manufactured parts and components used in the
assembly of “Power Adapter” will be minimum 40% (of the total value of parts
and components used in the manufacture of “Power Adapter”). However, the
weightage of the total value of “Power Adapter” shall not exceed 5% of the
total BoM of the DVR/NVR.

9.0 Final  Assembly  and|Domestically assembled/tested meeting Indian Standards as notified from time
Testing to time. The weightage of the total value of final assembling and testing shall
not exceed 10 % of the total BOM of the DVR/NVR.

* It is essential that the Printed Circuit Board Assembly (PCBA) of the parts and components on the bare PCB
using the SMT process should mandatorily be done in India.

** This shall be reviewed when the Semiconductor FAB in India is operational.

# The applicant will be eligible to avail the benefit of Sr. No. 4.0 (In-house R&D) & Sr. No. 5.0 (In-house
Design/IPR) in respective financial year for calculation of Value Addition/Local Content by meeting the minimum
Value Addition/Local Content mentioned in below table for respective financial year.

Financial Year 2023-24 & 2024-25 2025-26 2026-27 onwards

Minimum Value Addition/Local Content of (Sr.
No. 1.0) Main PCB and (Sr. No. 9.0) Final
Assembly and Testing as -Essential and others
as optional

25% 35% 45%

5. The surveillance devices i.e., CCTV Cameras (Analog/ IP/ Analog Speed Dome/ IP Speed Dome) should comply
with the Essential Requirements (ERs) for security prescribed by MeitY to ensure the security of the VSS / CCTV
systems, as per the Appendix ‘A’, as amended from time to time. The security testing report for CCTV/VSS to be
issued by Standardisation Testing and Quality Certification (STQC) Laboratory or any other agency notified by MeitY
from time to time. The validity of the test report issued by STQC Lab will be three years from the date of issue of the
report. These Essential Requirements (ERs) for security of CCTV Cameras/VSS system will be enforced after 3
months from the date of issuance of this Notification. The security norms for the DVR and NVR will be notified
subsequently.

6. The notification will come into effect after 3 months from the date of issuance of this Notification. This
Notification shall remain valid till the revised Notification is issued. The Year 1 for the purpose of this notification
would be upto 31.03.2025.

7. No Electronic Product Notification under the Public Procurement (Preference to Make in India) Order 2017 shall
have retrospective effect.

8. Purchase Preference shall be provided as per the provisions cited in the Public Procurement (Preference to Make in
India) Order 2017 dated 16.09.2020 and, as amended from time to time, for the procurement of aforesaid electronics
products.

9. The notification would also be applicable to all Central Schemes (CS)/ Central Sector Schemes (CSS) for the
procurement of electronic products made by States and local bodies, if project or scheme is fully or partially funded by
Government of India.
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10.  Procedure for calculating local content/ domestic value addition

10.1  Bill of Material sourced from domestic manufacturers (Dom-BOM) may be calculated based on one of the
followings depending on data available:

a) Sum of the costs of all inputs which go into the product (including duties and taxes levied on procurement of
inputs except those for which credit/ set-off can be taken) and which have not been imported directly or
through a domestic trader or an intermediary.

b) Ex-Factory Price of product minus profit after tax minus sum of imported Bill of Material used (directly or
indirectly) as inputs in producing the product (including duties and taxes levied on procurement of inputs
except those for which credit/ set-off can be taken) minus warranty costs.

c) Market price minus post-production freight, insurance and other handling costs minus profit after tax minus
warranty costs minus sum of Imported Bill of Material used as inputs in producing the product (including
duties and taxes levied on procurement of inputs except those for which credit / set-off can be taken) minus
sales and marketing expenses.

10.2 Total Bill of Material (Total BOM) may be calculated based on one of the following depending on data available:

a) Sum of the costs of all inputs which go into the product (including duties and taxes levied on procurement of
inputs except those for which credit / set-off can be taken).

b) Ex-Factory Price of product minus profit after tax, minus warranty costs.

c) Market price minus post-production freight, insurance and other handling costs minus profit after tax, minus
warranty costs minus sales and marketing expenses.

10.3 The percentage of domestic value-addition may be calculated based on information furnished as per the
following formula:

Percentage of local content/ domestic value-addition = [(Dom-BOM) / (Total BOM)]*100
11. Verification of local content/ Domestic Value Addition

11.1. The local supplier at the time of tender, bidding or solicitation shall provide self-certification that the item
offered meets the minimum local content and shall give details of the location(s) at which the local value addition is
made.

11.2. In cases of procurement for a value in excess of Rs.10 crore, the local supplier shall provide a certificate from
the statutory auditor or cost auditor of the company (in the case of companies) or from a practicing cost accountant
or practicing chartered accountant (in respect of suppliers other than companies) giving the percentage of local
content.

11.3. In case a complaint is received by the procuring agency or the concerned Ministry/Department against the
claim of a bidder regarding local content/ domestic value addition in an Electronic Product(s), the same shall be
referred to STQC.

11.4. Any complaint referred to STQC shall be disposed of within 4 weeks. The bidder shall be required to furnish
the necessary documentation in support of the domestic value addition claimed in an Electronic Product(s) to STQC.
If no information is furnished by the bidder, such laboratories may take further necessary action, to establish the
bonafides of the claim. In case of the discrepancies in computation of local content, a certificate from the statutory
auditor or cost auditor of the company (in the case of companies) or from a practicing cost accountant or practicing
chartered accountant (in respect of suppliers other than companies) for calculating the percentage of local content
will supersede over the self-declaration certificate.

11.5. A complaint fee of Rs.2 Lakh or 1% of the value of the domestically manufactured Electronic Products being
procured (subject to a maximum of Rs. 5 Lakh), whichever is higher, to be paid by Demand Draft to be deposited
with STQC. In case, the complaint is found to be incorrect, the complaint fee shall be forfeited. In case, the
complaint is upheld and found to be substantially correct, deposited fee of the complainant would be refunded
without any interest.

11.6. False declarations will be in breach of the Code of Integrity under Rule 175(1)(i)(h) of the General Financial
Rules (GFR) for which a bidder or its successors can be debarred as per Rule 151 (iii) of the General Financial Rules
along with such other provisions of bidding, debarment by a single Ministry/Department and revocation of orders as
per the Department of Expenditure O.M-No. F.1/20/2018-PPD dated 2™ Nov, 2021 may be permissible under law
amended from time to time.

12. MeitY shall be the Nodal Ministry to monitor the implementation of the Electronic Products notifications. In
case of any dispute/clarifications against the decision given by STQC, a committee is constituted with the following
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compositions for verification/vetting the complaints, independent verification of self-declarations and
auditor’s/accountant’s certificates on random basis, restrictive and discriminating terms and conditions against the
domestic manufactures of Electronics Products(s): -

i)
ii)
iii)
vi)
v)
13.

Group Coordinator/Scientist- ‘G’ (IPHW) .

Scientist-‘G’/Scientist-‘F’ from STQC

Scientist- ‘E’ or above from Cert-In/Cyber Division -

Any other member(s) as co-opted by the Chairperson -

Representative from IPHW Division

Chairperson

-  Member

Member

Member

- Member Secretary

In case of a question whether an item being procured is an Electronic Product(s) to be covered under the

Public Procurement (Preference to Make in India) Order 2017, the matter would be referred to the Ministry of

Electronics and Information Technology for clarification.

[F. No. W-43/11/2021-IPHW]

ASHA NANGIA, Group Coordinator & Scientist 'G'

Essential Requirement(s) for Security of CCTV

Securing a CCTV (Closed-Circuit Television) system is crucial to protect sensitive information and ensure the system
operates effectively. Key areas of testing include exposed network services, device communication protocols, physical
access to the device’s UART, JTAG, SWD, etc., the ability to extract memory and firmware, firmware update process
security and storage and encryption of data. Here are brief requirements for the security of a CCTV system:

Appendix ‘A’

1) Physical Security - Use tamper-resistant camera enclosures and locking mechanisms to deter physical
tampering.

2) Access Control by Authentication, Role-Based Access Control (RBAC) and regularly review and update
access permissions to reflect personnel changes.

3) Network Security by employing encryption of data transmission

4) Software Security by Regular Updates, Disable Unused Features and Strong Password Policies

5) Penetration Testing: Employ penetration testing to assess the system's resistance to cyberattacks and address
vulnerabilities.

Essential Security Requirements

Sr. No. Category Testing What to be tested Documents Required
Parameter
1) Hardware Level | 1.1 Verify that | 1. Identification of the | 1. Datasheet of the SoC
Security Parameter | application layer | availability of debugging | being used in the device.
(supported by | debugging interfaces such as USB, ;
software) interfaces  such | UART, and other serial 2, Dogumentauon related o
: ports/interfaces enabled in
USB, UART, and | variants : ;
other serial the production devices and
it i through the Datasheet of | the related access control
. the SoC being used in the | mechanism for protection
disabled or .
device under test of the same.
protected by a
complex 2 Verification and | 3. Process flow of the
password. validation of the | Manufacturing/Provisioning

ports/interfaces enabled in
the production devices and
the related access control
mechanism for protection
of the same as declared in
the vendor documentation

3. Testing, in presence of

of the device
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U

OEM team, to verify the
enabling/disabling of all the
ports and debugging
interfaces such as USB,
UART, and other serial
variants using their relevant
hardware based debuggers
and access control
mechanisms in case the
interface is enabled.

4. Process audit of the
manufacturing facility to
validate the vendor's claim
regarding the debugging
interfaces which are
closed/disabled during
provisioning.

[For instance, through
Block connection diagram
depicting pin connections
between the host
microcontroller and its
interactions with various
sub
components/peripherals.]

1.2 Verify that
cryptographic

keys and
certificates  are
unique to each
individual device.

Identifying all the keys and
certificates being used in
the device eco-system and

verification through:
e Testing, in
presence of OEM
team

e Code review

e Process audit of
the key-life cycle
process

1. List of all keys and
certificates being used in
the device ecosystem

2. Key management life
cycle (purpose, generation,
storage,
destruction/zeroization,
validity, key
changeover/rotation)

1.3 Verify that
on-chip
debugging
interfaces such as
JTAG or SWD
are disabled or

that available
protection
mechanism is
enabled and
configured
appropriately.

1. Identification of the
availability of debugging
interfaces such as USB,
UART, and other serial
variants

through the Datasheet of
the SoC being used in the
device under test

2. Verification and
validation of the
ports/interfaces enabled in
the production devices and
the related access control
mechanism for protection
of the same as declared in
the vendor documentation

3. Testing, in presence of
OEM team, to verify the
enabling/disabling of all the

1. Datasheet of the SoC
being used in the device.

2. Documentation related to
ports/interfaces enabled in
the production devices and
the related access control
mechanism for protection
of the same.

3. Process flow of the
Manufacturing/Provisioning
of the device
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ports and debugging
interfaces such as USB,
UART, and other serial
variants using their relevant
hardware based debuggers
and access control
mechanisms in case the
interface is enabled.

4. Process audit of the
manufacturing facility to
validate the vendor's claim
regarding the debugging
interfaces which are
closed/disabled during
provisioning.

[For instance, through
Block connection diagram
depicting pin connections
between the host
microcontroller and its
interactions with various
sub
components/peripherals.]

v

1.4 Verify that
trusted execution
is  implemented
and enabled, if
available on the
device SoC or
CPU.

Identifying whether
TEE/SE/TPM is available
or not in the device through
the SoC datasheet and
technical documentation
submitted by the vendor.

Further assessment is done
on the basis of scenarios as
applicable to device as
defined below:

CASE 1: TEE/SE/TPM is
not available:

No further assessment

CASE 2: TEE/SE/TPM is
available and enabled:

Verification through code-
review that crypto functions
are called through
TEE/SE/TPM APIs.

CASE 3: TEE/SE/TPM is
available but not enabled
by the vendor:

Termed as non-
conformance to the
requirement. OEM s
required to enable and
implement the
TEE/SE/TPM.

1. Datasheet of the SoC
being used in the device.

2. User manual/ Technical
specifications of the device

3. Code snippets of the TEE
API call, wherever
applicable

1.5 Verify that
sensitive data,
private keys and
certificates  are
stored securely in
a Secure
Element, TPM,

Identifying all the keys and
certificates being used in
the device eco-system,
sensitive data and their
storage mechanism(s); and
verification through:

1. List of all keys and
certificates being used in
the device ecosystem

2. List of all the sensitive
data with their intended
usage and secure storage
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TEE (Trusted
Execution
Environment), or
protected  using
strong

e Testing, in
presence of OEM
team

e Code review

mechanism(s) as
implemented along with
secure configurations to be
enabled in the device.

3. Key management life

syplograpty. e Process audit of | cycle (purpose, generation,
the key-life cycle storage,
process destruction/zeroization,
validity, key
changeover/rotation)
private keys and
certificates.
1.6Verify the | Testing, in presence of | 1. Measures available in the
presence of | OEM team, to verify the | device to prevent software

tamper resistance
and/or tamper
detection

features.

measures implemented in
the device to prevent
software and hardware
tampering.

tampering.

2. Measures available in the
device to prevent hardware
tampering.

1.7 Verify that
any available
Intellectual
Property
protection
technologies
provided by the
chip
manufacturer are
enabled.

Testing, in presence of
OEM team, to verify the
enabling of the Intellectual
Property protection
technologies provided by
the chip manufacturer, if
available.

1. Datasheet of the SoC

2. Documentation regarding
the Intellectual Property
protection technologies
provided by the chip
manufacturer which have
been enabled.

3. In case, no Intellectual
Property protection
technologies are being
provided by the chip
manufacturer, then a
declaration  stating  the
same.

1.8 Verify the
device validates
the boot image
signature  before
loading.

Testing, in presence of
OEM team, to verify the
following:

1. Device boots up
successfully  with  the
documented secure boot
process when a valid boot
image is provided.

2. Device does not boot up
when a tampered boot
image (like with missing
signature, invalid signature)
is provided.

1. Datasheet of the SoC

2.Technical specifications
of the device regarding
secure boot (should consist
of keys involved and their
management life cycle®,
signature validation process
and any other secure
mechanisms if
implemented.)

1.9 Verify usage
of
cryptographically
secure  pseudo-
random number
generator on
embedded device
(e.g., using chip-
provided random
number

Verification of the
documentation provided by
the vendor regarding the
random number generators
being used in the device.

Verification through code-
review that random number
generators  or  related

Documentation  regarding
the random  generators
(either hardware based or
software based or both)
being used in the device
with their intended usage.

In case, hardware based
random number generators
are being used, vendors
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generators).

libraries as applicable are
being used in the device.

shall submit the following:
1. Datasheet of the SoC

2. Technical specifications
of the device regarding
random generators

In case, software based
random number generators
are being used, vendors
shall provide the libraries
being used for the same.

2)

Software/Firmware | 2.1 Verify that

memory
protection
controls such as
ASLR and DEP
are enabled by
the
embedded/IoT
operating system,
if applicable.

Testing, in presence of
OEM team, to verify the
declared memory
protection controls
available and enabled in the
device using command
line-based tools/commands
or any other open-source
tool like DEP, EMET tool.

Declaration of the memory
protection controls
available and enabled in the
device.

2.2 Verify that
the firmware apps
protect  data-in-

transit using
transport  layer
security.

1. Verifying that strong
encryption algorithms and
secure TLS wversion is
supported by the device to
establish secure
communication.

2. Verifying that device
properly  validates  the
server's TLS certificate to
ensure that it is trusted and
has not been tampered with.

3. Testing for
vulnerabilities which can
affect the security of TLS
connection such as padding
oracle attacks, or weak
cipher suites.

4. Using tools such as
Nmap to identify open
ports through which device
can be accessed leading to
unintended data retrieval.

5. Verifying that theTLS
session(s) are resistant to
attemptsof interception and
decryption of network
traffic using man-in-the-
middle attacks using tools
like Burpsuite.

Specifications and
documentation related to
the configurations available
in the applications and
firmware related to
transport layer security.

2.3 Verify that
the firmware apps
validate the
digital signature
of server
connections.

1. Identifying the scenarios
when the device establishes
the server connections with
the external world and
verifying the following:

e Security features,
related to secure
server connections
and digital

Document mentioning the
use-cases when the device

establishes server
connections with the
external world, with

detailed information about
the security measures in
place while validating the
digital signatures of the
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signature
validation as
implemented like
strong cipher
suites, secure TLS
version, SSL
pinning etc.
supported by code
walkthrough.

e Proper certificate
validation,
certificate  chain
validation and
certificate

revocation checks
are implemented
in the device.

2. Testing for
vulnerabilities which can
affect the security of TLS
connection such as padding
oracle attacks, or weak
cipher suites.

3. Using tools such as
Nmap to identify open
ports through which device
can be accessed leading to
unintended data retrieval.

4. Verifying that TLS
session(s) are resistant to
attemptsof interception and
decryption of network
traffic using man-in-the-
middle attacks using tools
like Burpsuite.

server connections.

2.4 Verify that
any use of
banned L&
functions are
replaced with the
appropriate  safe
equivalent

functions.

Secure code review [both
automated and manual], in
presence of OEM team,
using a licensed static
analysis tool through any of
the following approaches:

1. Visit to the evaluation
agency by the vendor with
the firmware code and
installing the licensed static
analysis tool available with
the evaluation agency in
their systems.
[Recommended]

2. Visit to the evaluation
agency by the vendor with
the firmware code and any
licensed static analysis tool
available with them and
demonstrating the code
review activity in the
presence of representatives
of evaluation agency.

1. Firmware binaries for

code review.

2. Internal code
reports

review
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3. Giving a remote access
of the systems at vendor
site to the evaluation
agency for installing their
licensed static analysis tool
available with them.

4. Giving a remote access
of the systems at vendor
site to the evaluation
agency containing the
firmware code along with
the licensed static analysis
tool available with the
vendors.

v

2.5 Verify that
each firmware
maintains a
software bill of
materials
cataloging  third
party
components,
versioning, and
published
vulnerabilities.

Verification of the
submitted list of third-party
components by running
automated tools like FACT
on the firmware.

Identifying vulnerabilities
in the third-party
component(s) through
publically available
vulnerability databases

Verification and validation
of the process defined by
the vendor for providing
regular security updates and
patches for the firmware to
address any known
vulnerabilities in  third-
party components.

1; Documentation  for
information on software bill
of materials, including
third-party components and
versions.

2. Organization process and
policies for the following:

e Addressing  and

patching any
identified
vulnerabilities in
third-party
components.

¢ Informing the

customers  about
the security issues
or vulnerabilities
and providing
security  updates
and patches for the
same.

3. Configuration
management system and
related policies for
maintaining firmware and
third-party binaries,
libraries and frameworks
along with the patches/fixes
issued to the devices.

2.6 Verify all
code including
third-party
binaries, libraries,
frameworks are
reviewed for
hardcoded
credentials
(backdoors).

Independent secure code
review [both automated and
manual] using a licensed
static analysis tool through
any of the following
approaches:

1. Visit to the evaluation
agency by the vendor with
the firmware code and
installing the licensed static
analysis tool available with
the evaluation agency in
their systems.

1. Firmware binaries for
code review.

2. Internal code review
reports
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[Recommended]

2. Visit to the evaluation
agency by the vendor with
the firmware code and any
licensed static analysis tool
available with them and
demonstrating the code
review activity in the
presence of representatives
of evaluation agency.

3. Giving a remote access
of the systems at vendor
site  to the evaluation
agency for installing their
licensed static analysis tool
available with them.

4. Giving a remote access
of the systems at vendor
site to the evaluation
agency containing the
firmware code along with
the licensed static analysis
tool available with the
vendors.

2.7 Verify that
the firmware apps
pin the digital
signature to a
trusted server(s).

1. Identifying the scenarios
when the device establishes
the server connections with
the external world and
verifying the following:

e Security features,
related to secure server
connections and digital
signature validation as
implemented like
strong cipher suites,
secure TLS version,
SSL  pinning  etc.
supported by code
walkthrough.

e Proper certificate
validation, certificate
chain wvalidation and
certificate  revocation

checks are
implemented in the
device.

Document mentioning the
use-cases when the device

establishes server
connections with the
external world, with

detailed information about
the security measures in
place while validating the
digital signatures of the
server connections.

2.8 Verify
security controls
are in place to
hinder firmware
reverse
engineering
(e.g.removal  of
verbose
debugging
symbols).

Testing, in presence of
OEM team, to verify the
security controls as
provided by the vendor to
hinder firmware reverse
engineering.

Documentation  regarding
the security controls in
place to hinder firmware
reverse engineering.

29 Verify that

Testing, in presence of

Measures implemented in
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the firmware
update process is
not vulnerable to
time-of-check vs
time-of-use
attacks.

OEM team, to verify the
measures implemented in
the device to make it
resistant to time-of-check
vs.time-of-use attacks.

the device to make it
resistant to time-of-check
vs. time-of-use attacks.

o

2.10 Verify the
device uses code

signing and
validates
firmware upgrade
files before
installing.

Testing, in presence of
OEM team, to verify the

following:

i) Device gets
successfully  updated
with the documented

secure upgrade process
when a valid update
package is provided.

ii) Device does not boot
up when a tampered
update package (like
with missing signature,
invalid signature) is
provided.

Process of achieving secure
firmware upgrade which
should consist of keys
involved and their
management life cycle”,
signature validation process
and any other secure
mechanisms if
implemented.

2.11 Verify that
the device cannot
be downgraded to
old versions
(anti-rollback) of
valid firmware.

Testing, in presence of
OEM team, to verify that
the device cannot be
downgraded to old versions
(anti-rollback) of wvalid
firmware.

Process of achieving secure
firmware upgrade which
should consist of keys
involved and their
management life cycle”,
signature validation process
and any other secure
mechanisms if
implemented.

2.12 Verify that
firmware can
perform
automatic
firmware updates
upon a predefined
schedule.

Verification shall be done
as per the applicable
scenario:

Case 1: Automatic OTA
updates are available:

A standard  operating
procedure  for  issuing
automatic updates/upgrades
to the in-field devices is
required to be submitted by
the vendor which can then
be evaluated by the
evaluation agency as per
C20, C21 and C22 security
requirement.

Case 2: Automatic OTA
updates are not available
and vendor provides
manual updates:

A standard  operating
procedure  for  issuing
manual updates/upgrades to
the in-field devices is
required to be submitted by
the vendor which can then
be evaluated by the

1. Modes of updates
available i.e. automatic,
manual or both.

2. Organizational process
and policies regarding the
issuing of updates to the
devices.




[wTT [I—avg 3(ii)]

T T TS - SETET

41

—

evaluation agency as per
C20, C21 and C22 security
requirement.

3)

Secure Process
Conformance

3.1 Verify that
wireless
communications
are mutually
authenticated.

Testing, in presence of
OEM team, to verify the
process of mutual
authentication as laid down
in the documentation by the
vendor.

The documentation
regarding the process of
mutual authentication as
implemented in the device
when wireless
communications are
initiated.

In case, the device does not
support wireless
communications, the
vendor shall provide a
declaration for the same.

3.2 Verify that
wireless
communications
are sent over an
encrypted
channel.

Identifying all the security
mechanisms being used in
the communication process

verification through:
e Testing, in
presence of OEM
team

e Code review

e Process audit of
the key-life cycle
process

Documentation  regarding
the  security  measures
implemented in the device
to prevent tampering of the
data being sent through
wireless mode of
communication,

In case, the device does not
support wireless
communications, the
vendor shall provide a
declaration for the same.

3.3 Verify that
whether  trusted

Bill of materials for critical
hardware components

sources are being (related to security
used for sourcing functions like SoC).
the components
of the device i.e.
trusted supply
chain through a
managed Bill of
materials for
critical hardware
components
(related to
security functions
like SoC) is in
use.
3.4 Supply chain Supply chain risk
risk identification, assessment,
identification, prioritization, and
assessment, mitigation documents.
pr}qntl;atlon, and Supply chain risk/business
mitigation  shall 2 ; :
continuity planning policy
be conducted. lavbook
Supply chain docum_ems, playbooks
. . reflecting how to handle
risk/business . : .
Pl supply chain disruption,
continuity 4 i
A ; post-incident summary
pliining palicy documents.
documents,
playbooks

reflecting how to
handle supply
chain disruption,




42

THE GAZETTE OF INDIA : EXTRAORDINARY

[PART II—SEC. 3(ii)]

post-incident
summary
documents need
to be submitted
and demonstrate
the same.

o

3.5 Verify the no

Document for Network

proprietary protocols used in the
network device.
protocols are

being used in the

device. If yes,

then complete

implementation

details and the

source code for

the same shall be

provided.

4) Security 4.1 Design and Design and architecture
Conformance at | architecture documents till the PCBA
product details till the and SoC level.
development stage | PCBA and SoC

level to be

provided to aid in

counterfeit

mitigation  and

malware

detection.

4.2 Threat | Process and method
mitigation artifacts need to be
strategies for | submitted and demonstrate
tainted and | the same.

counterfeit

products shall be
implemented as
part of product
development.

4.3 One or more
up-to-date
malware
detection  tools
shall be deployed
as part of the
code acceptance
and development
processes.

Malware

detection

techniques shall
be wused before
final  packaging
and delivery
(e.g., scanning
finished products
and components

for malware
using one or
more up-to-date

List of components that
have been identified as
requiring tracking targets of
tainting/counterfeiting, CM
tool.

Quality assurance process
need to be submitted and
demonstrate the same.
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malware
detection tools).

4.4 Supply chain
risk
identification,
assessment,
prioritization, and
mitigation  shall
be conducted.

Supply chain risk/business
continuity planning policy
documents, playbooks
reflecting how to handle
supply chain disruption,
post-incident summary
documents need to be
submitted and demonstrate
the same.
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MINISTRY OF ELECTRONICS AND INFORMATION TECHNOLOGY
(IPHW Division)
ORDER

New Delhi, the 9th April, 2024

Subject: Amendment to the “Electronics and Information Technology Goods (Requirement of Compulsory
Registration) Order, 2021

S.0. 1652(E).—In exercise of the powers conferred by sub-section (1) and (2) of section 16 read with sub
section (3) of section 25 of the Bureau of Indian Standards Act, 2016, (11 of 2016), the Central Government is of the
opinion that it is necessary or expedient so to do in the public interest, hereby makes the following amendments to the
“Electronics and Information Technology Goods (Requirements for Compulsory Registration) Order, 2021:

2. For CCTV Camera, the following entry of Column (5) be added at S. No. 41 in the Schedule of the
“Electronics and Information Technology Goods (Requirements for Compulsory Registration) Order, 2021.

Sr. No. Goods or Articles Indian Standard Title of Indian Standard Essential
n ) 3) ) Requirement(s)
(5)
41 CCTV Camera IS 13252: Part 1: 2010 | Information Technology | Essential
Equipment - Safety General | Requirement(s) for
Requirements-- CCTV as per Annexure
3 The provisions of “Electronics and Information Technology Goods (Requirements for Compulsory

Registration) Order, 2021” shall apply on the Goods or articles as specified in the column (2) added to the schedule of
the said Order by virtue of this notification, for conforming to the corresponding Essential Requirement(s) as specified
in the column (5), on the expiry of six months from the date of publication of this notification in the Official Gazette.
As per Scheme II of BIS Conformity Assessment Regulations, 2018, submission of test reports from BIS recognized
labs, shall form a pre -requisite for obtaining license to use Standard Mark.

[F.No. W-43/11/2021-IPHW]
ASHA NANGIA, Group Coordinator & Scientist 'G’
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Essential Requirement(s) for Security of CCTV

Securing a CCTV (Closed-Circuit Television) system is crucial to protect sensitive information and ensure
the system operates effectively. Key areas of testing include exposed network services, device communication
protocols, physical access to the device's UART, JTAG, SWD, etc., the ability to extract memory and firmware,
firmware update process security and storage and encryption of data. Here are brief requirements for the security of a
CCTV system:

Annexure

Physical Security - Use tamper-resistant camera enclosures and locking mechanisms to deter physical

tampering.
2. Access Control by Authentication, Role-Based Access Control (RBAC) and regularly review and update
access permissions to reflect personnel changes.
3. Network Security by employing encryption of data transmission
4. Software Security by Regular Updates, Disable Unused Features and Strong Password Policies
5. Penetration Testing: Employ penetration testing to assess the system's resistance to cyberattacks and address
vulnerabilities.
Essential Security Requirements
Sr. No. Category Testing ‘What to be tested Documents Required
Parameter
1. Hardware  Level | 1.1 Verify that | 1. Identification of the | The vendor shall provide the
Security Parameter | application layer | availability of debugging | following:
(supported by | debugging interfaces such as USB, | a. Datasheet of the SoC
software) interfaces  such | UART, and other serial | being used in the device.

USB, UART, and
other serial
variants are
disabled or
protected by a
complex

password.

variants

through the Datasheet of
the SoC being used in the
device under test

Z Verification  and
validation of the
ports/interfaces enabled in
the production devices
and the related access
control mechanism for
protection of the same as
declared in the wvendor
documentation

3. Testing, in presence of
OEM team, to verify the
enabling/disabling of all
the ports and debugging
interfaces such as USB,
UART, and other serial

variants  using  their
relevant hardware-based
debuggers and access

control mechanisms in
case the interface is
enabled.

4. Process verification of
the manufacturing facility
to validate the vendor's
claim regarding the
debugging interfaces
which are closed/disabled
during provisioning.

[For instance, through
Block connection diagram
depicting pin connections
between the host

b. Documentation related to
ports/interfaces enabled in
the production devices and
the related access control
mechanism for protection of
the same.

c. Process flow of the
Manufacturing/Provisioning
of the device
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microcontroller and its
interactions with various
sub

components/peripherals.]

1.2 Verify that | Identifying all the keys | Vendor shall submit the
cryptographic and certificates  being | following:
keys and | used in the device eco- | 1. List of all keys and
certificates  are | system and verification | certificates being used in the
unique to each | through: device ecosystem
individual device. e  Testing, in | 2. Key management life
presence of | cycle (purpose, generation,
OEM team storage,
Code review destruction/zeroization,
Process audit of | validity, key
the key-life cycle | changeover/rotation)
process
1.3 Verify that | 1. Identification of the | The vendor shall provide the
on-chip availability of debugging | following:
debugging interfaces such as USB, | a. Datasheet of the SoC
interfaces such as | UART, and other serial | being used in the device.
JTAG or SWD | variants b. Documentation related to
are disabled or | through the Datasheet of | ports/interfaces enabled in
that available | the SoC beiﬂs used in the the Pmducﬁon devices and
protection device under test the related access control
mechanism is [ 2. Verification  and | mechanism for protection of
enabled and | validation of the | the same.
configured ports/interfaces enabled in | ¢, Process flow of the
appropriately. the production devices | Manufacturing/Provisioning
and the related access | of the device

control mechanism for
protection of the same as
declared in the wvendor
documentation

3. Testing, in presence of
OEM team, to verify the
enabling/disabling of all
the ports and debugging
interfaces such as USB,
UART, and other serial
variants using their
relevant hardware based
debuggers and access
control mechanisms in
case the interface is
enabled.

4. Process audit of the
manufacturing facility to
validate the wvendor's
claim regarding the
debugging interfaces
which are closed/disabled
during provisioning.

[For instance, through
Block connection diagram
depicting pin connections
between the host
microcontroller and its
interactions with various
sub
components/peripherals.]
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1.4 Verify that
trusted execution
is  implemented
and enabled, if
available on the
device SoC or
CPU.

Identifying whether
TEE/SE/TPM is available
or not in the device
through the SoC datasheet
and technical
documentation submitted
by the vendor.

Further assessment is
done on the basis of
scenarios as applicable to
device as defined below:
CASE 1: TEE/SE/TPM
is not available:

No further assessment
CASE 2: TEE/SE/TPM
is available and enabled:
Verification through
code-review that crypto
functions are called
through TEE/SE/TPM
APIs.

CASE 3: TEE/SE/TPM
is available but not
enabled by the vendor:
Termed as non-
conformance to  the
requirement. OEM s
required to enable and
implement the
TEE/SE/TPM.

The vendor shall provide the
following:

1. Datasheet of the
being used in the device.

SoC

2. User manual/ Technical
specifications of the device

3. Code snippets of the TEE
APl call, wherever
applicable

1.5 Verify that

sensitive data,
private keys and
certificates  are

Identifying all the keys
and certificates being
used in the device eco-
system, sensitive data and

Vendor shall submit
following:

1. List of all keys and
certificates being used in the

the

stored securely in | their storage | device ecosystem
a Secure Element, | mechanism(s); and | 2. List of all the sensitive
TPM, TEE | verification through: data with their intended
(Trusted e  Testing, in | usage and secure storage
Execution presence of | mechanism(s) as
Environment), or OEM team implemented along with
protected  using Code review secure configurations to be
strong Process audit of | €nabled in the device.
cryptography. the key-life cycle | 3. Key management life
process cycle (purpose, generation,
storage,
destruction/zeroization,
validity, key
changeover/rotation) private
keys and certificates,
1.6Verify the | Testing, in presence of | Vendor shall submit the
presence of | OEM team, to verify the | following:
tamper resistance | measures implemented in | 1. Measures available in the
and/or tamper | the device to prevent | device to prevent software
detection software and hardware | tampering.
features. tampering. 2. Measures available in the

device to prevent hardware
tampering.

1.7 Verify that
any available
Intellectual

Testing, in presence of
OEM team, to verify the
enabling of the

Vendor shall submit
following:
1. Datasheet of the SoC

the
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Property Intellectual Property | 2. Documentation regarding

protection protection  technologies | the Intellectual Property

technologies provided by the chip | protection technologies

provided by the manufacturer, if available. | provided by the chip

chip manufacturer manufacturer which have

are enabled. been enabled.
3. In case, no Intellectual
Property protection
technologies are being
provided by the chip
manufacturer, then a
declaration stating the same.

1.8 Verify the | Testing, in presence of | Vendor shall submit the

device wvalidates | OEM team, to verify the | following:

the boot image | following: 1. Datasheet of the SoC

signature before
loading.

1. Device boots up
successfully with the
documented secure boot
process when a valid boot
image is provided.

2. Device does not boot
up when a tampered boot
image (like with missing
signature, invalid
signature) is provided.

2. Technical specifications of
the device regarding secure
boot (should consist of keys
involved and their
management life cycle’,
signature validation process

and any other secure
mechanisms if
implemented.)

1.9 Verify usage
of

cryptographically
secure  pseudo-
random number
generator on
embedded device
(e.g., using chip-
provided random

Verification of the
documentation provided
by the vendor regarding
the random  number
generators being used in
the device.

Verification through
code-review that random
number generators or

Vendor shall submit the
documentation regarding the
random generators (either
hardware based or software
based or both) being used in

the device with their
intended usage.
In case, hardware based

random number generators

number related  libraries  as | are being used, vendors shall
generators). applicable are being used | submit the following:
in the device. 1. Datasheet of the SoC
2. Technical specifications of
the device regarding random
generators
In case, software based
random number generators
are being used, vendors shall
provide the libraries being
used for the same.
Software/Firmware | 2.1 Verify that | Testing, in presence of | Vendor shall submit the
memory OEM team, to verify the | declaration of the memory
protection declared memory | protection controls available
controls such as | protection controls | and enabled in the device.
ASLR and DEP | available and enabled in
are enabled by the | the device using
embedded/IoT command line-based
operating system, | tools/commands or any

if applicable.

other open-source tool

like DEP, EMET tool.

2.2 Verify that
the firmware apps
protect  data-in-
transit using
transport layer

1. Verifying that strong
encryption algorithms and
secure TLS version is
supported by the device to
establish secure

The vendor shall submit the
specifications and
documentation related to the
configurations available in
the applications and
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security.

communication,

2. Verifying that device
properly validates the
server's TLS certificate to
ensure that it is trusted
and has not been
tampered with.

3. Testing for
vulnerabilities which can
affect the security of TLS
connection such as
padding oracle attacks, or
weak cipher suites.

4. Using tools such as
Nmap to identify open
ports  through  which
device can be accessed
leading to unintended data
retrieval.

5. Verifying that theTLS
session(s) are resistant to
attemptsof  interception
and decryption of network
traffic using man-in-the-
middle attacks using tools
like Burpsuite.

firmware related to transport
layer security.

2.3 Verify that
the firmware apps
validate the
digital signature
of server
connections.

1. Identifying the
scenarios when the device
establishes the server
connections with the
external world and
verifying the following:

e  Security
features, related
to secure server
connections and
digital signature
validation as
implemented like
strong cipher
suites, secure
TL8 version,
SSL pinning etc.
supported by
code
walkthrough.

e  Proper certificate
validation,
certificate chain
validation and
certificate
revocation
checks are
implemented in
the device.

2. Testing for
vulnerabilities which can
affect the security of TLS
connection such as
padding oracle attacks, or
weak cipher suites.

Vendor shall submit a
document mentioning the
use-cases when the device
establishes server
connections with the external
world, with detailed
information about the
security measures in place
while validating the digital
signatures of the server
connections.
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3. Using tools such as
Nmap to identify open
ports through  which
device can be accessed

leading to unintended data
retrieval.

4. Verifying that TLS
session(s) are resistant to
attemptsof  interception
and decryption of network
traffic using man-in-the-
middle attacks using tools
like Burpsuite.

24 Verify that
any use of banned
C functions are
replaced with the
appropriate  safe
equivalent

functions.

Secure code review [both
automated and manual],
in presence of OEM team,
using a licensed static
analysis tool through any
of the following
approaches:

1. Visit to the evaluation
agency by the vendor
with the firmware code
and installing the licensed
static  analysis  tool
available with the
evaluation agency in their
systems. [Recommended]
2. Visit to the evaluation
agency by the vendor
with the firmware code
and any licensed static
analysis tool available
with them and
demonstrating the code
review activity in the

presence of
representatives of
evaluation agency.

3. Giving a remote access
of the systems at vendor
site to the evaluation
agency for installing their
licensed static analysis
tool available with them.
4. Giving a remote access
of the systems at vendor
site to the evaluation
agency containing the
firmware code along with
the licensed static analysis
tool available with the
vendors.

Vendor shall provide :
1. Firmware binaries for
code review.

2. Internal code review
reports

2.5 Verify that
each firmware
maintains a
software bill of
materials
cataloging  third
party

Verification of the
submitted list of third-
party components by
running automated tools
like FACT on the
firmware.

Identifying vulnerabilities

Vendor shall submit the
following:

1. Documentation for
information on software bill
of materials, including third-
party components  and
versions.
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components, in the third-party | 2. Organization process and
versioning, and | component(s) through | policies for the following:
published publically available e  Addressing and
vulnerabilities. vulnerability databases patching any

Verification and identified

validation of the process vulnerabilities  in
defined by the vendor for third-party
providing regular security components.
updates and patches for e Informing the

the firmware to address

any known vulnerabilities
in third-party
components.

customers about the
security issues or
vulnerabilities and
providing security
updates and patches
for the same.
3. Configuration
management system and
related policies for
third-party binaries, libraries
and frameworks along with
the patches/fixes issued to
the devices.

2.6 Verify
code

third-party

all

including

binaries, libraries,

frameworks are
reviewed for
hardcoded
credentials
(backdoors).

Independent secure code
review [both automated
and manual] using a
licensed static analysis
tool through any of the
following approaches:

1. Visit to the evaluation
agency by the wvendor
with the firmware code
and installing the licensed
static  analysis  tool
available with the
evaluation agency in their
systems. [Recommended]
2. Visit to the evaluation
agency by the vendor
with the firmware code
and any licensed static

analysis tool available
with them and
demonstrating the code
review activity in the
presence of
representatives of
evaluation agency.

3. Giving a remote access
of the systems at vendor
site to the evaluation
agency for installing their
licensed static analysis
tool available with them.
4. Giving a remote access
of the systems at vendor
site to the evaluation
agency containing the
firmware code along with
the licensed static analysis
tool available with the
vendors.

Vendor shall provide:

1. Firmware binaries for
code review.

2. Internal code review
reports
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2.7 Verify that
the firmware apps
pin the digital
signature to a
trusted server(s).

1. Identifying the
scenarios when the device
establishes the server
connections with the
external world and
verifying the following:

e  Security
features, related
to secure server
connections and
digital signature
validation as
implemented like
strong cipher
suites, secure
TLS version,
SSL pinning etc.
supported by
code
walkthrough.

e  Proper certificate
validation,
certificate chain
validation and
certificate
revocation
checks are
implemented in
the device.

Vendor shall submit a
document mentioning the
use-cases when the device
establishes server
connections with the external
world, with detailed
information about the
security measures in place
while validating the digital
signatures of the server
connections.

z7 Verify
security controls
are in place to
hinder firmware
reverse

sy
(e.g.removal of
verbose
debugging
symbols).

Testing, in presence of
OEM team, to verify the
security  controls  as
provided by the vendor to
hinder firmware reverse

Vendor shall submit the
documentation regarding the
security controls in place to
hinder firmware reverse

2.8 Verify that
the firmware
update process is
not vulnerable to
time-of-check wvs
time-of-use
attacks.

Testing, in presence of
OEM team, to verify the
measures implemented in
the device to make it
resistant to time-of-check
vs.time-of-use attacks.

Vendor shall submit the
measures implemented in the
device to make it resistant to
time-of-check vs. time-of-
use attacks.

29 Verify the
device uses code
signing and
validates

firmware upgrade
files before

installing.

Testing, in presence of
OEM team, to verify the
following:

1. Device gets
successfully updated with
the documented secure
upgrade process when a
valid update package is
provided.

2. Device does not boot
up when a tampered
update package (like with
missing signature, invalid
signature) is provided.

Vendor shall submit the
process of achieving secure
firmware upgrade which
should consist of keys
involved and their
management life cycle’,
signature validation process
and any other secure
mechanisms if implemented.
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2.10 Verify that
the device cannot
be downgraded to
old versions (anti-
rollback) of valid
firmware.

Testing, in presence of
OEM team, to verify that
the device cannot be
downgraded to old
versions (anti-rollback) of
valid firmware.

Vendor shall submit the
process of achieving secure

firmware upgrade which
should consist of keys
involved and their
management life  cycle’,

signature validation process
and any other secure
mechanisms if implemented.

2.11 Verify that

Verification shall be done

Vendor shall provide the

firmware can | as per the applicable | following:
perform scenario: 1. Modes of updates
automatic Case 1: Automatic OTA | available ie. automatic,
firmware updates | updates are available: manual or both.
upon a predefined | A  standard operating | 2. Organizational process
schedule. procedure for issuing | and policies regarding the
automatic issuing of updates to the
updates/upgrades to the | devices.
in-field devices is
required to be submitted
by the vendor which can
then be evaluated by the
evaluation agency as per
C20, C21 and C22
security requirement of
OWASP open standard.
Case 2: Automatic OTA
updates are not
available and vendor
provides manual
updates:
A standard operating
procedure for issuing
manual updates/upgrades
to the in-field devices is
required to be submitted
by the vendor which can
then be evaluated by the
evaluation agency as per
C20, C21 and C22
security requirement of
OWASP open standard.
Secure Process | 3.1 Verify that | Testing, in presence of | Vendors shall provide the
Conformance wireless OEM team, to verify the | documentation regarding the
communications | process of  mutual | process of mutual
are mutually | authentication as laid | authentication as
authenticated. down in the | implemented in the device
documentation by the | when wireless
vendor. communications are
initiated.
In case, the device does not
support wireless

communications, the vendor
shall provide a declaration
for the same.

3.2 Verify that | Identifying all the security | Vendors shall provide the
wireless mechanisms being used in | documentation regarding the
communications | the communication | security measures
are sent over an | process verification | implemented in the device to
encrypted through: prevent tampering of the data
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channel. e Testing, in | being sent through wireless
presence of | mode of communication.
OEM team
Code review In case, the device does not
Process audit of | support wireless
the key-life cycle | communications, the vendor
process shall provide a declaration

for the same.

3.3 Verify that Vendor shall submit Bill of

whether  trusted materials for critical

sources are being hardware components

used for sourcing
the components
of the device i.e.
trusted supply
chain through a
managed Bill of
materials for
critical hardware
components
(related to
security functions
like SoC) is in
use

(related to security functions
like SoC).

3.4 Supply chain
risk
identification,
assessment,
prioritization, and
mitigation  shall
be conducted.
Supply chain
risk/business
continuity
planning

documents,

policy

and demonstrate
the same.

Vendor shall submit the
following:

Supply chain risk
identification,  assessment,
prioritization, and mitigation
documents.

Supply chain risk/business
continuity planning policy
documents, playbooks
reflecting how to handle
supply chain disruption,
post-incident summary
documents.

3.5 Verify the no
proprietary
network protocols
are being used in
the device. If yes,
then complete
implementation
details and the
source code for
the same shall be

Document for Network
protocols used in the device.

provided.
4. Security 4.1 Design and Design and architecture
Conformance at architecture documents till the PCBA and
details till the SoC level.

PCBA and SoC
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product
development stage

level to Dbe
provided to aid in

counterfeit

mitigation  and

malware

detection.

4.2 Threat | Process and method
mitigation artifacts need to be
strategies for | submitted and
tainted and | demonstrate the same.
counterfeit

products shall be

implemented as
part of product
development.

4.3 One or more
up-to-date
malware
detection  tools
shall be deployed
as part of the
code acceptance
and development
processes.
Malware
detection
techniques shall
be wused before
final packaging
and delivery (e.g.,
scanning finished
products and
components for
malware  using
one or more up-
to-date malware
detection tools).

List of components that
have been identified as
requiring tracking targets
of tainting/counterfeiting,
CM tool.

Quality assurance process
need to be submitted and
demonstrate the same.

4.4 Supply chain
risk
identification,
assessment,
prioritization, and
mitigation  shall
be conducted.

Supply chain risk/business
continuity planning policy
documents, playbooks
reflecting how to handle
supply chain disruption,
post-incident summary
documents need to be
submitted and demonstrate
the same.
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W-43/11/2021-IPHW
Government of India
Ministry of Electronics and Information Technology
(IPHW Division)

Electronics Niketan,
6, CGO Complex,
Lodhi Road, New Delhi-110003.

Dated: 11 Mar, 2024

OFFICE MEMORANDUM

Subject: -Advisory on the Threat of Information Leakage through CCTV/ Video
Surveillance system (VSS)/ Digital Video Recorders /Network Video Recorders-
reg

The reference is made to the concerns raised by various
Ministries/Departments regarding the security implications associated with the
deployment of Closed-Circuit Television (CCTV) Cameras and the conduct of cyber
auditing and testing of hardware pertaining to CCTV cameras and other Internet of
Things (loT) devices. The Ministry of Electronics and Information Technology (MeitY)
has formulated comprehensive security guidelines for CCTV cameras as included in
Annexure ‘A’

. In light of these concerns, Government Ministries/Departments are strongly
advised to adhere to the guidelines outlined within the ambit of the Public Procurement
Orders to safeguard the overall security and integrity of CCTV Cameras and loT
Devices.

3. This issues with the approval of the Competent Authority.

(Agkngla)

Group Coordinator & Scientist-'G’
Ph. 011-24301965
To,
i) Secretaries of All Ministries/Department of Government of India
ii) Chief Secretaries/Administrators of Union Territories/National Capital
Territory of Delhi



Annexture- ‘A’

A video surveillance system, also known as Closed-Circuit Television (CCTV) system,
is a collection of cameras and other related equipment used to monitor and record

activities in a specific area commonly used for security and surveillance purposes.

2. Key components of a video surveillance system typically include cameras, (Analog,
Digital, IP Cameras), Video Management System (VMS) Software, Storage (Network
Video Recorders (NVRs) or Digital Video Recorders (DVRs)), Power Supply etc.

3. While these surveillance technologies undoubtedly offer a range of benefits and
are valuable tools for monitoring and security, they also raise certain concerns and
risks. Some of the growing risks associated with CCTV systems include data security,
privacy breach, hacking and cyber-attack etc. Various incidents have also been
reported due to security flaw in the surveillance cameras.

4. The cybersecurity is an ongoing process, so staying vigilant and keeping system up
to date with the latest security practices can significantly enhance the security of CCTV
system and protect it from potential threats and unauthorized access. In this regard,
the following measures are advised to minimize the risk associated with CCTV
surveillance system:

i) The Rules and regulations as applicable, notified by the Government or
procurement of goods and services must be followed e.g.
a) Public procurement Order (Make in India), 2017
b) Electronics and Information Technology Goods (Requirement of
Compulsory Registration) Order, 2021
ii) BIS has formulated Blank Detail Specification (BDS) for IS 16910 for
performance requirements of CCTVs. The procuring government agency can
stipulate their own technical requirements for the parameters listed in the BDS
and the testing can be done as per the test methods prescribed in the standard.
i)  The procurement of Video Surveillance System from the brand having history
of security breaches and data leakages should be avoided.



vi)

vil)

viii)

xi)

Hardware Security: For the Hardware Security testing of CCTV cameras, the
government agencies should use the testing infrastructure available
with Standardization Testing and Quality Certification (STQC) Laboratory or
any other agency notified by MeitY from time to time for testing the CCTVs as
per the Essential Requirement(s) notified under the PPO for CCTV.

Network Security: The general cyber security practices for installation and
monitoring should be also be adopted. Maintain the network isolation (Air-Gap)
from the public network to minimize the risk of unauthorized access and
potential cyberattacks. Wherever, air gap is not possible, Network
segmentation, secure tunnel/Virtual Private Network (VPN) /Dedicated Lease
Line etc. should be used for restricting access to CCTV systems and isolate
them from critical infrastructure and sensitive data. Use MAC address binding
to prevent the unauthorized access by unidentified devices.

Secure Physical Access: Restrict physical access to the CCTV control room
and equipment. Only authorized personnel should have access to the system.
Use locks, access control systems, and surveillance measures to protect the
equipment.

Strong Passwords: Change default passwords immediately upon installation
and use strong, unique passwords for all cameras, recorders, and access
points. Avoid using easily guessable information or common words.

Regular Firmware Updates: Manufaclurers often release updates that
address security vulnerabilities. Regularly check for updates and apply them
promptly keeps the firmware and software of your CCTV devices up to date.
Encryption of Data: Ensure all communication between cameras, recorders,
and viewing devices is encrypted. This prevents unauthorized individuals from
intercepting and accessing sensitive information.

Disable Unused Features: Turn off or disable any features and services that
are not necessary for the proper functioning of the CCTV system. Each enabled
feature potentially introduces another security vulnerability.

Secure Remote Access: If remote access is required for maintenance or
monitoring, implement a secure VPN (Virtual Private Network) for remote
connections. Avoid exposing the system directly to the internet whenever
possible. IPBEUs (IP-Based Encryption Unit) to safeguard data transmission

between cameras and recording devices, Lease Line for dedicated and secure



Xii)

i)

Xiv)

XV)

xvii)

xviii)

Xix)

network connectivity and Implementation of data diodes to ensure
unidirectional flow of information, enhancing security.

Regular Auditing and Monitoring: Monitor the CCTV system logs for unusual
activities and potential security breaches. Regularly audit the system to ensure
that everything is functioning correctly and there are no unauthorized access
attempts.

Physical Camera Security: Position cameras in a way that prevents tampering
and vandalism. Use vandal-resistant camera housings and install them in high
and secure locations where they are less likely to be tampered with.

User Access Control: Implement a strict access control policy to limit the
number of individuals who can access the CCTV system and its data. Assign
different levels of access based on roles and responsibilities.

Data Storage and Retention: Ensure proper data storage and retention
policies are in place. Securely store recordings and define how long data should
be retained before it gets automatically deleted. Data Storage should be in
terms of storage duration (number of Days) based on operational requirements
rather than storage capacity. The data storage of all CCTVs installed at
Government Establishment/Public Places should be mandated to be within the
India even if it is stored in cloud platforms.

Staff Training: Provide comprehensive training to employees and system
administrators on security best practices. Make sure they understand the
potential risks and how to mitigate them effectively.

Regular Security Assessments: Conduct periodic security assessments and
penetration tests to identify vulnerabilities and weaknesses in the CCTV
system. Address any issues discovered promptly.

Tender/RFP should encompass both Hardware and Software parts of the Bill
of Materials (BoM) combined presenting comprehensive specifications for
these components to facilitate the interoperability of the HW/SW as a whole in
the VSs system. Model Technical Specifications/Guidelines for CCTVs/VSS
issued by MHA from time to time, should be adopted while formulating the
technical specifications for procurement of CCTV/VSS.

CCTV Device testing and certification: CCTV Cameras (Analog/ IP/ Analog
Speed Dome/ IP Speed Dome) should comply with the Essential Requirements
(ERs) notified as part of the PPO for CCTV in Gazatte of India
(EXTRAORDINARY, PART Il—Section 3—Sub-section (ii) dated 7" March,



2024, at Sr. No. No. 1062) to ensure the security of the VSS / CCTV systems,
as amended from time to time. The security testing certificate for CCTV/VSS to
be issued by Standardisation Testing and Quality Certification (STQC)
Laboratory or any other agency notified by MeitY from time to time. The validity
of the test report issued by STQC Lab will be three years from the date of issue

of the report.

5. In this regard, the Government Ministries, Departments are advised to instruct
the Chief Information Security Officers (CISOs) of their respective organizations and
subordinate organizations for enforcing the above measures to address the security
threats of the CCTV network vulnerability and to ensure the overall security and

integrity of CCTV/Video Surveillance Systems.
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